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IIpuxa3 ®AIICH ot 13 urons 2001 r. N 152 "O0 yrBep:xkaennu UHCTpYKIMU 00 Opranu3anum u
o0ecrnieyeHnH 0€30M1ACHOCTH XpPaHEeHH s, 00PA0OTKH U Nepeiayvu 10 KaHAJIaM CBS3H ¢
HCI0JIb30BAHHEM CPe/ICTB KPUNTOrpaduyeckoi 3aliMThl HHPOPMALMHU € OTPAHMYEHHBIM I0CTYIIOM,
He cojep:kaleil cBeleHUid, COCTABJISAIOIIMNX FOCYyIaPCTBEHHYIO TaliHY "

B cootBerctBuu ¢ @eaepanbuHbiM 3akoHOM OT 20 deBpans 1995 r. N 24-03 "O6 undopmarmm,
uHpOpMaTu3aum U 3amure nHpopmauuu"*, 3akoHoM Poccuiickoit @eneparyn ot 19 despans 1993 r. N
4524-1 "O ¢enepanbHbIX OpraHax INpaBUTEILCTBEHHOW cBs3M M HHMopMmarmu"** u IlomoxeHuem o
HOpsiIKe pa3padOTKH, NPOM3BOJCTBA, pPEATM3ALMU W HCIOJIB30BAHHUS CPEACTB KpHUNTOrpadudecKkoit
3aUThl  MH(OpPMAIMK C OrpaHUYCHHBIM JOCTYIIOM, HE COJEepiKalllell CBEIEHHH, COCTaBIISIOINX
rocynapctBeHnyo Taiiny (Ilomoxxenme I[1K3-99), yreepxknenusim mpukazom DPAIICU ot 23 ceHTs0ps
1999 r. N 158, 3apeructpupoBanHbiM MunucTepcTBOM IocTHMU Poccuiickoit ®enepanuu 28 nexadps
1999 r., peructpaunonnsiii N 2029*** ¢ menpio onpeneneHus: MOpsIKa OPraHU3AMH U OOECTICYCHHUs
0€30MacCHOCTH XpaHEHUs,, OOpa0OTKM M TIepelauyd IO KaHalaM CBA3M C HCIOJIb30BaHUEM CPEICTB
Kpunrorpaguyeckor 3ammTbl MHPOPMAIMK C OTPAaHUMYEHHBIM JOCTYIOM, HE COJEpIKalleil CBEeICHHIA,
COCTaBJIAIOLINX TOCYapCTBEHHYIO TalfHy MPUKAa3bIBAIO:

YTtBepaute MHCTPYKINIO 00 OpraHu3aiiy U 00ecreueHuN 0e30MacHOCTH XpaHeHus, 00padoTKHu U
nepeaayd Mo KaHajlaM CBSI3U C HMCIIOJIb30BAaHHEM CPEACTB KpUNTOrpaduuecKoi 3aluThl HHPOPMALUU C
OTPaHUYEHHBIM JOCTYIIOM, HE COJEpXalleil CBEeIEHUH, COCTABIAIOMIMX TOCYJapCTBEHHYIO TalHY
(mpunaraercs).

['enepanbublil AUpEeKTOp ATEHTCTBA B.Martroxun

* CoOpanue 3akoHonaTenbcTBa Poccuiickoit denepanun, 1995, N 8, cT1.609.

** Bemomoctu Che3na HapoaHbIx AemyTatoB Poccuiickoit ®enepanmu u BepxoBHoro CoBera
Poccuiickoit ®enepanuu, 1993, N 12, c1.423.

*** "Poccuiickas razera", 2000, 26 sHBaps.

3apeructpupoBano B Muntocte PO 6 asrycra 2001 .
Perucrpammonnsiii N 2848

IIpunoxenne
Kk npukasy ®AIICH PD
ot 13 urons 2001 r. N 152

HNucTpykuus
00 opranm3anuu u odecrniedyeHUH 0e30NMACHOCTH XPaHEHHs, 00padOTKH M Nepeiayy M0 KaHaJIaM
CBSI3H € HCIOJIb30BAHHEM CPEICTB KPUNTOrpagu4ecKou 321U Thl HHGOPMALUH ¢ OTPAHUYEHHBIM
AOCTYIIOM, He coJep:Kallell CBeeH!H, COCTABIAIOLIUX I'O0CYyIAPCTBEHHYI0 TATHY

1. O01ue moyI0KeHus

1. Hacrosmas WHcTpykiusi omnpenensier eauHblii Ha Tepputopun Poccuiickoir dPenepanuu
MOPSIIOK OpraHU3aIMi W 0o0ecredeHus] 0e30MacHOCTH XpaHEHUs, o0pabOTKH W Tepenayd Mo KaHajam
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CBSI3M C wucnonb3oBaHueM cepruduuupoBanubix DAIICHU cpenctB Kpunrorpapuueckon 3amiuThl
(mrgpoBaTbHBIX CPENICTB) MOJUICKAIIEH B COOTBETCTBUH € 3aKOHOAATENIbCTBOM Poccuiickoii @enepanuu
o0si3aTeNbHON  3amuTe HMH(OpPMAMK C OrpaHUMYEHHBIM JIOCTYIIOM, HE COJEp’Kalledl CBeIeHHIH,
COCTaBJIAIOLINX TOCYAapCTBEHHYIO TaltHy*(1).

JIaHHBIM TIOPSIIKOM PEKOMEHIYETCSI pyKOBOACTBOBAThCS TAKXKE MPU OPTaHU3ALMK U 00eCTieueHUH
0€30MacHOCTH ~ XpaHeHHs, o00paboTKM ¥ Teperayd [0 KaHajaM CBS3M C HCIHOJIb30BAHHUEM
ceprudunupoBannbix DAIICU cpeacts kpunrorpadudeckoit 3amuTer*(2) He moiexaield 00s3aTenbHOMI
3ammTe KOH(QUACHIMATFHOW HH(OpMAIUKM, JOCTyN K KOTOPOH OrpaHHUYMBACTCS B COOTBETCTBHH C
3aKoHOJAaTeNbCTBOM Poccuiickoit ®exepanuu WiIM MO pelIeHUIO oOnagatenss KOH(HUISHIMAIbHON
uHpopmanuu*(3) (3a UCKITIOYEHNEM WHPOPMAIIHH, COlepKallel CBECHNUS, K KOTOPhIM B COOTBETCTBUU C
3aKoHOJaTenbCTBOM Poccuiickoit deaepannn He MOKET OBITH OTPAaHUYEH JIOCTYII).

2. Hacrosmas WHCTpyKuMs He perijaMeHTUpYeT TMOpsAaKa OpraHu3anud Hu  oOecreueHHs
0e30MacHOCTH XpaHEeHHs, OOpabOTKM W TMepenadd 1O KaHalaM CBs3u ¢ wucnoib3oBanueM CK3U
KOH(pHIeHIIMATbHOI nHopMaIu B yupexxaeHusx Poccuiickoit dexepanuu 3a rpaHuLeH.

I1. Opranuszanus u odecnevyenre 0€30MACHOCTH XPaHEHUs!, 00padOTKM U Nepeaayvu Mo KaHaJaam
cBsi3u ¢ ucnojb3oBanueM CK3U konpuaeHuuaabHoil uHGopmanuu

3. be3onacHocTh XpaHeHHsI, 00pabOTKM U Mepesaydu 1Mo KaHajaM CBsi3u ¢ ucnonb3oBanuem CK3U
KOH(QUACHIIMATHLHOU HHPOPMAINH B CETAX KOHPHUACHIIMATHHON CBSI3U*(4) OpraHu3yroT U 00eCreUnBarOT
orepaTopsl KOHGUAESHIINATBHON cBsA3n™(5).

BbesomacHocTh XxpaHeHWss u 00pabotkum ¢ wucnons3oBaHueM CK3U koHbUACHIHATHHOM
UHpOpMaLnK, NepeJaBaeMoil BHE ceTell KOH(QUACHIIMATBFHON CBS3M, OPraHU3YIOT U 00ECIeUUBaIOT JIHIIA,
umerorue auteH3uo OAIICHU*(6).

Jlvna, OKa3bpIBAaIOIIME BO3ME3AHBIC YCIYyTd MO OpraHu3alMu ¥ 00ecreueHHIo Oe30MacHOCTH
XpaHeHus 1 o0paboTtku ¢ ucnosnb3oBanueM CK3U koHduneHnuansHoi nHGOpMaIum, nepeaaBaeMoil BHE
ceTel KOHQUACHIMATBLHOW CBS3M, MAOKHBI uMeTh JuneH3uto @DOAIICHU Ha nesarenbHOCTh IO
NPEOCTABICHHUIO YCIIYT B 00s1acTH MM (poBaHus HHPOPMAITUH.

4. bezonacHOCTh XpaHeHUs, 00pabOTKH U Teperayn Mo KaHajlaM CBs3M ¢ ucnoib3zoBanueM CK3U
KOHpUACHIMATbHOU uHOpManmu, oOmanatenu KoTopod He umeror yuieH3uid PATICU, nuneH3uaTs
OAIICHU opranusyroT ¥ 00ecnedrBaloT JUOO IO YKa3aHUIO BBIMIECTOSAIICH OpraHu3alyy, JMOO Ha
OCHOBAaHMU JIOTOBOPOB Ha OKa3aHHWE YCIYr MO KpHUNTOrpaduyeckod 3amuTe KOH(PHICHIMAIHHON
UH(pOpMaLIUH.

5. Jlunensnatel @PAIICHM HecyT OTBETCTBEHHOCTb 3a COOTBETCTBHUE IPOBOAUMBIX HMHU
MEpONPHUATHIA 10 OpraHM3alMU U 0OecreueHUIo 0e30MacHOCTH XpaHeHus, oO0paboTKM M mepeaayu mo
KaHaiaM CBs3u ¢ ucnoib3oBanueM CK3U  xoHduueHnmanbHOi uHGOpMANMK — JTUICH3HOHHBIM
TpeOOBaHUSAM U YCJOBUSM, SKCIUTyaTallMOHHOM M TexHuueckod nokymeHTaunu k CK3U, a Ttakxe
IIOJIOKEHUSIM Hacrosuen Mucrpykuuu.

I[Ipu osrom nunensuatet DAIICU  momxkHBI  obOecreyrBaTh  KOMIUIEKCHOCTH  3aIlUTHI
KOH(pHIECHIIMATbHON WHpOpPMAaLKMK, B TOM YHCJIE IOCPEACTBOM NPUMEHEHUS HEKPUNTOrpaduuecKux
CPEJICTB 3aLUTHI.

6. Jns pa3pabOTKH W OCYIIECTBJICHUS MEPOIPUATUH MO OpraHu3alud MU 00eCreUeHUIo
0e30MmacHOCTH XpaHeHHs, o0paboTku u mepemayu ¢ ucnoib3oBaHueM CK3U koHpuACHIHMATHHON
uapopmarmu  murersuar DOAIICU co3gaer oAWH WM HECKOJBKO OPraHoB KpunTorpaduueckoit
3amuThr*(7), 0 uem nuckMeHHo yBegpomisier DATICH.

Jlomyckaercsi BO3JOKeHHME (YHKIUII opraHa Kpunrorpaduyeckoil 3aluThl Ha CIHElHalTbHOE
CTPYKTYpHOE IIOJpa3JelIeHue 10 3allUTe TIOCYJapCTBEHHON TaWHbI, MCIONb3YIOIIEE Uil 3TOTO
mudpoBaIbHBIE CPEIICTBA.

KonuyectBo opranos kpunrorpaduyeckoil 3aliuThl U UX YUCIEHHOCTh YCTaHABIMBAECT JIULIEH3UAT
DATICH.

7. Opran kpuntorpadudecKoii 3auThl OCYIIECTBIISET:
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NPOBEPKY TOTOBHOCTH oOjanaTeneii KOH(pUACHIMANbHON HWHGPOpPMAMM K CAMOCTOATEIBHOMY
ucnoas3zoBanuio CK3U u cocraBieHue 3akitoueHuil 0 Bo3MokHOCTH dKciutyaTanun CK3U (c ykazanuem
TMna 1 HomepoB  ucnonb3dyeMmbix ~ CK3M, HOMepoB  anmapaTHbBIX, MpPOrpaMMHBIX U
annapaTHO-IIPOTrPAMMHBIX CPEJICTB, II€ YCTaHOBIIEHBI WM K KOTOphIM noakitoueHsl CK3U, ¢ ykazanuem
TakKe HOMEpPOB TeyaTel (MI0MOUPOB), KOTOPBIMH OIe4aTaHbl (OIIIOMOUPOBAHBI) TEXHUYECKHUE CPENICTBA,
Bkimouas CK3U, u pesynbraToB npoBepku ¢pyHkiuronuposanuss CK31);

pa3paboTKy MeponpusTHil 0 obecredeHH0 (HyHKIIMOHUPOBAHMS M 0€30MaCHOCTU MPUMEHIEMBIX
CK3U B COOTBETCTBUHU C YCJIOBUSIMH BBIJIAHHBIX Ha HUX CEPTU(UKATOB, a TAKXKE B COOTBETCTBUHU C
DKCIUTyaTalMOHHOU U TEXHUYECKOM TOKYMEHTALUEeH K 3TUM CPEICTBAM;

oOyuenue i, ucnons3yromux CK3U, npaBunam paboTsl ¢ HUMH;

MO3K3eMIUIIpHBIN yueT ucnoabszyemblx CK3U, skcruryaTaliMOHHOM M TEXHUYECKOM JOKYMEHTAluU
K HUM;

ydeT 00cIyKHBaeMbIX obsiafareneid KOHPUASHIIMATbHONH HHOpMAINH, a TaKkKe (PU3UUECKUX JIUII,
HETMOCPEJICTBEHHO NOMYIIeHHBIX K padore ¢ CK3U*(8);

nonavy 3asBok B ®AIICU wnu nuuensuary, umeromemMy juneH3no @AIICH Ha aesTenpsHOCTh 1O
U3TOTOBJICHUIO KITIOYeBBIX NOKyMeHTOB*(9) mms CK3WM, Ha WM3roTOBIEHHE KIIOYEBBIX JOKYMEHTOB WIIH
UCXOIHOW KioueBOil mH(popmarmu. M3roToBineHne M3 HCXOJHON KIIOYEBOM WMH(pOpMANMU KIHOYEBBIX
JIOKYMEHTOB, UX PacIpe/ie]ICHUE, PACCHUIKY U YUET;

KOHTPOJIb 3a coOiroieHueM ycnoBuii ucronb3oBanust CK3M, ycTaHOBICHHBIX SKCIUTyaTallMOHHOM
u Texunyeckoit nokymentanueit kK CK3U, ceprudpukxarom ®AIICHU u nHactosmein MHCTpyKuneH;

paccieioBaHME M COCTaBJICHHME 3aKJIIOUYEHUIH MO (akTaMm HapyILIEHUS YCIOBHH HCIIOJIb30BAHHS
CK3HU, xotopble MOTYT MPHUBECTH K CHIKCHHUIO YPOBHS 3alIUTHl KOH(UICHLIMANBbHOW WH(pOpMaLUU;
pa3paboTKy W TPUHATHE MEpP MO NPEAOTBPALICHUIO BO3MOXHBIX OMACHBIX IOCJIEIACTBUNA MOJOOHBIX
HapYILICHUH;

pa3paboTKy CXeMbl OpraHU3alUU KPUITOTpa@UUECKON 3aIuThl KOHPHUIESHIIMATLHONH HH(OpMaIH
(c yka3aHHeM HaMMEHOBAHHUS M PA3MELICHUS HIDKECTOSIINX OPraHOB KpUNTOrpadUuecKO 3alUThl, €CIU
TaKOBBIE UMEIOTCS, 00NaaTesell KOHPUACHIIMAILHON HH(POPMAINK, PEKBU3UTOB JOTOBOPOB HA OKa3aHHE
yCIYT MO0 KPUNTOTrpadUyecKoi 3amuTte KOHOUASHINATLHOW HHpOpMAIMK, a TaKkKe C yKa3aHWEM THUIIOB
npumensieMbix CK3M u KIIOYEBBIX JIOKYMEHTOB K HHUM, BHJAOB 3alllMIIaeMON HH(pOpMaINH,
ucnonb3yemMbix coBMecTHO ¢ CK3M TexHUYecKkux CpeicTB CBSI3M, MPUKIATHOTO M OOLIECHCTEMHOTO
IPOTPaMMHOTO O0ECIICYEeHUSI M CPEACTB BBIUMCIUTEILHOW TEXHUKH). YKa3aHHYIO CXEMY YTBEpPXKIAeT
mnensuat OAIICH.

8. OGnagareny KOHGHUICHIIMATLHONH HHPOPMALIUHY, €CITH OHHU MPUHSIIN PELICHHEe 0 HE00X0AUMOCTH
Kpunrorpaguyeckoi 3amuThl TakOH WHPOPMALMU WIM €CIH pElIeHHEe O HEOOXOJUMOCTH €€
kpunrorpaduyeckoir 3ammrel B coorBercTBUHM ¢ [lonokenuem I1K3-99 mpunsTO rOcynapcTBEHHBIMH
OpraHaMH WMJIM TOCYAAapCTBEHHBIMU OpraHH3alMsMHU, OOS3aHbl BBIMOJHATh yKa3aHHS COOTBETCTBYIOIUX
OpPraHOB KPUNTOTPapHUUECKON 3alUTHI MO0 BCEM BONPOCAM OpraHU3alMd M oOecrieueHus: 0e30MacHOCTH
XpaHeHusi, 00pabOTKH W Tepenayd Mo KaHajgaMm cBs3u ¢ ucnoib3oBaHueM CK3U koHbuaeHIMansHOMI
UH(pOpMaLIUK.

9. nsa opraHM3anudu  B3aMMOJCHCTBHs oOsafareneid KOH(UASHIHATbHOW HH(OpMAIUH,
0€30MacHOCTh XpaHeHHsI, 00pabOTKK M MepeJadr Mo KaHajdaM CBs3M KOTOpoH ¢ ucnosb3oBanunem CK3U
OpraHu3yloT u obecreunBaroT paznuunble juneH3uatsl @AIICH, U3 co3gaHHBIX TUMHU JIMIECH3UATAMU
@OAIICU  opranoB  kpunrorpauyeckod  3amIUThl  BBIACHSAETCS  KOOPAMHUPYIOIIMH  OpraH
Kpunrorpadguyeckoi 3ammrtel. Bce opraHsl Kpunrorpaguueckon 3amuThl, O0O0pa30BaHHBIE ATUMHU
muuenzuatamu @AIICH, 06s13aHbI BBIOIHATE YKa3aHHUsSI KOOPAMHUPYIOLIETO OpraHa KpUITOTpapuuecKon
3aIIUTHI 110 00ECIICUEHUIO TAKOT'O B3aUMOJICHCTBHSI.

10. MHCTpYKIUH, perJaMeHTHPYIOIIUE MPOLECChl MOATOTOBKH, BBOJA, OOpAaOOTKH, XpaHEHUS U
nepefayn 3amuimaemMoi ¢ ucnoib3zoBaHneM CK3U  koHuaeHnmansHOW HHGOpPMANU, JOJDKHBI
cornacoBbiBaThCcsl ¢ JuneHsuatoM @OAIICHM. Takue HMHCTpyKUMHM NOArOTaBIMBAIOTCS COIJIACHO
OKCIUTYyaTallAOHHOM M  TEXHUYECKOW  JIOKyMEHTAllUM HA  COOTBETCTBYIOIME CETH  CBS3H,
aBTOMATH3MPOBAHHbIE M WH(OPMAIIMOHHBIE CUCTEMbI, B KOTOPBIX Iepenaercs, oOpalaTbIBacTCs HIU
XpaHUTCs KOH(UACHIMaNbHas nHpopmanus, ¢ yuetoM ucnonbzyembix CK3U n monoxxeHuii HacTosme

24.10.2023 Cuctema TAPAHT 3/20



[Mpuka3z ®AIICU ot 13 uronst 2001 r. N 152 "O6 yrBepxkaennu MHCTpyKIMu 00 OpraHu3anyy U 00ecre4eHnn

HNuctpykunu.

11. JInuensuatslr @AIICH ¢ yyerom 0cOOEHHOCTEW CBOEW AEATEILHOCTH MOTYT pa3padaThiBaTh
METOIMYECKHE PEKOMEHJAIUMU [0 IMPUMEHEHMIO Hacrosied WHcTpykuuu, He NpoTHBOpevalue ee
TpeOOBaHUSM.

12. KimtoueBsle noxkymentsl ansi CK3U wim ucxomnas kimoueBas nHpopMamus JUisl BBIPaOOTKU
KJIIOUEBBIX JOKyMeHTOB mu3roraBnuBaiorcs OAIICU Ha HOrOBOpHON OCHOBE WM JHUIAMHU, WUMEIOIIMMH
muneH3nio @AIICU Ha nesTenbHOCTh M0 U3rOTOBIEHUIO KITI0YEBbIX JoKyMeHToB s CK3U.

W3rotoBnsaTe  KJIIOYEBBIE JOKYMEHTBHI W3 HMCXOJHOM  KIIOYeBOH HMHGOpMAIMM  MOTYT
KOOPAMHUPYIOIUH OpraH Kpunrorpaduyeckoi 3aimThl (IIpHU €ro HaJIM4KHn), OpraHbl KpUnrorpadhuaeckoi
3alIUThl WIM HEMOCPEJACTBEHHO oO0namaTeny KOH(QHUACHIMATbHOW HHGPOpPMAlWU, MPUMEHSS INTaTHbIE
CK3MH, ecnu Takasi BO3SMOXHOCTb MPEAYCMOTPEHA IKCILIYyaTallMOHHON M TEXHUYECKOW NOKYMEHTaluel K
CK3H.

13. K BbINOJIHEHHIO 0O0S3aHHOCTEH COTPYIHUKOB OPraHOB KPUITOrpauYecKod 3aIluThI
muuenzuatamu GAIICU nomyckaroTes numa, UMEIOIMIME HEOOXOAMMBIM YpPOBEHb KBalM(UKALUU JUIS
oOecrieyeHHs 3aIIUThl KOH(PUACHINATBHON MH(OPMAIMM C MCIOIB30BAaHUEM KOHKPETHOTO BHJA (THUIIA)
CK3H.

14. JIuu, opopmisieMbIx Ha paboTy B OpraHbl KpUITOTpapUUECKON 3alIUTHI, CIEAYET 03HAKOMUTH C
Hacrose MHCTpyKuyen nox paciucky.

15. Obsa3aHHOCTH, BO3j7araeMble Ha COTPYAHHUKOB OpraHa KPUNTOTPapUUECKOW 3aIIUThI, MOTYT
BBIMOJHATBHCS IUTAaTHBIMU COTPYJHUKAMU WIM COTPYJHUKAMM APYTHX CTPYKTYPHBIX IOJpa3felIeHuH,
NPUBJIEKAeMBIMH K TaKOH paboTe IO COBMECTHTEIbCTRY.

16. Ilpu ompeneneHur OOS3aHHOCTEH COTPYIHUKOB OPraHOB KpUOTOrpadUuecKO 3aIluThI
muuen3uatsl @AIICU nomKHBI yYUTHIBaTh, YTO O€30MACHOCTH XpaHEHHs, 00pabOTKHM M Tepeaadyu 1o
KaHayiaM cBsi3u ¢ ucnonbs3zoBanneM CK3U koHpuaeHnmanbsHoi nHpopManuu odecrieynBaeTcs:

col0uroIeHIEeM COTpYJIHUKAMU OpraHoB KpHUnrorpaduyeckon 3aIUTHI pexuma
KOH(HICHIIMATBHOCTH MPH OOPALICHUU CO CBEJCHUSMH, KOTOPBIE UM JIOBEPEHBI WM CTAJd U3BECTHBI 110
paboTe, B TOM 4HCIIE CO CBEACHUSAMH O (DYHKIMOHHMPOBAHWU M TOpsiKe oOecrieueHHss OE30MacHOCTH
npuMeHsaeMbIix CK3U n kimro4eBbIX TOKyMEHTAX K HUM;

TOYHBIM BBITIOJTHEHUEM COTPYIHUKAMH OPraHOB KpUNTOrpaduueckoil 3aIiuThl TpeOOBaHMMA K
oOecrieyeHnIo 0€30MacHOCTH KOH(PUICHIIMATBHON HH(pOopMaIuy;

HA/Ie)KHBIM ~ XpaHEHHEM COTPYJAHUKaMH OpraHoB kpumnrtorpadudeckoit 3amutel CK3U,
OKCIUTYaTallMOHHOM W TEXHUYECKOM JOKYMEHTaluu K HHUM, KIIOYEBBIX JOKYMEHTOB, HOCHUTEIEH
KOH(HICHIIMATBHOI nHpOpMaLny;

CBOEBPEMEHHBIM BBISIBIICHHEM COTPYJHHKAMH OPIaHOB KPUINTOrpaUuecKOil 3aIiUThl IMOMBITOK
NOCTOPOHHUX JIMII TOJYYUTh CBEJICHHS O 3alUIlaeMoi KoH(UIAeHIMANbHOW wuH(OpManu, 00
ucnoabszyembix CK3U min KIro4eBbIX JOKyMEHTAX K HUM;

HEMEUICHHBIM NPUHATHEM COTPYJHHKAMH OpIaHOB KpPUNTOrpadUuecKoil 3aIiuThl Mep 110
NPEAYNPEXKACHUIO pasTIIalleHus] 3allUIAaeMbIX CBEJICHUN KOH(HUICHIIMAIBLHOTO XapakTepa, a TaKke
BO3MOXXHOM YTEUKH TaKMX CBEJIECHHH Mpu BbIssBIeHUH (pakToB yTpaThl uian Hemoctaun CK3U, kiroueBbix
JOKYMEHTOB K HHM, YIOCTOBEPEHUH, MPOIMYCKOB, KIOYEH OT TOMEIICHUH, XpaHWiuml, ceidos
(MeTaymuMyecKuX mIkadoB), TUIHBIX MTeYaTeH U T.11.

17. OOyueHue 1 MOBBIICHUE KBAIM(UKAIIMH COTPYAHUKOB OPraHOB KPUITOTpapUUECKON 3aIUTHI
OCYILECTBIISIIOT OpPTaHU3allMM, MMEIOUINE JHUIICH3UI0O Ha BeJCHHUE O00pa30BaTENbHOU JEATETBbHOCTH IO
COOTBETCTBYIOIIUM IIPOIPaMMaM.

18. CoTpymHHMKH oOpraHa KpuUOTOrpapUuecKO 3aluThl JODKHBI HMMETh pa3pabOTaHHBIC B
COOTBETCTBUM ¢ Hacrtosmed Muctpykimein u yrBepxaeHHble auneHsnatoM OAIICU (yHKIMOHANIbHBIE
o0si3anHOCTH. OOBEM U MOPSAIOK O3HAKOMIIGHHUSI COTPYIHHUKOB OPTaHOB KPHUNTOrpaUyecKol 3amuThl ¢
KOH(pHIeHIIMATbHOHN HH(pOopMaIuel onpeaensercsa obnaanaTeneM KOHGUICHINAIBHON HH(OPMAITHH.

OO0s3aHHOCTH MEXIY COTPYIHUKAMH OpraHa KpUNTOrpauyeckoil 3amiuThl JOJDKHBI OBITh
pacrpezelieHbl ¢ Y4Y4eTOM NE€PCOHaIbHOM OTBETCTBEHHOCTH 3a coxpaHHocTh CK3U, ximoueBoit
JOKYMEHTAIIUH U JTOKYMEHTOB, a TAKXKE 32 MMOPYyUYEHHBIC YUaCTKU paOOTHI.

19. ®usnueckue nuua gomyckarores Kk padore ¢ CK3U cormacHo nepeunro nonb3oBarenein CK3U,
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YTBEP)KIAEMOMY COOTBETCTBYIOIIMM oOjanaTeneM KoHGHUAEHIMaTbHOH uHpopMauuu. Jlo Takoro
YTBEPKACHUSI TEXHUYECKas BO3MOXKHOCTh ucnosb3oBaHus CK3W nunamu, BKIIOUEHHBIMH B JaHHBIN
nepeyueHb, TOJKHA ObITh coraacoBana ¢ nuieH3narom OAIICH.

Jlunemsuatet @OAIICHM B paMkax COMIACOBAaHHBIX C OOJagaTelssMd KOH(PHUACHIUATHHON
UH(POPMALIMU TTOJIHOMOYHUH MO AOCTYNY K KOH(UIACHIMAIbHOW MH(POPMALUU UMEIOT MPaBO yTBEPKIATh
TaKOM NEepeYeHb B OTHOIIEHUN OJYMHEHHBIX UM JOJIKHOCTHBIX JIMII.

20. TTonb3oBatenu CK3U ob6s3aHbI:

HE pasriamaTrh KOH(QUACHIUAIBbHYI0O HH(OpPMAIMIO, K KOTOPOW OHHM JOMYULICHBI, pyOexu ee
3aIUThI, B TOM YHCJIE€ CBEACHUS O KPUIITOKIIOYAX;

cobmonath TpeboBaHMs K oOecreyeHHIo 0e30MacHOCTH KOH(UACHIMATbHOW HHGOpMAIHU C
ncnonb3oBanneM CK3U;

coobmiath B OpraH KpUNTOrpaguyeckod 3aluThl O CTAaBIIMX MM M3BECTHBIMU IOMBITKAX
NOCTOPOHHUX JIUI TIOXYYUTh CBeleHHs 00 ncnonb3yeMbix CK3UM mnm Ki1ro4eBbIX JOKyMEHTaX K HUM;

caatb CK3U, skcryaTalluOHHYIO M TEXHUUECKYIO JOKYMEHTAIMIO K HUM, KIIFOUEBbIE IOKYMEHTHI B
COOTBETCTBUM C TIOPSAKOM, YCTaHOBJIEHHBIM Hacrosuled WMHCTpykiuel, Npu YBOJIBHEHMHM WIH
OTCTPAaHEHHMH OT WCIIOTHEHUS 00sI3aHHOCTEH, CBSA3aHHBIX ¢ ucnoib3oBanueM CK3U;

HEMEJUIEHHO YBEJIOMJIATh OpraH KpUNTOrpaduuecKoi 3ammThl O (pakTax yTparbl UM HEIOCTayH
CK3MH, xi1roueBbIX JOKYMEHTOB K HUM, KIIIOUEH OT OMELIEHUM, XpaHWINIL, JIUYHBIX eYaTeil U 0 ApyTrux
¢akTax, KOTOpBIE MOTYT MNPHUBECTH K pas3TJalllCHUIO 3allMIaeMbIX CBEICHHH KOH(UICHINATBHOTO
XapakTepa, a TAaKXKe 0 IPUYMHAX U YCIOBHIX BO3MOXKHON YTEUKU TAKUX CBEICHUM.

21. Hemocpeacrsenno k pabore ¢ CK3M monp3oBarenu AOMYCKAIOTCS TOJBKO TIOCHE
COOTBETCTBYIOIIETO 00Yy4EHUSI.

OOyuenue mosb3oBaTeneii mpaBwiam pabotel ¢ CK3M  OCyIIECTBISIOT — COTPYIHHMKH
COOTBETCTBYIOIIETO OpraHa Kpunrorpaduyeckoil 3amuThl. JIOKyMEHTOM, MOJITBEPKAAIOUINM JOJDKHYIO
CHELUANbHYIO TIOATOTOBKY IOJIb30BaTeNIeli M BO3MOXHOCTh MX JIONyCKa K CaMOCTOSITENbHOW pabote ¢
CK3HM,  sBnsercs  3aKIOYEHHME,  COCTABIEHHOE  KOMHUCCHMEH  COOTBETCTBYIOLIETO  OpraHa
KpUNTOrpaduyeckoi 3amuThl HA OCHOBAaHUM MPUHATHIX OT ITHX JIUI] 3a4€TOB MO POTrpaMMe 00yUYCHHUS.

I11. Iopsinok oopamenusi ¢ CK3U u kpunrokjawyamMu K HUM. MeponpusTusi NpU KOMIIPOMeETALMHU
Kpunrokiawdein*(10)

22. Ilpeana3HayeHHble 1js1 oOecriedyeHHus O€30MacHOCTH XpaHEHHs, OOpabOTKU W Iepesaydd Mo
KaHaJaM CBs3M KoHQuueHnuanbHoi mHpopmanun CK3U, a Taxke KiIroueBble JOKYMEHTHI K HUM HE
JIOJKHBI COJIEPKATh CBEICHUH, COCTABIIAIONINX TOCYJAPCTBEHHYIO TalfHY.

23. B (enepanbHbIX OpraHax HCIOJHUTEIBHON BiacTH KitoueBble aokymeHTel, CK3U c
BBEJICHHBIMU KPUIITOKIIIOYAMH OTHOCATCS K MAaTepUaJIbHBIM HOCUTEIISIM, COJEPKAIIUM CIYKEeOHYIO
UHPOPMALIMIO OrPAaHMYEHHOTO pacnpocTpaHeHus. [Ipy 3TOM JOIKHBI BBIIOJHATHCS TpeOOBAaHUS
HacTosmed MHCTPYKIMKY ¥ UHBIX JOKYMEHTOB, PETJIAMEHTUPYIOLINX MOPSAIOK OOpalIeHHus CO CIy>KeOHOM
uHpOpMaLneil OrpaHUYEHHOTO PAaCIPOCTPAHEHUS B (peliepabHBIX OpraHax UCHOIHUTEIbHOM BIACTH.

WupiM  obOnanmatensM KOHPUICHIMAIbHON wWH(pOpMAMKU TNpH OOPAlIEHUH C KIIOYEBBIMH
nokymentamu, CK3U ¢ BBeneHHBIMH KpPUNTOKIIOYAMU HEOOXOIUMO PYKOBOJICTBOBATHCS HACTOSALICH
HNuctpykuuei.

24, Jlns opraHuM3auuu M oOecriedeHusi O€30MacCHOCTH XpaHEHHs, OOpa0OTKM M Tepeiayd Mo
KaHaJlaM CBSI3M KOHGUAEHIMaTbHOH wuH(popManuu cieayer wucnonb3oBate CK3U, mno3Bomstomue
peanu3oBaTh NPUHIUI a0OHEHTCKOro MH(POBAaHUS M IpeIyCMaTpUBAIONIME 3aIMCh KPUNTOKIIOUEH Ha
AJIEKTPOHHBIC KIIIOUEBBIE HOCUTEIM MHOTOKPATHOTO (JOJITOBPEMEHHOI0) HCIHOJIB30BAHUS (AUCKETHI,
komnakT-aucku (CD-ROM), Data Key, Smart Card, Touch Memory u T.11.).

25. Ilpu HEoOXOIUMOCTH TEpeaud MO TEXHUYECKHM CPEICTBAM CBSI3U CIIY)KEOHBIX COOOILEHUH,
Kacaroluxcst OpraHu3aiy U odecrieyeHuss 0€30MacHOCTH XpaHEHHsI, 00padOTKU U Mepeavu 1Mo KaHaiaM
cBsi3u ¢ wucnonb3oBanueM CK3U koHpuaeHnmanbHOW HWHPOPMALMU, COOTBETCTBYIOIIME YyKa3aHHA
HeoOxonuMo mepenaBaTh, Toinbko mnpuMmeHss CK3U. Ilepemaya mo TEXHHUECKHUM CpPEACTBAM CBS3U
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KPUNTOKJIIOUEH HE JOMYyCKaeTCs, 3a MCKIYEHUEM CIEIHAJbHO OPraHM30BaHHBIX CHCTEM C
JICIIEHTPATM30BaHHBIM CHA0KEHUEM KPHUIITOKIIIOYaMH.

26. Ucnonb3yemble nnn xpanuMble CK3U, skcmuryatanimoHHas U TEXHUYECKas JTOKyMEHTAaLMs K
HUM, KIIOYEBBIE JOKYMEHTBHI IOJUIeKAT MOIK3EMIUIIPHOMY YYeTy IO YCTaHOBJIECHHBIM (opmaM B
coorBercTBUM ¢ TpeOoBanusimMu [lomoxkenust I1K3-99. Ilpu stom mnporpammubie CK3U  momkHBI
YUUTBHIBAaTbCSI COBMECTHO C AaNNapaTHBIMU CPEACTBAMH, C KOTOPBIMU OCYILECTBISETCS MX IITAaTHOE
¢ynkunonupoBanue. Ecnmu anmapatHsle wnm  anmapatHo-mporpamMmubie  CK3UW  monkmiowarores K
CHUCTEMHOH IIMHE WIM K OJHOMY M3 BHYTPEHHUX MHTEp(eicoB ammapaTHbIX cpelncTts, To Takue CK3U
YUUTBIBAIOTCS TAKXKE COBMECTHO C COOTBETCTBYIOIIMMU alllapaTHbIMU CPEJICTBAMHU.

EnvHunel NosK3eMIUIIPHOIO YydeTa KIIIOUEBBIX JOKYMEHTOB CUMTAETCS KIIHOYEBOW HOCHUTEIb
MHOTOKPAaTHOTO HCHOJIb30BAaHUS, KIIO4YeBOM OyIoKHOT. Ecim oAMH M TOT e KIII0YEBOH HOCUTENb
MHOTOKPAaTHO HCIOJIB3YIOT JUIsl 3allUCU KPUIITOKIIOYEH, TO €ro KaXKIbli pa3 CieqyeT perucTpupoBaTrh
OTJIENBHO.

Kypnuans! no3kzemiusipaoro yuyera CK3U, skcryarallnoHHON M TEXHUYECKON JTOKyMEHTALUU K
HHUM, KJTIOUEBBIX JOKYMEHTOB (mpmiokeHus 1, 2 x MHCTpyKIMM) BeIyT OpraHbl KpUNTOrpadudecKoi
3amUThI U 00NaAaTeT KOHPUACHIINATLHOW HH(DOPMAIIHH.

27. Bce mnomyueHHble obOnanateneM KoH¢puaeHuumansHOoW wuHpopMarmu sx3emmsipsl CK3U,
HKCIUTYyaTAal[MOHHON M TEXHUYECKOM JTOKYMEHTAIMU K HUM, KJIFOUEBbIX JOKYMEHTOB JOJDKHBI ObITh BbIIaHBI
[0l PaclMCKy B COOTBETCTBYIOLIEM XYypHaJle MO3K3EMIUIIpHOro yuera nosb3oBarensim CK3U, Hecymum
NEPCOHAIBHYIO OTBETCTBEHHOCTD 3@ UX COXPAHHOCTb.

Opransl KpunTorpaguuecKkoi 3aiuuTsl 3aBOJIST U BEAYT Ha Kaxkaoro monb3oBarenss CK3U nunesoit
CYEeT, B KOTOPOM peructpupyror umcisimuecs 3a HuM CK3U, skcmiyaTallmoHHYI0 M TEXHHYECKYIO
JOKYMEHTAIMIO K HUM, KJIF04YEBBIE JOKYMEHTBHI.

28. Ecinu »3KcmmyaTallMOHHOM M TexHudeckod aokymenranuedt k CK3UW npemycMoTpeHo
IPUMEHEHNE PA30BbIX KJIIOYEBBIX HOCHUTEIEH WM KPUNTOKIIOUM BBOAST M XPaHAT (HAa BECh CPOK HX
neiictBusi) HenocpeacTBeHHO B CK3MU, To Takol pa3oBblil KIHOYEBON HOCHUTENb WM JIEKTPOHHAsS 3aIUCh
COOTBETCTBYIOIIETO0 KPUNTOKIIIOUA JOJDKHBI PETUCTPUPOBATHCS B TEXHUYECKOM (ammmapaTHOM) KypHalle
(mpunoxenue 3 k MHcTpykuun), Begyuiemcs: HenocpeacTBeHHo noiab3zoBatesnieM CK3U. B TtexHuueckom
(ammapaTHOM) KypHaje OTpaXaroT Takke aaHHele 00 skcruryataumu CK3W u apyrue cBeneHus,
MPELYCMOTPEHHBIE IKCIUTYATAlMOHHOM M TEXHUYECKOM JOKyMEHTalued. B MHBIX ClydasxX TEXHUYECKHUM
(anmapatnbiit) xypHan Ha CK3UW He 3aBoauTcs (€cau HET NPSAMBIX YyKa3aHUM O €ro BEICHUH B
AKCIUTYaTallMOHHOM UM TexHu4eckoi gokymenTanuu k CK3U).

29. Ilepemaua CK3W, skcrulyaTallMOHHOM M TEXHMYECKON IOKYMEHTALMM K HUM, KIIIOUEBBIX
JIOKYMEHTOB JIOIyCKaeTCsl TOJbKO Mexay mnoap3oBarenssmMu CK3M u (Mnam) coTpylHUKaMM oOprasa
KpUNTorpagpuyeckoi 3amuThl MOJ PACHUCKY B COOTBETCTBYIOIIMX JXypHajlaX MO3K3EMIUISIPHOTO YdYerTa.
Takass mepemaua Mexnay nonb3oBatessiMu CK3M nomkHa OBITH CAaHKIIMOHMPOBAHA COOTBETCTBYIOLIUM
OpPraHoOM KPUNTOTpaprUECKON 3alTUTHI.

Obnanarens KOHPHUICHIMAILHONH WH(POPMALUK C COTJIACUS OpraHa KpUINTOrpaduvecKoil 3aluThl
MoxkeT paspemnts mnepegady CK3UW, nokymeHTanmm K HHUM, KIIOYEBBIX JOKYMEHTOB MEXAY
nonymeHabiMu kK CK3U nunamu mo akxtam 0e3 00s3aTeNbHOM OTMETKH B JKypHale MOIK3EMIUIIPHOTO
yueTa.

30. ITonp3oBarenun CK3W xpansar unctammupytomue CK3W HocuTenu, SKCIIyaTallMOHHYIO U
TeXHHUYecKyo aokyMmeHTarmio k CK3U, ximrodeBble JOKyMEHTHI B IKadax (SIUKaX, XPAHMIUIIAX)
MH/IBUAYAJIBHOTO MOJIb30BAHMS B YCIOBUSX, HCKITIOYAIOIIUX OCCKOHTPOJIBHBINA JOCTYI K HUM, a TaKKe UX
HENPEJHAMEPEHHOE YHUUTOXKECHHUE.

[onwzoBarenn CK3U nmpenycMaTpuBaloT Takke pa3aeiabHOe 0e30macHoe XpaHeHHe JIEHCTBYIOMIMX
U PE3EPBHBIX KIIOYEBBIX JOKYMEHTOB, NMPEAHA3HAUYEHHBIX JUIsI NIPUMEHEHHUs B Cllydae KOMIIPOMETaluu
JEHUCTBYIOIIUX KPUIITOKIIIOYEH.

31. AnmapatHble CpeJCTBa, ¢ KOTOPBIMH OCYyIECTBIIseTCs mTaTHoe QyHKimonupoBanue CK3U, a
TaKke amnmapaTHele W anmapatHo-nporpamMuble CK3W  nomkHbel OBITE 000pYIOBaHBI CpeICTBAMH
KOHTPOJIS 32 MX BCKpBHITHEM (OIe4YaTaHbl, OIUIOMOMPOBaHbI). MecTo ornedarbiBaHUS (OIIOMOMPOBAHUS)
CK3U, anmapaTHbIX CpPelICTB AOJKHO OBITh TAKUM, YTOOBI €r0 MOKHO OBLIO BHU3yaJbHO KOHTPOJIHPOBATS.
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[Ipn Hanuumm TEXHUYECKOW BO3MOKHOCTM Ha BpeMs OTCyTcTBHs mnoib3oBaTeneil CK3W yka3zaHHble
CpeACcTBa HEOOXOIMMO OTKIIOYATh OT JIMHUM CBA3H U YOHPATh B OTNl€YaThIBAEMbIC XPAaHUIINIIIA.

32. CK3U wu kimo4eBble JOKYMEHTBI MOTYT JOCTaBIATHCS (enbAberepckoi (B TOM UHUCIE
BEJIOMCTBEHHOI) CBA3BIO WIN CO CIELUAIBHO BBIJICICHHBIMU HAPOUYHBIMU U3 YHMCJIa COTPYJHUKOB OpraHa
Kkpunrorpaduyeckoi 3ammrtel wiau nonb3oBateneir CK3U, mis KOTOpBIX OHHM TMpeiHa3HAYeHBl, NpU
COOJIIOJICHUH MeP, UCKITIOYAIOIIUX OECKOHTPOJIBHBIN TOCTYI K HUM BO BPEMs JOCTABKH.

OKCIUTyaTallUOHHYIO U TEXHUYECKYI0 ToKyMeHTanuo kK CK3M MokHO nepechliaTh 3aKa3HbIMU WIH
LIEHHBIMHU [TOYTOBBIMU OTIPABICHUSIMHU.

33. Jns mepecbuiku CK3U kimtodeBble JOKYMEHTBHI JOJDKHBI OBITH TOMEIIEHBI B IPOYHYIO
YIaKOBKY, MCKJIIOYAIOUIYI0 BO3MOXHOCTh MX (PU3MUYECKOTO MOBPEXKIEHUS M BHEIIHETO BO3JACHCTBHS, B
0COOEHHOCTH Ha 3amucaHHylo KiroueByro uH(popmarmio. CK3U nepechiaroT OTACTBHO OT KIIFOYEBBIX
JOKYMEHTOB K HMM. Ha ynmakoBkaX yKa3bIBalOT OpraH KpUOTOrpadUuecKOi 3alluThl WIM MOJIb30BATEN
CK3U, nns KOTOpBIX 3THU YNAKOBKM NpenHasHaueHbl. Ha ymakoBkax ans nosb3oBarens CK3U npenaror
noMeTky "JImuHO". YNakoBKM ONEYaTHIBAIOT TAaKMM 00pa3oM, 4YTOObI HMCKIIOYalach BO3MOXKHOCTH
U3BJICUCHHSI U3 HUX COJCPKUMOTO 0€3 HapyIIeHHUs YIIaKOBOK M OTTUCKOB IE€YATH.

OdopmileHHYI0 TakuM 00pa3oM YIAKOBKY, MPU HPEIbABICHUU (PENbACBA3bIO IOMOIHUTEIBHBIX
TpeOOBaHUH, TOMEIIAIOT BO BHEIIHIOIO YHAKOBKY, O(OPMIICHHYIO COIJIACHO MPEIbSIBISIEMbIM
TpeboBanusM. Jlo mepBOHAYAIBHOM BBICBUIKM (WJIM BO3BpAIICHHUS) ajpecary COOOMIAIOT OTAEIbHBIM
NMCbMOM ONMCAHUE BBHICHUIAEMBIX €My YIAaKOBOK U Ie4yaTeld, KOTOPIMU OHU MOTYT OBITh OIl€4aTaHbl.

34. Ins nepecwvuiku CK3U, skcrutyaTalluOHHON M TEXHUUYECKOW JOKYMEHTAIIMU K HUM, KIHOYEBbIX
JIOKYMEHTOB CII€yeT MOArOTOBUTH COINPOBOAUTENIFHOE MUCHMO, B KOTOPOM HEOOXOAWMO YKa3aTb, YTO
IIOCBUIAETCS U B KAaKOM KOJIMYECTBE, YYETHBIE HOMEpa M3JENIMA WIM JOKYMEHTOB, a TaKxke, IpU
HEOOXOIMMOCTH,  HA3HAY€HHWE W  MOPAJOK  HUCIOJB30BAHUS  BBICBLIAEMOTO  OTIPABIICHMA.
ConpoBoAUTENBHOE TUCHMO BKJIAJBIBAIOT B OJHY U3 YIIAKOBOK.

35. [lomyueHHbIE YITAKOBKHU BCKPBIBAIOT TOJBKO B OpraHe KPUNTOTpaPUUECKON 3alUThI WK JTUYHO
nons3oBarenu CK3U, mig koTopblx OHM NpeaHa3HaueHbl. Eciau coaep:kuMoe MOIy4YeHHON YIAaKOBKM HE
COOTBETCTBYET YKa3aHHOMY B CONPOBOJUTEIBHOM IMChbME WM CaMa YIAKOBKA U I€YaTh - UX OMHCAHMIO
(OTTHCKY), @ TAK)KE €CJIM yIaKOBKa MOBPEXJICHA, B pe3yJIbTaTe 4Yero oopa3zoBascsi CBOOOJHBIN JOCTYIH K €€
COJICPKUMOMY, TO TIOTy4aTeNlb COCTABIISIET aKT, KOTOPBIN BBICBUIAET OTHPABUTEIIO, & IPU HEOOXOAUMOCTH
UHPOPMHUPYET 00 3TOM COOTBETCTBYIOUIMH OpraH KpuUnTorpaguueckoi 3amuTsl. [lomydeHHbIe C TaKUMU
ornpaBieHussMu CK3M u kimroueBble JOKYMEHTHI A0 MONY4YEHMs] YKa3aHUN OT OTIPABUTENS U OpraHa
KpUNTOrpaduyeckoi 3amuThl IPUMEHSITh HE Pa3peIIaeTcs.

36. Ilpu oOHapykeHHMM OpaKOBAaHHBIX KJIIOUEBBIX JOKYMEHTOB WM KPUIITOKIIOYEH OJWH
9K3EMIUIAP OpaKOBAaHHOTO M3JENUsS CIEIyeT BO3BPATUTh M3TOTOBUTENIO YEepe3 COOTBETCTBYIOIIMN OpraH
KpUnrorpaguyeckor 3amuThl Ui YCTAHOBJIEHHS TNPHUYMH MPOUCIIEANIET0 M HMX YCTPAaHEHUS B
JAJIbHENIIEM, a OCTaBILMECS SK3EMIUIAPbl XPAaHUTh [0 IOCTYIUIEHUS IOMOJHUTEIbHBIX YKa3aHUM OT
oprasa Kpunrorpadu4eckoi 3aiuThl WK U3TOTOBUTEIIS.

37. Jlunensuar DAIICHU, nonmycTHBIIMK Opak MpH HM3TOTOBJICHUU KIIOYEBBIX JOKYMEHTOB, C
LENBI0 BBIABJICHUA TPUYMH CIOy4yuBIIerocss moxer ooOpatutbess B DPAIICU pans mpoBeneHus Ha
JIOTOBOPHOM OCHOBE IKCIEPTU3bI OpaKOBaHHBIX KIIOUEBBIX TOKYMEHTOB.

38. Ionyuenne CK3U, skcrlyaTalluOHHONM M TEXHUYECKOM TOKYMEHTAllMM K HHUM, KIIIOUEBBIX
JOKYMEHTOB JOJDKHO OBITh TMOATBEP)KICHO OTIPABUTEIIO0 B COOTBETCTBHHM C MOPSAKOM, YKa3aHHBIM B
COIIPOBOIUTENBFHOM TNHCbMe. OTHpaBuTens 00s3aH KOHTPOJIMPOBATH JOCTaBKY CBOMX OTIpPAaBICHUN
aapecatam. Ecin oT agpecara CBOEBPEMEHHO HE MOCTYNMIIO COOTBETCTBYIOIIETO IOATBEPKIACHUS, TO
OTIIPaBUTENIb JOJDKEH HANpPaBUTh €My 3allpoc M HPHUHATH MEpbl K YTOYHEHHI0 MECTOHAXOXKICHMS
OTIIPABJICHUM.

39. 3aka3 Ha U3rOTOBJIEHUE OYEPEIHBIX KIIIOUEBBIX TOKYMEHTOB, UX M3TOTOBJIEHHE U PACCBUIKY Ha
MECTa HCIOJB30BaHUS JII CBOEBPEMEHHOM 3aMEHbl JEHCTBYIOIIMX KIIOYEBBIX JIOKYMEHTOB CIEIAYET
NPOM3BOJUTH 3a0JarOBpeMEHHO. YKa3aHHE O BBOJE B JICHCTBHE OUYEPETHBIX KIIIOYEBBIX JTOKYMEHTOB
MOXET OBITh JaHO TOJIBKO IOCJIE TOCTYIUICHHUS B OpraH KpUNTOrpaduiecKoil 3aluThl HOATBEPKICHHH OT
BCEX 3aMHTEpECOBaHHBIX MoJib3oBarenel CK3U o moayueHnn UMM O4epEIHbIX KIIFOUEBBIX JOKYMEHTOB.

40. Pacceuika usroraBinuBaemblx DAIICHU kmroueBbIX JOKYMEHTOB WM HCXOJHOM KIIOUEBOMU
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UHPOpPMALIMM HAa MECTa MHCIOJB30BAaHMA MOXKET IPOU3BOAMUTHCS  (peaepanbHbBIMU  OpraHaMu
NPaBUTENILCTBEHHON CBsi3W W uHpopMmanuu. Takas pacchUIKa OCYIIECTBISETCS IO 3asBKaM OpraHa
KpUNTOrpagpuyeckor 3amiuThl WM 3asBKaM KOOPIMHHUPYIOIIETO OpraHa KpUOTOTpapUuecKOi 3amluThl
(pu ero HaJIMYMM) Ha IOTOBOPHOM OCHOBE.

4]1. Heucrnonb30BaHHbIE WM BBIBEACHHBIE W3 JEHUCTBUSA KIIOYEBBIE JOKYMEHTBHI IOJJIEXKAT
BO3BPALICHUIO B OPTraH KpUNTOrpadUuecKOi 3aluThl U 10 €r0 YKa3aHUIO JOJDKHBI ObITh YHUYTOXKEHBI
Ha MecTe.

42. YHUYTOXXEHUE KPHUNTOKIIOUEH (MCXOIHOM KIIH04eBOH MH(OpMAIMN) MOXXET HMPOH3BOIUTHCA
nyTeM (PU3MYecKOro YHHYTOXKEHHUS KIIIOUEBOTO HOCUTEINS, HA KOTOPOM OHHU DPACHOJIOXKEHBI, WIH IyTeM
cTUpaHus (pa3pylleHHs) KPUNTOKIIOUEH (MCXOAHOW KIIOUeBOH uHGoOpManuu) 0e3 MOBPEKICHHS
KJIFOYE€BOTO HOCHUTEIS (17151 00ecieueHus] BO3SMOYKHOCTH €r0 MHOTOKPAaTHOT'O HCTIOJIb30BaHMUS).

Kpunroxmoun (MCXOIHYIO KITIOYEBYIO MH(POPMAIMIO) CTUPAIOT MO TEXHOJOTUH, MPUHATOU JUIS
COOTBETCTBYIOIIUX KJIIOUEBBIX HOCHUTEIEH MHOIOKpPAaTHOI'O HCIOJb30BaHUS (AMCKET, KOMIIAKT-AMCKOB
(CD-ROM), Data Key, Smart Card, Touch Memory u T.11.). HenocpeacrBeHHble ASHCTBHS 110 CTUPAHUIO
KPHUITOKIIOUEH (MCXOIHOW KII0UEBOM MHPOPMALINK), a TaKXKe BO3MOXHBIC OTPAaHUYCHHUS HA JajbHENIIee
IPUMEHEHNE  COOTBETCTBYIOLIMX  KJIIOUYEBBIX  HOCHUTENEM  MHOTOKPATHOTO  HCIIOJIb30BAHHUSA
PErIaAMEHTUPYIOTCS AKCILTyaTallMOHHOW M TEXHUYECKOM JOKyMeHTauue k coorBercTByrommm CK3U, a
TAaK)KE YKa3aHUSMH OpraHu3alliy, MPOU3BOAMBILEH 3allUCh KPUNTOKIIOUEH (MCXOMHON KIHOYEBOMH
UH(pOpPMALIUN).

KntoueBble HOCHTENM YHHUYTOXAIOT IIyTeM HAHECEHHS WM HEYCTPAaHUMOTO (HU3UUECKOro
MOBPEXACHUS, UCKIIOYAIOIIEr0 BO3MOXHOCTh UX MCIIOJIB30BAHMS, a TAKKE€ BOCCTAHOBJIEHHS KIIIOUEBOU
uHpopmanuu. HemocpencTBeHHble AEHCTBUS 110 YHUUTOKEHHIO KOHKPETHOT'O THIA KIIOUYEBOTO HOCHUTEIS
PErIAMEHTUPYIOTCS HKCILTyaTallMOHHOW M TEXHUYECKOM NOoKyMeHTauuen k coorBerctByrommm CK3U, a
TaK)KE YKa3aHUSAMHU OpraHu3alliy, NPOU3BOAMBILEH 3allUCh KPUNTOKIIOUEH (MCXOMHOM KIHOYEBOMH
UH(pOpPMALIUN).

ByMaxHble 1 Tpoune cropaeMble KJIIOUEBbIE HOCUTENH, a TAKXKE SKCIUTyaTallMOHHAS M TEXHUYECKast
nokymenTtanus Kk CK3U yHHYTOXAIOTCS MyTeM CXKUTaHHUSA WM C TMOMOUIBIO JIFOOBIX OyMarope3aTelbHbIX
MaIlIHH.

43. CK3U yHuuToxaroT (YTHIU3UPYIOT) B COOTBETCTBUU ¢ TpeboBanusiMu [lonoxenus [1K3-99 no
pemenuio oOnangarens KoHpUAeHIMANbHON nHpopmanuu, Biazaetomero CK3M, u mo corimacoBaHHio C
manensuatoM GOATICH.

Hameuennsle k yHnuToxkenuto (yrunuzanun) CK3UW nomiexat U3bSITHIO U3 allllapaTHBIX CPEJCTB,
¢ KoTopbiMH OHU (yHKIMOHHpoBanH. [Ipu 3tom CK3U cunTaroTcst U3bATHIMU M3 alllapaTHBIX CPEICTB,
€CJIM UCIOJIHEHA NPEeIyCMOTPEHHAsl SKCIUTYyaTallUOHHOM W TexHudeckod nokymeHTtanuend k CK3U
nporeaypa yaaneHuss nporpammHoro ooOecrmeueHuss CK3W u OHUM TONHOCTBIO OTCOEAMHEHBI OT
anmnapaTHbIX CPEICTB.

44. TlpuroaHsle Ui JabHEHIIETO MCIIOJIB30BAaHMS Y376l M JIETAJIM allapaTHBIX CPEJACTB OOIIETo
Ha3HAueHMs, HE TNpEeJAHAa3HAYCHHBIC CIEUUAIBHO /IS anmapaTHON peaau3alMd KpUNTOrpaduuecKux
anroput™MoB uinu uHBIX QyHkuumit CK3U, a taxxe coBmectHo pabotaromee ¢ CK3U obopynoBanue
(MOHUTOpBI, IPUHTEPHI, CKaHEPHI, KJIaBUaTypa U T.II.) pa3pellaeTcsi UCIOJIb30BaTh 10CIIE YHUUYTOXKEHUS
CK3U 6e3 orpannuenuii. [Ipu sTrom mHpOpManus, KOTopas MOXKET OCTaBaTbCs B YCTPOMCTBAX MaMATH
o0opyoBaHus (HampuMep, B MPUHTEPax, CKaHEpax), JOJDKHA ObITh HAJIEKHO y/aleHa (CTepTa).

45. KiroueBble JOKYMEHTHI JJOJKHBI OBITh YHUUYTOKEHBI B CPOKH, YKa3aHHbBIE B SKCILTyaTallMOHHOM
Y TEXHUYECKOW ToOKyMeHTaluu Kk coorBeTcTByromuM CK3U. Ecnu cpok yHUYTOXKEHMSI SKCILTyaTallnOHHON
U TEXHUYECKON JOKyMEHTAIel He YCTaHOBIIEH, TO KIIOUEBbI€ JOKYMEHTHI JOJDKHBI OBITh YHHUTOKEHBI HE
no3aHee 10 cyTok mocie BbIBOAA WX M3 JEHCTBUS (OKOHUAHUS Cpoka AeicTBUsA). DaKT yHUUTOKEHUS
oopmisieTcss B COOTBETCTBYIOLIMX KYpHAJaX MOIK3EMIUIIPHOTO y4yera. B 3TH ke CpOKM ¢ OTMETKOH B
TEXHUUYECKOM (aIllapaTHOM) JKypHaJle MOAJIEKAT YHUUYTOKEHUIO Pa30Bbl€ KIIIOUEBbIE HOCUTEIM U PaHEe
BBeZieHHass U xpansmasicss B CK3U uny MHBIX TOMOJHUTENBHBIX YCTPOWCTBAX KIitoueBas WH(pOpMAIMs,
COOTBETCTBYIOIIAsl BBIBEJACHHBIM W3 JIEHCTBUA KPUNTOKIIOYAM; XpaHSIIMECS B KPUNTOTpapHUECKH
3alUIIEHHOM BHJIE IJaHHBIE ClieyeT nepemudpoBaTh Ha HOBBIX KPUIITOKITIOYAX.

46. Pa3oBble KIIIOYEBBIC HOCHTENM, a TAKXKe 3JIEKTPOHHBIC 3allUCH KIIOYeBOH HH(OpMaLUH,
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COOTBETCTBYIOIIEH BBIBEIEHHBIM M3 JAECUCTBUSA KpUNTOKIIOUaM, HenocpeactBeHHO B CK3UW wim mHbIX
JIOTIOJIHUTENBHBIX YCTPOMCTBAaX YHHMUTOXaroTcs mnonb3oBatensiMu 3Tux CK3UM camocrositensHO mon
pacIUCKy B TEXHUYECKOM (ammapaTHOM) XKypHaJe.

KiroueBble TOKyMEHTHI yHUUTOXAt0TCs 00 nonb3oBarensmMu CK3U, nubo coTpyaHukamMu opraHa
KpUNTOrpadpuyeckoi 3aliuThl MO PACcIUCKy B COOTBETCTBYIOUIMX JKypHaJIaX MOJK3EMIUIIPHOTO ydeTa, a
YHUYTOXKEHHE OOJBIIOr0 00beMa KIIIOUEBBIX JOKYMEHTOB MOXET ObITh odopmieHo aktoM. [Ipu stom
nons3oBaresiv CK3U  paspemaercs yHMUYTOXKaThb TOJBKO MCIOJNIb30BAaHHBIE HENOCPEACTBEHHO HMU
(mpeaHa3HaueHHble Uil HMX) Kpuntokiatouu. Ilocne yHuutoxkenus mnosab3zoBaTenn CK3M  nomkHBl
YBEAOMUTH 00 3TOM (TeneOHOTpaMMOii, YCTHBIM COOOIIEHUEM TI0 TeIePOHY U T.II.) COOTBETCTBYIOIINN
OpraH KpUNTOTpapUUECKON 3aIUUTHI IS CIIMCAHHUS YHHYTOKEHHBIX TOKYMEHTOB C UX JIULEBBIX CUYETOB.
He pexe omHoro pasza B rox monbszoBatenu CK3M noymkHBI HAampaBisTh B OpraH KpUNTOrpaduueckon
3alIUTHl MCbMEHHbBIE OTUYETHl 00 YHHMUYTOXXEHHBIX KIIIOUEBBIX TOKyMeHTax. OpraH KpUOTOrpauuecKon
3allUTh] BIPAaBE YCTaHABIMBATH NEPUOJUYHOCTD IIPEJCTABICHNS YKa3aHHBIX OTUETOB Yallle OJJHOrO pa3a B
roJ.

YHUUTOXKEHHE TI0 aKTy IMPOU3BOJUT KOMHUCCHS B COCTaBE HE MEHEE JIBYX YEJIOBEK M3 4YHCIa
COTPYAHUKOB OpraHa Kpuntorpaduueckoil 3amuTel. B akTe yka3bpIBaeTCs, 4TO YHHUTOXKAETCS M B KAaKOM
KoimyecTBe. B KoOHIEe akTa jenmaercs uTOroBas 3amuch (umMdpamMu M MPOIMUCHIO) O KOJNIUYECTBE
HAaUMEHOBAHUHM U DK3EMIUIIPOB YHHUYTOKAEMbIX KIHOYEBBIX JIOKYMEHTOB, HMHcraumpyroomux CK3U
HOCHUTEJIEH, 3KCIUIyaTallMOHHOM M TEXHUYECKOM JOKyMeHTauuu. McrnpaBieHus B TEKCTE aKTa JOJIKHBI
ObITh OrOBOPEHBl M 3aBEPEHBl MOJMMUCSIMHM BCEX UJICHOB KOMHMCCHH, TNPUHUMABLIMX Yy4YacTHE B
yHUUTOXXE€HUU. O MpOBEIEHHOM YHHUYTOXEHUM JENAlOTC OTMETKM B COOTBETCTBYIOLIMX JKypHajax
MO3K3EMIUISIPHOTO y4eTa.

47. KpunTokitouu, B OTHOIIEHUU KOTOPBIX BO3HHUKIIO IMOJO3PEHUE B KOMIPOMETAIMM, a TaKkKe
JEMCTBYIOIME COBMECTHO ¢ HUMU JPYTUe KPUNTOKIIOYM HEOOXOAMMO HEME/JIEHHO BBIBECTH U3 ACHUCTBUS,
€CJIM MHOW MOPAJOK HE OrOBOPEH B JKCIUIyaTallMOHHOM M TexHuyeckod nokymeHraunu k CK3U. O
BBIBOJIC KPHIITOKJIIOUEH W3 JeHCTBUS COOOIIAIOT B COOTBETCTBYIOIIMN OpraH KpHUNTOrpaduyeckoi
3amuTel. B ype3BblYalHBIX  CiydasX, KOTrJa OTCYTCTBYIOT  KPUITOKIIOUM  AJs  3aMEHbI
CKOMIIPOMETHPOBAHHBIX, JONyckaercs, Mo pemenuto Junensuata PDAIICH, wucnonb3zoBaHue
CKOMIIPOMETHUPOBAHHBIX KpPUNITOKIIOUEH. B 3TOM cilydae nepuo/ NCIoIb30BaHNs CKOMIIPOMETHPOBAHHBIX
KPHUIITOKIIIOUEH OMHKEeH ObITh MakCHMMaJIbHO KOPOTKUM, a IeperaBaeMas HH(popMaIus Kak MOKHO MEHee
LIEHHOU.

48. O HapylIeHUsAX, KOTOPblE MOTYT MPUBECTH K KOMIIPOMETALIMN KPUNTOKIIIOUEH, UX COCTABHBIX
yacTell WM mepelnaBaBIICHCs (XpaHSIIEHCS) ¢ MX UCIOJIb30BaHUEM KOH(MUACHIMAIBHOW HH(OpMAIIH,
nosns3oBarenmn CK3M o0s3aHbl cOOOIIATh B COOTBETCTBYIOIIMN OpraH KPUOTOIpapUuecKO 3aIIWTHI.
OcMOTp KIIIOUEBBIX HOCHUTEIEM MHOTOKPATHOTO MCIIOJIBb30BaHMsI ITOCTOPOHHUMH JIMLAMU HE CIELYET
paccMaTpuBaTh KakK IOJO3PEHME B KOMIPOMETAIMM KPHUNTOKIIOYEH, €ClIM MpU 3TOM HCKIIOYalach
BO3MO)XHOCTb MX KONMPOBaHUS (UTEHUs, pa3MHOXKEHHsA). B ciydasx HengocTaud, HENpPEIbsBICHUS
KJIIOUEBBIX JOKYMEHTOB, a TAK)KE HEONPEAECIEHHOCTH UX MECTOHAX0K/IEHUSI IPUHUMAIOTCSI CPOYHBIE MEPBI
K UX PO3BICKY.

49. MeponpusTHs O pO3BICKY U JIOKATU3ALUHU TOCIEACTBUA KOMIPOMETAIIMH KOH(UACHIUATEHON
uHbOpMaIuy, TepeaaBaBiieiics (xpansimeiics) ¢ ucnons3oBanueM CK3U, opranumsyer u oCyIiecTBIsET
o0aarenab CKOMIPOMETUPOBAHHON KOH(PHUICHIIMAIHLHON HHPOPMALIUH.

50. TIlopsmox onosemenuss nosb3oBareneit CK3M o mnpeamonaraeMoil  KoMmmpomeTanuu
KPHUIITOKJIIOUEH U UX 3aMEHE yCTAHABIMBACTCS COOTBETCTBYIOIIUM OPraHOM KPUMITOTPaPHUECKON 3aIUTHI
nn OAIICU.

IV. Pazmemenne, cnenuajbHoe 000py10BaHUE, OXPAHA M OPraHU3ALMS PeKUMA B IOMeELeHUsX, I/1e
ycranoBJieHbl CK3U nim xpaHsiTes KJI04eBble JOKYMEHTbI K HUM

51. Pasmemenue, cnernuanbHoe 000pyAOBaHUE, OXpaHa U OpraHU3allvs PeKUMa B TOMEIICHHUSIX,
rae ycranoBineHbl CK3U wnu xpaHaTcs KIO4eBble JOKYMEHThI K HUM*(11), mommkHBI oOecrneunBaTth
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COXpaHHOCTh KoH(puaeHunanbHoi nupopmarun®(12), CK3U, ki1roueBbIX JOKyMEHTOB.

IIpu 00OpyZOBaHUM CIEUIOMEIICHUH JOJDKHBI BBIOMHATHCS TPEOOBAaHHUS K Pa3MEIICHUIO,
monTtaxxy CK3MH, a taxxke apyroro obopynoBanus, pyHkunonupytromiero ¢ CK3U.

[lepeuncnennbie B Hacrosimedl MHCTpykuumu TpeOOBaHMS K CHELIIOMEIIEHUSIM MOTYT He
IPEIBABIATBCS, €CIIHM 3TO NMPEAYCMOTpeHO NpaBmiiaMu noabs3oBanus CK3U, cornacoBanneiMu ¢ @AIICH.

52. CnennoMenieHyst BBIIEISIOT C Y4ETOM pa3MEpPOB KOHTPOJIUPYEMBIX 30H, PEIVIaMEHTUPOBAaHHBIX
AKCIUTYaTallMOHHOM U TexHuueckoil nqokyMenTtanueit kK CK3U. CrnennomenieHus 10JKHbI UMETh IPOYHBIE
BXOJIHbIE JIBEPU C 3aMKaMH, FapaHTUPYIOLIMMH Ha/ICKHOE 3aKPHITHE CIEIIIOMEIICHH B Hepaboyee BpeMms.
OxHa crneunoMmeleHnii, pacnojaoKEHHbIX Ha NEPBBIX WM IOCIEIHUX 3TaXKaxX 3[JaHHUM, a TaKXKe OKHa,
HaxXOZsIIMECs OKOJIO IOKapHBIX JIECTHUL] M JAPYTUX MECT, OTKyJa BO3MOXKHO IIPOHMKHOBEHHE B
CHEUINOMEIICHNUs TOCTOPOHHHUX JIMIl, HEOOXOAMMO 000pyIOBaTh METAIMUYECKUMH pEIIeTKaMH, WU
CTaBHSIMM, WJIM OXPaHHOM CHUTHaJIu3alUueidl, WIM JpYyTUMHU CpPEACTBaMH, IPENATCTBYIOINUMU
HEKOHTPOJINPYEMOMY ITPOHUKHOBEHUIO B CIIELIIOMEIIIEHUS.

53. Pa3memenue, crneuuanbHoe OOOpyIOBaHME, OXpaHa W OpraHu3alus pexXuma B
CHEUINOMEUICHUAX OpPraHoOB KpUNTOrpadUyuecKOd  3aluThl  JOJDKHBI  UCKIIOYUTH  BO3MOYKHOCTh
HEKOHTPOJIMPYEMOT'O MPOHUKHOBEHHS WJIM NMpeObIBaHMS B HUX TMOCTOPOHHHX JIMI, a TaKXe MPOCMOTpPa
NOCTOPOHHUMH JIMIIAMHU BEIyIUXCS TaM padoT.

54. PexxuM 0XpaHbl CHIEIIIOMEIIEHHH OpraHoOB KPUIITOrpauiuecKoil 3aInThl, B TOM YMCIIE IPaBUIIa
JIOITyCKa COTPYAHUKOB M IOCEeTUTeNel B pabouee 1 Hepabouee Bpems, ycTaHaBnuBaeT aunen3nat @AIICU
[0 COIJIACOBAHHUIO, IPH HEOOXOAMMOCTH, C oOnajgarereM KOH(PHUICHIMATbHON HHDOpMaIuM, B
MOMEIICHUSAX KOTOPOTO pAacIojiaraeTcsi COOTBETCTBYIOIIUM OpraH KpUNTOTPapHUUECKOW 3aIlUTHI
VY CTaHOBIEHHBIH PEXUM OXpaHbl JOJIKEH MpEeAycMaTpUBaTh NMEPUOAUYECKUM KOHTPOJb 33 COCTOSHUEM
TEXHUUYECKUX CPEACTB OXpaHbl, €CIM TAaKOBbIE MMEIOTCS, & TAK)KE YUUTHIBATH IOJIOKEHMSI HACTOALIEH
HNuctpykunu.

55. JIBepu cHENNOMENIEHHH OpPraHoB KPUOTOIpapUuecKO 3alIUThl JOJDKHBI OBITh MOCTOSHHO
3aKpBITBl HA 3aMOK M MOTYT OTKPBIBaThCSl TOJBKO JJIsi CAaHKLIMOHMPOBAHHOI'O MPOXOJA COTPYIHUKOB U
nocerutened. Kiroun OT BXOIHBIX ABEpEel HYMEPYIOT, YUYHUTBHIBAIOT M BBIJAIOT COTPYJHUKAM OPraHoOB
KpUnrorpaguyeckoi 3amMThl TOJ PACIUCKy B JKypHale ydera XpaHwimunl. JlyOmukaTsl KIIO4Ye oT
BXOJHBIX JBEpEl TakuX CHEUNOMEUICHUH CIIeAyeT XpaHuTh B cedde pyKOBOIUTENS OpraHa
Kpunrorpaguyeckoi  3ammMThl.  XpaHeHHe  AyOJMKAaTOB  KJIIOYed BHE IOMELICHWH  opraHa
KpUNTOrpaduyeckoi 3amuThl He JOITyCKaeTcsl.

56. ns mpemoTBpalleHUsT MPOCMOTpa HM3BHE CIELIIOMEINEHUH OpraHoB KpuUITOrpadudeckoi
3aLIUTHl UX OKHA JIOJDKHBI ObITh 3aLUIICHBI.

57. CrenmnomemieHusi OpraHoB KpHUNTOrpaduyeckod 3aIiuThl, KaK MpPaBUJIO, IOJDKHBI OBITh
OCHAIIIEHBl OXPAaHHOM CHUTHAJIU3AIMed, CBSI3aHHON €O CIIy’)KOOH OXpaHbl 3JaHHMS WM JEKYPHBIM I10
opranu3anuu. VCIpaBHOCTh CUTHAIM3ALMU TEPUOTUYECKA HEOOXOAUMO TPOBEPSATh PYKOBOAMUTEIIO
opraHa KpunTorpauyeckoil 3amuTbl WM 10 €ro MOPYYECHHIO JAPYroMy COTPYIHHKY 3TOTO OpraHa
COBMECTHO C TMPEACTaBUTEIEM CIIy>KObl OXpaHbl WM JEXKYPHbIM IO OpraHu3allMd C OTMETKOH B
COOTBETCTBYIOIIUX JKypHajax.

58. Kaxnplii opran KpunTorpaduuecko 3aliMThl JUIsl XPaHEHUS KIIOYEBBIX JIOKYMEHTOB,
AKCIUTYaTallMOHHOM U TEXHUYECKOM NOoKyMmeHTauuu, nHcrtaumpyoomux CK3U Hocutenelt 10KEH UMETh
HE00XO0IMMOE YHUCIIO HAJIeKHBIX METAITIMUECKUX XPAHWIMI, 000pYyIOBAHHBIX BHYTPEHHUMH 3aMKaMH C
JIBYMSI SK3EMIUIIpaMU KJIIOYEH M KOJOBBIMHM 3aMKaMU MM TPUCIIOCOOJICHUSIMH JUISL OTeYaThIBAHHS
3aMOYHBIX CKBaXMH. OJUH JK3EMIUIp KJII0Ya OT XPAHWJIMINA JOJDKEH HAXOAUTHCA y COTPYAHHKA,
OTBETCTBEHHOT0 3a XpaHwiuile. JyOnukarel KIO4Yed OT XpaHWIMI] COTPYAHUKH XpaHiaT B ceide
PYKOBOJUTENSI OpraHa KpUNTorpapuuecKoi 3aiuThl.

JyOnmukaT Kioya OT XpaHWIWINA PYKOBOIUTENS OpraHa KpUNTOrpauyeckoil 3aliuThl B
OleYaTaHHOW YIMAKOBKE MOJDKEH OBbITh MEepefJaH Ha XpaHEHHE TOJDKHOCTHOMY JIMILy, Ha3HA4aeMOMY
munenzuatoM GAIICH, nox pacnucky B COOTBETCTBYIOLIEM KYypHAJIE.

59. Ilo okoHuaHuu pabouero AHs CHEUNOMELICHHS OpraHa KpHUNTOrpaduyecKod 3aluThl U
YCTAHOBJICHHBIE B HUX XPAaHWIMIIA JOJKHBI ObITH 3aKpbITHI, XpaHWIWIIA oneudaTaHbl. Haxopsimuecs B
MOJIb30BAHMHU KIIIOYM OT XPAaHWIUII JOJDKHBI OBITH CHAHBI TOJ] PACHUCKY B COOTBETCTBYIOLIEM XKYypHaje
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PYKOBOJIUTEIIO OpraHa KPUNTOTpapUUecCKOW 3aIIUThl WM JIUIYY, UM YIOJHOMOUYEHHOMY (JIEKypHOMY),
KOTOPBIE XPaHAT ATH KJIIOYU B JMYHOM WU CHEUAIBHO BBIJCICHHOM XpaHWIHUIIIE.

Kittoun ot cnennoMenieHuii, a Takke K4 OT XpaHWIUIIA, B KOTOPOM HaXOZSATCS KIIFOUU OT BCEX
JPYTUX XPaHWINL] OpraHa KPUNTOTpaprUECKON 3aIIUThI, B ONIEYaTaHHOM BUJE JOJIKHBI OBITh CAAHBI 1O/
pacnucKy B COOTBETCTBYIOLIEM JKypHaje CIy:KO€ OXpaHbl WM JEKYpHOMY [0 OpraHu3aluu
OJHOBPEMEHHO C MEpeAadyedl moj OXpaHy caMmux crneunomMmeuieHui. Iledatw, npegHa3sHayeHHbIE IS
OTIEeYaThIBAHUS XPAHWJIHIL, JOJKHBI HAXOAUTHCSA y COTPYAHUKOB OpraHa KpUNTOTpa(uyecKod 3aIliuThl,
OTBETCTBEHHBIX 3a 3TU XPAaHWINIIA.

60. Ilpun yTpare Kkitoua OT XpaHWJIMIIA WM OT BXOJHOM JBEPU B CIELIIOMEIIEHUE OpraHa
KpUNTOrpaduyeckoi 3almThl 3aMOK HEOOXOIUMO 3aMEHHUTD WM MEPeieNiaTh €r0 CEKPET C U3TOTOBICHUEM
K HEMy HOBBIX KJIOUYEH C JOKyMEHTalIbHbIM odopmienueM. Eciu 3aMOK OT XpaHHIUIIA Tepeaenarb
HEBO3MOXXHO, TO TaKO€ XpaHWIHUILE HE0OXOAMMO 3aMeHHTb. [IopsSmoK XpaHEHHs KIIOUEBBIX U APYTUX
JOKYMEHTOB B XpaHWIMILE, OT KOTOPOrOo yTpadeH KJIK0Y, JO M3MEHEHHUs CEKpeTa 3aMKa yCTaHaBJIMBACT
PYKOBOJUTEINb OpraHa KpUNTOrpahuuecKoi 3aIHThI.

61. B 0OBIYHBIX YCIOBHSIX CIIELITOMEIICHUSI OpraHa KPUNTOTpapUUECKON 3aIUThl, HAXOIAIINECS B
HUX OINCYaTaHHbIC XPAHWINIIA MOTYT ObITh BCKPBITHI TOJIBKO COTPYIHUKAMHU OpraHa Kpunrorpaduyeckoi
3aILUTHI.

I[Ipu oOHapyXeHHH TPU3HAKOB, YKa3bIBAIOIIUX HA BO3MOXKHOE HECAHKIIMOHHMPOBAHHOE
IIPOHUKHOBEHUE B 3TU CHELIOMEUICHMs] WJINM XPAaHWUJIMILA ITOCTOPOHHUX JIMI, O CIyYHMBIIEMCS JOJKHO
OBITh HEMEIUICHHO COOOIIEHO pPYKOBOJAUTENO OpraHa Kpunrorpadguueckoi 3ammurthl. [IpuObiBime
COTPYAHUKH OpraHa KpUNTOTpapuuecKoW 3alMThl JOJDKHBI OLIEHUTh BO3MOYKHOCTH KOMIIPOMETALIUU
XpaHAIUXCS KIIOYEBbIX M APYTHX JOKYMEHTOB, COCTABUTH aKT U MPHHATH, IPH HEOOXOAUMOCTH, MEPHI K
JOKaJu3allMd  TOCIEACTBUN  KOMIPOMETAllMM KOH(UICHIMANbHOM WHPOpMALMM M K 3aMeHe
CKOMIIPOMETHUPOBAHHBIX KPUIITOKIIIOUEH.

62. Pasmemenne u montax CK3W, a Tarke apyroro o0opyaoBaHUs, (YyHKIMOHHPYIOLIETO C
CK3H1, B cneunomemenusx nonb3oBareneii CK3UM nomxHBI CBECTM K MHUHMMYMY BO3MO>KHOCTh
HEKOHTPOJIMPYEMOTO JOCTyIa MOCTOPOHHUX JIUI] K YKa3aHHBIM CpelcTBaM. TexHudeckoe 0o0CIyKHBaHUE
TAaKOro O0O0OPYAOBAaHMS U CMEHA KPUNTOKIIOYEH OCYIIECTBISIIOTCS B OTCYTCTBHUE JIUI, HE JOMYIICHHBIX K
pabote ¢ manasiMu CK3U.

Ha Bpems orcyrctBus mnonb3oBateneii CK3U ykazanHoe oOoOpyaoBaHUE, MpHU HAIMYUH
TEXHUYECKOH BO3MOXXHOCTH, IOJDKHO OBITh BBIKIIOYEHO, OTKIIOYEHO OT JMHHM CBS3M U YOpaHO B
olrevyaThlBaeMble XpaHwinla. B npotuBHOM citydae nosib3oBareny CK3U mo coryiacoBaHuio ¢ opraHom
Kpunrorpaguyeckod  3ammThl  00A3aHBI  MPEIyCMOTPETh  OPraHU3AIMOHHO-TEXHHUUECKUE  MEpHI,
UCKJII0YAIOIINe BO3MOKHOCTh Hcnonb3oBaHuss CK3U nocTopoHHMMHU JIUIIAMU B UX OTCYTCTBHE.

63. Pexxum oxpanbl crnennomMenieHuil noss3oBateneii CK3M, B ToM uucie npaBuia JI0IMycKa
COTPYAHMKOB U ToceTutesneid B pabouee u Hepabouee Bpems, YCTaHABIUBAeT 00JaaaTeNb
KOH(HICHIIMATBHON HH(OPMAIMU 110 COTJIACOBAHUIO C COOTBETCTBYIOIIMM OPTaHOM KPUIITOrpadudecKoit
3alUThl. YCTaHOBJEHHBIH PEXHUM OXpaHbl JOJDKEH IpEeAycMaTpuBaTh IEPUOAMYECKUN KOHTPOJIb 3a
COCTOSTHUEM TEXHUYECKUX CPEACTB OXPaHbl, €CIM TaKOBbIE MMEIOTCS, a TAK)KE YUUTHIBATh MOJOXKEHHS
Hacrosmel MHcTpykiuy, cnennduky 1 ycaoBus paboThl KOHKPETHBIX nosib3oBaTeneii CK3U.

64. B cneunomemenusax noas3oBarened CK3W s XpaHeHus BBIAAHHBIX MM KIIIOYEBBIX
JOKYMEHTOB, 3KCIUTyaTallHOHHOM M TEXHUYECKOW NoKyMeHTauuu, uHctamumpyromux CK3W Hocutenein
HEOOXOIMMO UMETh JOCTaTOYHOE 4YHUCIO HAJEKHO 3alupaeMblX IKadoB (SIMIMKOB, XPaHUIINII)
UH/IMBUAYAIBHOTO TI0JIb30BaHUs, OOOPYIOBAaHHBIX MPHUCIIOCOOJICHUSIMH JJISi ONEYaThbIBAaHUS 3aMOYHBIX
CKBaKUH. KiTrouM OT 3THX XpaHWJIMIL JOHKHBI HAXOAUTBHCS Y COOTBETCTBYIOIIMX Noab3oBaTeneid CK3U.

65. Ilpu yTpare kiroda OT XpaHWINIIA WIK OT BXOJHOW JIBEPU B CHELIIOMELIECHUE I0JIb30BATEINS
CK3U 3amok He00XOAMMO 3aMEHUTh WM TepeseiaTh €ro CEKpeT ¢ M3rOTOBJICHHEM K HEMY HOBBIX
KJIIO4el ¢ JIOKyMEHTaJlbHbIM oopmieHueM. Ecnm 3aMOoK OT XpaHHIUIIA MepeaenaTb HEBO3MOXKHO, TO
TaKO€ XpaHWIHIIE HEOOXOOUMO 3aMEHUTh. lIOpsSIOK XpaHEHHs KIIOYEBBIX M JAPYTHX JOKYMEHTOB B
XpaHWIMILE, OT KOTOPOrOo YTpaueH KoY, J0 M3MEHEHMs] CEKpeTa 3aMKa YCTaHaBJIMBAEcT OpraH
KpUITOrpapuyecKon 3aIuThl.

66. B 0OBIYHBIX YCTIOBHUSX OINEYaTaHHble XpaHuiuma mnoias3zoBareneii CK3U MoryT ObITh BCKPBITHI
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TOJILKO CAaMUMH T10JIb30BATEISIMH.
I[Ipu oOHapyXeHHH TPU3HAKOB, YKAa3bIBAIOIIMX HA BO3MOXKHOE HECAHKIIMOHHMPOBAHHOE
NPOHUKHOBEHHE B 3TU CIEUINOMEUICHHUS WIM XPaHWIWIIA MOCTOPOHHUX JIML, O CIYYMBLIEMCS JOJDKHO
OBITh HEMEIUICHHO COOOLICHO pPYKOBOACTBY oOnajgatenss KOHQHUICHIMAIbHOH HHPOpMAuun U
PYKOBOAUTENIO  opraHa  Kpunrorpadguyeckoi  3amuThl.  [IpuObIBIIME  COTPYJHMKH  OpraHa
KpUNTOrpaduyeckoi 3aimThl JOHKHBI OLIEHUTh BO3MOKHOCTh KOMIIPOMETAIIMH XPAHSIIUXCS KIIIOYEBBIX U
JPYTUX JOKYMEHTOB, COCTaBUTh aKT M NMPHHATh, IPU HEOOXOAUMOCTH, MEPHI K JIOKAJIN3ALIUH TIOCIEICTBUNA
KOMITPOMETAIMK KOH(PHUACHIINATHLHONH HHPOPMALIMU U K 3aMEHE CKOMIIPOMETHPOBAHHBIX KPUIITOKIIOUEH.

V. KoHnTpoJib 3a opranusanuei 1 odecrnedyeHueM 0e30IaCHOCTH XPaHeHHsl, 00padOTKH U mepeaavu
110 KaHaJIaM CBs3M ¢ ucnouab3oBanueM CK3U konpuaenuuaabHoii uHpopmanuu

67. Kontpoms 3a opranuszanueii u odecriedeHneM 0e30IacHOCTH XpaHeHus, 00padOTKU U Tiepeiadun
no KaHanam cBsi3u ¢ ucnoib3zoBanneM CK3U konpuaeHumanbHoi MH(OpMAIMKM - TOCYJapCTBEHHBIH
KOHTPOJIb OCYIIECTBIIAIOT (hefiepalibHble OpraHbl MPAaBUTEILCTBEHHOH cBs3u 1 uHpopmarn*(13). B xone
rOCYJJapCTBEHHOTO KOHTPOJIS U3yUYalOTCs U OLIEHUBAIOTCS:

opranu3anysi 0e30MacHOCTH XpaHEHHus, o00pabOTKM U TepeJayd M0 KaHajlaM CBS3U C
ucnonb3oBanueM CK3U koHpuaeHInanbsHoi HHpOpMAIIHN;

JOCTUTHYTHIM yPOBEHb KPUITOTpaprUECKON 3alIUThl KOHDUACHINAIBHOW HH(POPMAIINH;

ycioBus ucnoas3zoBanus CK3U.

68. Ilpu opranmzanuu O€30MACHOCTH XpaHEHHs, OOpabOTKM W Tepeltadd M0 KaHajlaM CBSI3H C
ucnonb3zoBanneM CK3U monnexaiieil B COOTBETCTBUHU C 3aKOHOJAATeNbCTBOM Poccuiickoit ®deneparnmn
00s13aTeNIbHON  3alUTe KOH(QUACHIMATFHOW HH(GOPMAIMM TOCYAapCTBEHHOMY KOHTPOJIIO TOJICKUT
nesitenbHOCTh JHueH3naToB @AIICH, a Take obnamarenell KoH(GUACHIUAIbHOW WHGOpPMALNUU, €CIH
HEOOXOJMMOCTh KpUNTOrpauuecKkoil 3amuThl Takoi WHGOpMAIMU B COOTBETCTBHH C llomokeHuem
[1K3-99 onpenensiercs rocyjapcTBEHHBIMU OpraHaMH MJIM TOCYJapCTBEHHBIMHU OpPraHU3alUusIMU.

[Ipu opranuzanmuu Oe€30MacCHOCTH XpaHEHHs, OOpaOOTKM W MepeJadyd IO KaHajlaM CBS3H C
ucnonb3oBanueM CK3U He mnosexameil o0s3aTenbHON 3amuTe KOH(UICHIMANBbHOW WHpOpManuu
TOCYapCTBEHHOMY KOHTPOJIIO TIOJUIKHUT JAeareiabHocTh junen3naroB  DAIICU. O6mamatenu
KOH(pHICHIIMATbHON HH(OpPMAIMK B 3TOM Cllydyae MOTYT OBITh MPOBEPEHHI (heAepalbHBIMU OpraHaMu
NPaBUTEIICTBEHHOM CBSI3M M MH(OPMAIINMH JIUIIb 110 UX MPOChOE UIIH ¢ UX COTIIACHsl.

Bo3MoxkHOCTE M (OpMY JAOCTyHa TrOCYAapCTBEHHBIX KOHTPOJBHBIX OPraHOB K COJEP>KAHHIO
KOH(pHIEHIIMATbHON HH(OpMAIK ONpeessieT PYKOBOIUTENb POBEPSEMON OpraHU3aIHH.

Cpoku 1 IEpUOJUYHOCT FOCYJapCTBEHHOT0 KOHTpoJis onpeaensier AIICH.

69. Jlunemsmaret @DAIICHM  00s3aHBl  KOHTPOJIMPOBATH  BBINOJHEHHE  OOJIAAATEIsIMU
KOH(pHICHIIMATBHON HH(pOpPMAIMK TaHHBIX UM YKa3aHUH MO0 OpraHu3aluy U 00ecredeHn o0 0€30acHOCTH
XpaHeHus, oOpabOTKM M Tepefayd Mo KaHajaMm CBsi3u ¢ ucnoib3oBanueM CK3U koHduneHImMambHOR
UHpOpPMALIMK, a TakXke COOJIOJeHHe TakuMHU oOjanaTensMu ycinoBuid ucnonb3oBanusi CK3U,
YCTaHOBJICHHBIX YKCIUTyaTallMOHHON U TexHudeckoi nokymenranueit k CK3U, cepruduxarom ®AIICH u
HacrodAuen Macrpykuuei.

70. B mensX KOOpAMHALMM TOCYJApCTBEHHOTO KOHTPOJII M KOHTPOJS, MPOBOJUMOIO
muuenzuatamu  @AIICH, QenepanbHble OpraHbl MPAaBUTEIBCTBEHHOM CBS3M M UH(POPMALUU MOTYT
IUITAHUPOBATh U MPOBOJHUTH MPOBEPKH COBMECTHO C 3aMHTEPECOBAHHBIMHM OpraHaMu KPUITOrpadudecKkoit
3amuThl, pekoMeHoBaTh nuiieH3naTaM O®ATICH 00BeKTH MPOBEPOK.

71. HenocpenCTBeHHBIH IOMYCK K MPOBEPKE KOMHCCHM MM YIOJTHOMOUYEHHOTO (enepanbHbIX
OpPraHOB NPABUTEIHCTBEHHON CBS3M W MH(POPMALMHU OCYIIECTBISET PYKOBOJCTBO MPOBEPSIEMBIX JIUI TPU
NPEIbABICHUN IPOBEPSIOMIUMH YAOCTOBEpEHUs (IIPEANHCcaHusi) Ha MPaBO IPOBEPKH, 3aBEPEHHOTO
NeYaThlo, U JOKYMEHTOB, yIOCTOBEPSIOLINX JINYHOCTb.

VYnocroBepeHnusi (IpeAnucaHus) Ha TPaBO IMPOBEPKH MOIINHMCHIBAIOT T'€HEPAJbHBIN JAUPEKTOP
OAIICH, ero 3aMecTUTENH, a TaKKe MO HUX YKA3aHUIO - PYKOBOAMTENM (eAepalibHBIX OpraHoB
NPaBUTENILCTBEHHOM CBs3M U MH(popMaimu. J[omyck K mpoBepKe BO3MOKEH Ha OCHOBAaHMM YKa3aHUM ITUX
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JIMLL, IEPENAHHBIX 110 TEXHUYECKUM KaHaJlaM CBSI3H.

72. Ilo pe3ynbTaTaM roCyJapCTBEHHOTO KOHTPOJS COCTABISETCS MOAPOOHBIA WM KpPaTKHH aKT,
cupaBka. C aKTOM MpOBEPKH (CHpPaBKOM) MOJ PACHHCKY JOKHO OBITh O3HAKOMIIEHO PYKOBOJCTBO
NPOBEPSAEMBIX JHI. AKT (CIpPaBKy) BBICBUIAIOT B COOTBETCTBYIOIIMN OpraH KpUNTOrpapuyecKoi 3aIiuThl,
KOOPAMHUPYIOIUN OpraH Kpunrorpaduyeckoi 3amuTsl (IpU €ro Halu4uu) U (QeaepaibHbIi oprax
NPaBUTENILCTBEHHOH CBs3U M MH(OpMaruu. Eciu B X0 IpOBepKU BBISBICHBI HapyLIeHUS TpeOOBaHUN U
ycnoBuid nmnensuit u ceprupukatos GAIICH, To denepanbHble OpraHbl NPaBUTEIBCTBEHHOW CBS3H H
uHpopmanuu coobmaioT B JInneH3snonHslit 1 ceprudukaonHbiii nentp ®AIICH 06 3Tux HapymeHusX
Y IPUHATBHIX Mepax.

Ecnu B ucnons3oBanuun CK3U oOnapysxensl HepocTtatku, To nunen3natel ®AIICHU, obnanarenu
KOH(pHICHIIMATbHON MHPOPMAIUN 00s3aHbI PUHATH Oe30TiIarare’abHbIe MEPhl K YCTPAHEHUIO BCKPBITHIX
NPOBEPKON HEOCTATKOB U BBIMOJIHEHUIO PEKOMEHIAIMH, W3JIOKEHHBIX B akTe MpoBepku. CoolIieHus o
OPUHATBIX Mepax JOJDKHBI OBITh NPEACTABICHbI B YCTAHOBJICHHbBIE IPOBEPSIOMUMHU cpoku. [lpu
HEOOXOJMMOCTH MOXXET OBITh COCTaBJIEH IUIAaH MEPOIPHUATUH, TJAe TNPEeAyCMAaTPUBAETCS pELICHHE
COOTBETCTBYIOIIHX BOIPOCOB.

73. Opra#bl KpunTorpapuuecko 3ammThl (KOOPAMHUPYIOMIME OpraHbl KpUNTorpaduyeckoi
3aIUThI) JOJDKHBI 000011aTh pe3yIbTaThl BCEX BUAOB KOHTPOJIS, aHAJTM3UPOBATH NMPUUYUHBI BBISBICHHBIX
HEJI0OCTAaTKOB, pa3padaThIBaTh MEPHI 10 UX NMPO(UIAKTHKE, KOHTPOIUPOBATH BHIMOJIHEHUE PEKOMEHIAIIHIA,
COJIEpIKalINXCs B aKTax MPOBEPOK.

74. Ecnu B ucnons3zoBanuu CK3U BbIsBIEHBI Cepbe3HbIE HApYILIEHMS, M3-32 YErO0 CTAHOBUTCS
peanpHONH yTeuka KOH(QUACHIMANIbHOW uWH(popManuu, O€30MacHOCTh KOTOpOil oOecreuuBaercs C
ucnionb3oBanueM CK3M, T0 ¢enepanbHble OpraHbl IMPaBUTEIbCTBEHHOW CBSI3M W MH(OpMAIHH,
munensuatsl ®AIICU BnpaBe naTh yka3aHWe O HEMEJIEHHOM IpekpaieHuu ucnoiab3oBanus CK3U no
yCTpaHEHUs IPUYUH BBISBICHHBIX HapyleHU. B 3ToM ciydae ¢enepaiabHble OpraHbl IpaBUTEIbCTBEHHOM
CBS3M M MH(POpPMALMU MOTYT HampaBuTh B JIMmeH3noHHbI u cepTudurannonubsiii neHtp PAIICU
npecTaBiIeHne 00 OT3bIBE (MIpUOCTaHOBIICHUH AeiicTBus) muneH3niit DAIICHU.

75. Obnanatens KoH(UACHIUAIFHOW MH(pOpPMaLUU BIpaBe 0OpaTUThCSA B (pelepanbHbIe OpPTraHbl
NPaBUTEILCTBEHHON CBA3M M HMHPOPMALUU C MPOCBKOOH O MPOBEACHMH HA JOTOBOPHOM OCHOBE
rOCYJapCTBEHHOTO KOHTPOJSL C LENbI0 OIEHKH JOCTATOYHOCTH M OOOCHOBAaHHOCTH IPHHHUMAEMbIX
muuenszuatoM @ATICH mep 3amuThl ero KOH(QUACHIIMATFHOW HHPOPMALIUH.

*(1) Wuadopmaruss ¢ orpaHHYEHHBIM JOCTYIOM, HE COJEpKalias CBEACHUH, COCTaBISIOMINX
rOCyJJapCTBEHHYIO TaliHy, B HacTosmel MHCTpyKIMKM nMeHyeTcs - KOH(UACHInaIbHas HH)OopMaIusl.

*(2) CepruduuupoBanusie DAIICHU cpeactBa kpuntorpadpuueckoil 3amuTsl KOHPUICHINATBHOMI
uHpopmanuu B HacTosuer Mucrpykunn nmenyrotes - CK3M. K CK3U otHOCsTCA:

- peanusylomue Kpunrorpaduiyeckue ajaropuTMbl IpeoOpa3oBaHUs WHGPOPMALUU anmnapaTHbIC,
NpOrpaMMHBIE W aNMapaTHO-IIPOTPAMMHBIE CPEJICTBA, CUCTEMbl M KOMIUIEKCHI, OOecreunBaioye
Oe3omacHOCTh MH(pOpMANMU TpU ee 00paboTKe, XpaHEHWH M Iepelayde Mo KaHajaM CBS3M, BKIIOYas
CK3U;

- peanusylomue Kpunrorpaduyeckue ajaropuTMbl npeoOpa3oBaHUs WHGPOPMALUMU anmnapaTHbIC,
OpOrpaMMHBIE M amlapaTHO-TIPOIpaMMHBIE  CPEICTBA, CHUCTEMbl M  KOMIUIGKCHI 3aIlIUTBl  OT
HECaHKIIMOHUPOBAHHOIO OCTyNa K HH(pOopMaIuy Ipu ee 00padoTKe U XpaHEHHH;

- peanusylomue Kpunrorpaduiyeckue ajaropuTMbl IpeoOpa3oBaHUs MHGPOPMALMU anmnapaTHbIC,
pOTrpaMMHBIE M alMapaTHO-POrpaMMHBIE CPEJCTBA, CUCTEMbl U KOMIUIEKCHI 3alllUTHl OT HaBS3bIBAHUS
J0XHOHM MH(OpMAINH, BKIIOYAs CPEICTBA UMUTOZALIUTHI U "3JIEKTPOHHOM moanucu';

- anmaparHble, NMPOrpaMMHBIE U alapaTHO-IPOTPaMMHBIE CPEACTBA, CHUCTEMBl M KOMILUICKCHI
U3TOTOBJICHUS U pacIpenesieHus] KiIoueBbIX TokyMeHTOB aisi CK3M He3aBUCHMMO OT BUAA HOCHUTEIS
KJIF04eBOI MH(pOpMaIuy.

*(3) ObnanatensiMu KOHQHUIECHIMAIBHONH HH(OPMAIMM MOTYT OBITh T'OCYAApCTBEHHBIE OPIaHBI,
rOCyJJapCTBEHHbIC OPTraHU3allMM W JIPyrHe OpraHu3allid HEe3aBHCHMO OT MX OpPraHU3allMOHHO-IPAaBOBOU
¢dopmbl 1 HopMBI COOCTBEHHOCTH, MHIMBHLyaJIbHBIC IPEANIPUHUMATEIHN U (PU3NUECKUE JINIIA.
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*(4) Cern KOHQUACHIMATHLHOW CBSI3M - CETH CBS3W, MpEAHA3HAYCHHBIC [UIS Tepeaadd
KOH(HICHIIMATBHON WH(pOpMAIIHH.

*(5) Oneparops! KOH(PUICHIMATBHOMN CBSI3U - OTIEPATOPHI CBSA3H, IPEAOCTABIISAIONINE HA OCHOBAHUHT
miuensun GAIICH yenyru koHpHUIeHIIMATBHOM CBsI3U ¢ ucnonb3oBanuem CK3U.

*(6) Omepatopsl KOH(pHIEHIIMAIBHON cBsi3u u Jjnna, uMmewmue nuneHsuto DOAIICU u He
SBIISIIOLIMECS OleparopaMu KOH(UICHIMANbHOW CBSI3M, B Hacrosmedl MHCTpYKIUMH HMMEHYIOTCS
muuensuatsl GAIICH.

*(7) Opranom xpunrorpauyeckoi 3amUThl MOXET ObITh OpraHu3alysl, CTPYKTYpHOE
noapasaenenue opranuzauuu - junensuara GAIICH, obnanatens koH(UACHIMAIBHOW HH(MOpPMAIHH.
@OyHKIUN OpraHa KpUNTOrpagpuyeckon 3aluThl MOTYT ObITh BO3JIOKEHBI HA (PU3UUECKOE JIUILIO.

*(8) dusuueckue IuIa, HEMOCPEICTBEHHO omymieHHble k pabdore ¢ CK3U, B Hactosmiein
WHcerpykunu nmenyrotes - noas3oBarenu CK3U.

*(9) B Hactosmieit MTHCTpYKIMU MCTIONB3YIOTCS CIEIYIOIIUE TOHATHS U ONPEICTICHHS:

- Kpunrorpaguyeckuii K04 (KPUITOKJIIOY) - COBOKYITHOCTh TaHHBIX, 00ECIIEYMBAOIIasi BBIOOD
OJTHOTO KOHKPETHOTO KpUNTOrpauueckoro Mmpeodpa3oBaHusi M3 4YHCIAa BCEX BO3MOXHBIX B JaHHOH
Kpunrorpaduyeckoi cucreme;

- KJo4YeBas HHPoOpMAlUs - CIOCIUATbHBIM 00pa3oM OpraHM30BaHHAs COBOKYIHOCTb
KPHUIITOKIIIOUEH, MpenHa3HaueHHast Uil OCYILECTBIICHHUS KpHUNTorpaduyeckoi 3ammThl WHGOpMALUU B
TEUYEHHUE ONPEACTCHHOTO CPOKa;

- MCXOAHAsA KJW4YeBass HH(pOpMauMsA - COBOKYNHOCTh [aHHBIX, HNpPEJHA3HAYCHHBIX JUIS
BBIPAOOTKH 10 ONPEIETICHHBIM MPaBUIaM KPUIITOKITIOYCH;

- KJII0YeBOH [JOKYMEeHT - (DU3WYECKHI HOCUTENb ONpPEICNCHHONH CTPYKTYpPBI, COJCpIKAIIHii
KJII0UEBYI0 MHPOpPMaLKIO (MCXOJHYIO KIIIOUEBYIO HH(OPMAIHNIO), a TPU HEOOXOTUMOCTH - KOHTPOJIBHYIO,
CIIy’K€OHYIO M TEXHOJIOTHYECKYI0 HH(OpMAIHIO;

- KJIIOYeBOIl HOCUTEJb - (PU3MYECKUII HOCHUTENb OMPEACICHHON CTPYKTYpbI, IpeAHAa3HAYCHHBIH
JUIs pasMeIleHHsT Ha HeM KIIoueBOM uH(popMmanuu (MCXOAHOW KiItoueBoW wuHpopmanuu). Pasnnyaror
pa3oBbIi KiIIOYEBOW HocuTenb (Tabiuuna, nepdoseHrta, nepdokapra W T.I.) U KIOYEBOH HOCHUTENb
MHOTOKPATHOTO HWCIOJb30BaHUsl (MarHuTHas JICHTa, JUCKeTa, KommakT-muck, Data Key, Smart Card,
Touch Memory u 1.11.);

- KJI0YeBOil 0JOKHOT - Habop OyMaKHBIX KIIOUEBHIX JOKYMEHTOB OJHOTO BHaa (Tabmuil,
nep¢osneHT, nephokapT H T.11.), COPOIIIOPOBAHHBIX U YITAKOBAHHBIX M0 YCTAHOBJICHHBIM IIPABUIIAM.

*(10) Ilog kommpomeTaneld KpUNTOKIIOUEH B HacTosmeld MHCTpyKIMM MOHMMAeTcs XUIICHHUE,
yTparta, pasrialleHne, HEeCAaHKIMOHUPOBAHHOE KOMMPOBAHHE M JAPYTHE IMPOUCIIECTBHs, B pe3yJbTaTe
KOTOPBIX KPUIITOKJIIOYH MOTYT CTaTh JOCTYITHBIMU HECAHKIIMOHUPOBAHHBIM JIMIIaM U (MJIN) IPOLIECCAM.

*(11) Ilomemenus, rae ycranoBieHsl CK3W wim XpaHATCS KIIOYEBBIE JOKYMEHTHI K HUM, B
HacToser MHCTpyKIMY UIMEHYIOTCS - CIIELIIOMEILEHHUS.

*(12) TpeboBanust K O0OECHEUCHHIO COXPAaHHOCTH KOH(QUACHIMAIbHOW HH(poOpMaruu B
CHEUIOMEIICHUAX AHAJIIOTUYHBI TPEOOBAHUSIM K MOMELICHUSAM, I'JIe BBINOIHAIOTCA paboThl, CBSI3aHHBIC C
XxpaHeHueM (00paboTKo) Takoi MH(pOpMAIMM, W yCTaHABIMBAIOTCS OOJiafaTeneM KOH(HISHIHAIbLHON
UHpOpMaLnY;

*(13) Ion ¢enepanbHBIMU OpraHaMH NPaBUTEILCTBEHHOW CBSI3M M MH()OpPMAIMM B HACTOSIICH
Wnctpykimu nonumarorcss riaBHble ynpaBineHuss DPAIICU, ympasnenuss DPAIICHU B denepanbHbIX
OKpyrax, perMOHaJbHbIC YIpaBICHHUS TMPABUTCIBCTBEHHOM CBSA3M M HMHQOpPMALUHM, LEHTPHI
IIPaBUTEIILCTBEHHOMU CBSI3H.

IIpnaoxenne 1

Kk UHcTpyknun (MyHKT 26),
yTBep:kaeHHoH npukasom ®AIICHU
ot 13 nrons 2001 r. N 152

TunoBas popma
KypHas1a no3k3emMiuisipHoro yuera CK3U, sxkecniyaTalifuOHHON M TEXHHYECKOM JOKYMEHTALIUH K
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HHUM, KJII0YEBbIX JOKYMEHTOB (VIS OPraHa KPUNTOrpauuecKoii 3a1uThI)
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N o/ HammeHOBaHME CepurHbEle HOMEpa Homepa OTMeTKa O NOJIyYeHUU OrMeTKa O paccChlIKe
CK3Hu, CK3Hu, DK3EeMIIJIS— (mepenaue)
DKCIIJIYaTalUMOHHOM | BKCIIJIyaTalMOH— POB
M TEeXHUUYEeCKOM HOM U (kpunTor- |[(OT xoro mnojydeHbl| IHaTa M HOMep [Komy DaTa un DaTa un
OOKYMEHTAaUMUM K TEeXHUUYECKOM padnuueckue i ®.1.0. CONPOBOOUTEJIL— [ paz3o-— HOMEP HOMEP
HMM, KJIIOUEBHX IOOKYyMEeHTauuu k |HoMepa) COTPYyIOHMKA HOT'O IMCbMa CJIaHB COIPOBO— [[TOOTBEPX—
IOOKYMEHTOB HVM, HOMepa KJIIUE BEIX opraHa UM maTa (mepe- |murenb- |OmeHMsS WU
cCepulM KJIOUEBHIX |IOKYMEHTORB |kpunrTorpadpmuuec-— M3TOTOBJIEHUS IaHbL) HOTO pacnmcka
IOOKYMEHTOB KOM BallUTH, KJIIUE BEIX nmMcbMa B
V3T OTOBUBIIETO IOOKYMEHTOB U IOJIyUYEeHUU
KJIIUEBHIE pacnmcka B
IOOKYMEHTH 3T OTOBJIEHUN
2 3 4 5 6 7 8 9
OrMeTKa O BO3BpaTe IJaTa BBOIA B IDaTa BeEIBOIAa |OTMeTka 00 yHMUTOXeHuM CK3U, [lprMmeuaHMEe
OevicTBue U3 OerCTBUS KJIDUEBHEIX IOKYMEHTOB
IaTa m HOMep IaTa m HOMep ITaTa Homep akTa mim
comnpoBOOUTE— IOOTBEPXIESHUSA YHUUTOXEHUS pacnucka o6
JIBHOTO YHUUTOXEHUNU
nmMcbMa
10 11 12 13 14 15 16
24.10.2023 Cuctema TAPAHT
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[Mpuka3z ®AIICU ot 13 uronst 2001 r. N 152 "O6 yrBepxkaennu MHCTpyKIMu 00 OpraHu3anyy U 00ecre4eHnn

IIpuniaoxenne 2

Kk UHcTpyknun (myHKT 26),
yTBep:kaeHHoi npukasom @AIICHU PD
ot 13 nrons 2001 r. N 152

Tunosas popma
JKypHaJia nodk3eMiuisipaoro yuera CK3U, 3xkcmiryaTaumoHHONH M TEXHUYECKOH TOKYMEHTAUMH K
HUM, KJII0YeBbIX TIOKYMEHTOB (11 00J1a1aTes st KOHPUIeHIIHAJIbHOI HHpOpMALIUN)
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IMpuka3z ®AIICU ot 13 ntonst 2001 r. N 152 "O6 yrBepxnennn MHCTpyKImMu 00 opraHu3anny U odbecrnedeHny 0e3011acHOCTH XpaHeHus1, 00paboTKu U Iepeayy 1o KaHajlaM

24.10.2023

N n/|HamvmenoBaume CK3U, |Cepurintie HoMmepa CK3M, Homepa OTMeTKa O NOJIyYeHUU OrMeTKa O BHIOAUE
I BKCIJIYyaTalMOHHOM U BKCIJIYyaTalMOHHOM U DK3EMILIISAPOB
TeXHUUYECKOM TeXHUUYECKOM (kpunrorpad¢muuec—-| Or xoro (JaTta m HOMep| ©.M.O. DaTa un
OOKYMEHTaUUM K IOOKYMEHTalUUM K HUM, KMKe HoMmepa) [IOJIyUYeHHl |CONpOBOOMUTE— |IIOJIb30Ba— [pacnmucka B
HVMM, KJIIOUEBHEX HOMEepa CepuM KJIIOoUeBBIX KJIIOUEBEIX JILHOT'O Tesng CK3M|nojgyuyeHUMn
IOOKYMEHTOB IOOKYMEHTOB IOOKYMEHTOB nycbMa
1 2 3 4 5 6 7 8
OrMeTKa O nomkJiueHmuu (ycraHoBke) CK3U OrMeTka 00 m3BaTMM CK3U M3 annapaTHHEX [lprMmeuaHMe
CPeICTB, YHMUTOXEHUM KJIOUEBHIX IOKYMEHTOB
®.1M.0. COTPYOHUKOB HaTa HomMmepa anmnapaTHEX HaTa ®.1.0. corpymnHukob |Homep akTa
opraHa IIOOKJIIOUEHMS |CPencTB, B KOTOPHE| MU3BATUSA opraHa NI
Kpunrorpadmueckom | (yCTaHOBKM) |YyCTaHOBJIEHH MM K | (YHMUTOXe- | Kpunrorpadmueckoym |pacnmucka o6
3alMTH, ¥ HOOIINCHU KOTOPHBIM I10OIOKJIOUEHE HUSA) 3alMTH, YHUUTOXEHUN
noJab30BaTensa CK3HU, JINILI, CK3I noJab30BaTensa CK3HU,
IPOM3BE OIMX IPOM3BE OIMX IPOM3BOOUBIIMX
IIOOKJIIOUEeHUE IIOOKJIIOUEeHUE n3BATUE
(yCTaHOBKY) (yCTaHOBKY) (YHMUTOXEeHME )
9 10 11 12 13 14 15
Cucrema TAPAHT
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[Mpuka3z ®AIICU ot 13 uronst 2001 r. N 152 "O6 yrBepxkaennu MHCTpyKIMu 00 OpraHu3anyy U 00ecre4eHnn

IIpuniaoxenne 3

Kk UHcTpyknun (myHKT 28),
yTBep:KaeHHoH npukasom ®AIICHU
ot 13 nrons 2001 r. N 152

TunoBasi popMa TeXHHYECKOT0 (AMMAPATHOI0) KypHAJIa
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IMpuka3z ®AIICU ot 13 ntonst 2001 r. N 152 "O6 yrBepxnennn MHCTpyKImMu 00 opraHu3anny U odbecrnedeHny 0e3011acHOCTH XpaHeHus1, 00paboTKu U Iepeayy 1o KaHajlaM

N /| Hara Tun un 3anmucu no JlcrioJib3yeMEIe KPUIITOKJIIIUM OrmeTka 00 [Iprmeua-—
I CepuiMHbEe |OOCIyXUBa— YHUYUTOXEHUN HUe
HOoMepa Huio CK3U (cTupanuM)
MICIIOJIb 3y —
eMelx CK3U Tun CepunHLI, Homep paszoBOTO OaTa [lononucob
KJIOUEBOT'O [kpunTorpadmuueckmm KJIOYEBOT'O IoJib30Ba—
OOKYMEHTAa HOMEP M HOMEP HOCUTEJS WU Tena CK3U
DK3EeMIIJIIpa 30HE CK3l, B
KJIOYEBOT'O KOTOPY BBEIEHE
OOKYyMEHTa KPUIITOKJIIIOUM
1 2 3 4 5 6 7 8 9 10
24.10.2023 Cucrema TAPAHT
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