[Mpuka3 denepanbHOi CiryKOBI 10 TEXHUYECKOMY U 9KCIIOPTHOMY KoHTpouito oT 11 despans 2013 r. N 17 "O06

Ipuka3 ®egepajbHOM CIYKObI 0 TEXHUYECKOMY U IKCIIOPTHOMY KOHTPOJ 110 oT 11 peBpans 2013 r.
N 17 "O0 yrBepxkaenun TpedoBanuii o 3amuTe HHGOPMALNH, HEe COCTABJISIIONIEH TOCYIapPCTBEHHYIO
TaiiHy, CoJep:Kalleiicsi B rOCyI1apCTBEHHbIX HHPOPMALIMOHHBIX cucTeMax' (¢ H3MEHEHUSIMH U
JTOTOJTHEHUSIMH)

C u3MeHeHUusIMH U JAOIMOJTHECHUSAMM OT:

C n3MeHeHUsIMU ¥ IOTIOJTHEHUSIMU OT:
15 despans 2017 r., 28 mas 2019 r.

B cootBercTBHM € "acThio 5 crathu 16 ®enepanbHoro 3akoHa ot 27 utong 2006 r. N 149-d3 "O6
uHpOpMaLnHU, HHPOPMALMOHHBIX TEXHOJIOTUAX U 0 3amuTe uHpopmanuu" (CoOpaHue 3aKOHOJATEIHCTBA
Poccuiickoit ®eneparuu, 2006, N 31, ct.3448; 2010, N 31, cr.4196; 2011, N 15, ct.2038; N 30,
cT. 4600; 2012, N 31, ct.4328) u Ilonoxenunem o @DenepaidbHON CiIyk0e MO TEXHUYECKOMY H
9KCIIOPTHOMY KOHTPOJIIO, YTBEpkKAEHHBIM YKazoM llpesunenta Poccuiickoit denepaunn or 16 aBrycra
2004 r. N 1085 (Cobpanue 3akoHogaTenbcTBa Poccuiickoii @eneparuu, 2004, N 34, ct. 3541; 2006, N 49,
ct. 5192; 2008, N 43, ct. 4921; N 47, ct. 5431; 2012, N 7, ct. 818), npuka3biBao:

1. VYrBepmuth mpunaraemble TpeOoBaHus o0 3amuTe UWHPOPMALKU, HE COCTABISIOLICH
rOCyJJapCTBEHHYIO TaliHy, COJepKaIeics B TOCYJapCTBEHHBIX HHPOPMALMOHHBIX CUCTEMAX.

2. YCTaHOBHTD, UTO yKa3aHHBIC B MMyHKTe | Hacrosmero npukasa TpeOoBaHUS MPUMEHSIOTCS JUIS
3alIUThl HH(OPMAIMK B TOCYAAPCTBEHHBIX HH()OPMAITMOHHBIX cucTeMax ¢ 1 centaops 2013 r.

Hupexrop denepanbHon
CITY>KOBI TIO TEXHHYECKOMY
Y OKCIIOPTHOMY KOHTPOJIIO B. Cenun

3apeructpupoBano B Muntocte PO 31 mas 2013 1.
Peructpanuonnsiii N 28608

I'APAHT: Hacrosmme TpeOGoBaHHS NPUMEHSIOTCS JJs 3alIMThl MH(POPMALMH B TOCYAApPCTBEHHBIX
MH(POPMALMOHHBIX cucTeMax ¢ 1 centTsiops 2013 r.

TpebdoBanust
0 3amuTe HHGOPMALUH, HEe COCTABJIAIOIIEH rOCy1apCTBEHHYIO TalHY, co/lep Kalleiics B
rocy/1apcTBeHHbIX HHGOPMALMOHHBIX CHCTEMAX
(yTB. npuka3oM @enepajabHOi CayKObI 10 TEXHUYECKOMY M IKCIIOPTHOMY KOHTPOJII0
ot 11 ¢peBpans 2013 r. N 17)

C u3MeHeHUusIMH U JAOIMOJTHECHUSAMHU OT:

C u3MeHeHUsIMU ¥ IOTIOJTHEHUSIMU OT:
15 despans 2017 r., 28 mas 2019 r.

I'APAHT: Cm. Meroauueckuii aokyMeHT "Mepbl 3amuThl HHGOpMAUUd B TOCYJapCTBEHHBIX
nHpopmanmonHbix cucteMax', yreepxkaeHabid PCTOK Poccun 11 derpans 2014 .

1. O01ue moyI0KeHus

1. Hacrosimue TpeboBanusi pazpaboTanbl B COOTBETCTBUU ¢ DefepadibHBIM 3aKOHOM OT 27 WIS
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2006 r. N 149-®3 "OO6 wunHpopmanuu, MHPOPMALMOHHBIX TEXHOJOTHSIX M O 3amuTe HHpopmaruu"
(Cobpanue 3akonomarenscTBa Poccuiickoit @eneparum, 2006, N 31, ct. 3448; 2010, N 31, ct. 4196; 2011,
N 15, ct. 2038; N 30, ct. 4600; 2012, N 31, cTt.4328), a Takxke ¢ y4eTOM HalMOHAJIbHBIX CTaHAAPTOB
Poccuiickoit @enepannu B 00JaCTH 3aIUThl UHQOPMAIIMKM U B 00JIACTH CO3JAaHUS aBTOMATH3UPOBAHHBIX
cucteM (Janee - HallMOHAJIbHBIE CTAaHAAPTHI).

2. B [OKyMeHTe YyCTaHaBIMBAIOTCS TPEeOOBaHUS K OOECIEUEHUIO 3alIUThl WHGpOpMAUU
OTPaHUYEHHOIO JIOCTYyIa, HE COJAEpIKallel CBEJCHMS, COCTABISIOIINE rOCYIapCTBEHHYIO TaiiHy (manee -
UHpOpMaLKsA), OT YTEUKH MO TEXHUYECKUM KaHalaM, HECAHKIMOHWPOBAHHOIO JIOCTYIA, CHEHUATIbHBIX
BO3/ICUCTBUI Ha Takylo MHpOpMaLUio (HOCUTENHW MH(pOpPMAIMK) B LEISIX €€ JOOBIBaHUS, YHUUTOXKEHHUS,
UCKa)KEHUS WK OJIOKMPOBAHMS JOCTyNa K Hel (majee - 3ammra nHpopManun) npu oopaboTke yKa3aHHOM
UH(POPMALIMU B TOCYAAPCTBEHHBIX MH()OPMAIIIOHHBIX CUCTEMAX.

Hacrosimue TpeGoBaHHs MOTYT NPUMEHSATHCS S 3alIMTHI  OOLIEAOCTYHNHON HH(OpMAIH,
coJiepKalleiics B rocy1apcTBEHHBIX HH(POPMALIMOHHBIX CHUCTEMaX, JUIsl JOCTHKEHUS LieJel, YKa3aHHBIX B
nyHktax 1 u 3 gactu 1 crateu 16 @enepanbHoro 3akona ot 27 urossg 2006 r. N 149-03 "O6 unpopmaryu,
UH(POPMALMOHHBIX TEXHOJOTHIX U O 3aluTe HHPopManuu'.

B noxkymeHTe He paccMaTpuBAaIOTCS TpeOOBaHHMS O 3amuTe HH()OpMAIUK, CBS3aHHBIE C
NPUMEHEHHEM  KPUNTOTpapUUECKUX  METONOB  3alMThl  MHGopMamuu M IHU(GPOBATBHBIX
(kpunTorpaduuecKux) CpeACTB 3alUTH HHPOPMAITUH.

Hudopmanus 06 usmenenusx: Illpuxazom PCTIK Poccuu om 15 ¢pespansa 2017 2. N 27 ¢ nynkm 3
BHECEeHbl USMEHEHUs.
Cm. mexcm nynkma 6 npeovioyujeil peoaxkyuu

3. Hacrosimue TpebGoBanusi SBIAOTCS 00s3aTeNbHBIME TP 00paboTKe wuWHGOpPMAIUU B
rOCy/IapCTBEHHBIX HH(GOPMALMOHHBIX CHUCTeMaX, (QYHKIHMOHUPYIOIUX Ha Teppuropun Poccuiickoit
Qenepanii, a TaKke B MYHHUIMNAIbHBIX MH()OPMAIIMOHHBIX CHCTEMAax, €ClIM MHOE HE YCTaHOBJIEHO
3aKOHOJATENLCTBOM Poccuiickoi denepaniu 0 MECTHOM CaMOYyITPaBICHUH.

Hacrosmue TpeboBanus He paclipoOCTpaHSIOTCS Ha TOCYIapCTBEHHbIE HHPOPMAIIMOHHBIE CHCTEMBI
Anmunuctpaunu Ilpesuaenta Poccuiickoir @enepannu, Coeta bezonacHoctu Poccuiickoit denepanuu,
®enepansHoro  CobOpanus Poccuiickoit  ®eneparuu, I[IpaBurensctBa Poccuiickoit  ®eneparnum,
Konctutynmonnoro Cyna Poccuiickoit ®denepamnu, BepxoBHoro Cyma Poccuiickoit ®depepanuu u
®denepanbHOl City)0b1 Oe30macHocTH Poccuiickoit denepannn.

4. Hacrosimme TpeOGoBanus mnpeaHa3HaueHbl s oOnamareneld WHQOpMaIuu, 3aKa34HhKOB,
3aKJIIOUMBIINX TOCYIapCTBEHHBIN KOHTPAKT Ha CO3JaHHE T'OCYIapCTBEHHON MH(GOPMAIMOHHON CHCTEMBbI
(manee - 3aKa34MKH) M OMEPATOPOB TOCYAPCTBEHHBIX HH()DOPMAITMOHHBIX CUCTEM (J1aJiee - OrepaTophl).

Jluto, oOpabatbiBatomee HWHPOPMAIUIO, SBISIONIYIOCS TOCYJApPCTBEHHBIM WH()OPMAIMOHHBIM
pecypcoM, MO TOpydeHHIO oOmamarens wuHbopMmanuu (3aka3uuWka) WM omepatopa U (WIH)
MPEIOCTABIIAIONIEE WM BBIYUCIHUTEIBHBIE PECypchl (MOIIHOCTH) Il 00paboTKM uWHGOpMAIMK Ha
OCHOBaHWHM 3aKJIIOYECHHOTO JOTOBOpa (Jajiee - YIOJHOMOYCHHOE JIMIIO), OOECIeYnBaeT 3allUTy
nHOpMaAIMid B COOTBETCTBHM C 3aKOHOJATENhCTBOM Poccuiickoit denepamuu 00 wuHbOpManmu,
MH(GOPMAIMOHHBIX TEXHOJOTHSAX M O 3amuTe uHpopmanuu. B noroBope momxHa OBITH IMpeaycMOTpEHA
00S3aHHOCTh ~ YNOJHOMOYEHHOr0  Jiuia  oOecredyuBaTh  3allUTy  HHQOpMAIUH,  SBJISIOLICICS
rocyAapcTBEHHBIM HH(GOPMAIIMOHHBIM PECYPCOM, B COOTBETCTBUU C HACTOSIIUMHU TpeOoBaHUSIMHU.

5. Ilpu o6paboTke B rocyAaapCTBEHHOW MH(POPMAIMOHHON cucTeMe WHGOPMAIMH, COACpIKaIICH
NepCcoHAIbHbIE JaHHbIe, HacTosMe TpeOoBaHMS MPUMEHSIOTCS HapsAy C TpeOOBAHUAMU K 3alUTe
NEPCOHAIBHBIX JAHHBIX NpHU UX 00paboTke B MHGOPMAIMOHHBIX CHUCTEMaX IEPCOHAJIbHBIX JIaHHBIX,
YTBEPKICHHBIX TocTaHoBieHneM [lpaBurensctBa Poccuiickoit deneparuu ot 1 HOosOps 2012 1. N 1119
(Cobpanue 3akoHonarenscTBa Poccuiickoit deneparuu, 2012, N 45, cT. 6257).

6. Ilo pemenuro obmanarens nHGopManuu (3aKa3urMka) WIM ornepaTopa Hactosmue TpedoBaHuUs
MOTYT IPUMEHATHCA ISl 3aIIUTHI UHQOpMALIMU, COAepKaIlEiCcsl B HErOCYJapCTBEHHBIX HH(GOPMAIIMOHHBIX
CUCTEMaX.

7. 3amuTta uHGOPMAIIMH, COAEPIKAIICIHCSI B TOCYAapCTBEHHOM MH(POPMAIIMOHHON cUCTEME (Janee -
uHOpMaIMOHHAsT CHCTeMa), OOEeCNeYMBaeTCs IyTEM BBIOJTHEHUS oOnamareneM HHQPpOpMaIUU
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(3aKa34MKoOM) U (WJIHM) ONEpaTOpoOM TpeOOBaHMI K OpraHU3aIMH 3alUTHl HHQOPMAINH, coaepKalleics B
UHPOPMALIMOHHOM cHUcTeMe, M TpeOOBaHUI K MepaMm 3aliuThl HMH(OpPMAIMM, COJAEpIKaIIehCcs B
UH(POPMALIMOHHON CHUCTEME.

I1. TpeOoBaHusl K OpraHu3anMu 3alIUThl HH(POPMALMH, COlepKaLIeiics B HHPOPMALMOHHOI
cucreme

8. B undopmanmnoHHOl cucTeMe 0OBEKTaMH 3allUThI SBISIOTCS WHPOPMAIUS, COICpIKAIIAsCS B
UH(POPMALIMOHHON CUCTEME, TEXHHUYECKUE CPEJCTBA (B TOM YHCIE CPEICTBA BBIYMCIMTEIBHON TEXHUKH,
MAalllMHHBIE HOCUTEIH HH(OpMAIMM, CPEACTBA W CHCTEMBl CBS3M W Tepeladd JaHHbBIX, TEXHUYECKUE
cpenctBa o0paboTku  OykBeHHO-IM(MPOBOM, TpadUUecKoi, BHIEO- U pedyeBod HH(MOpPMAIUN),
00I11eCuCTeMHOE, TIPUKIIATHOE, CTIEHUAIEHOE IPOrpaMMHOE o0ecrieyeHre, MH(HOpMaIIMOHHBIE TEXHOJIOTHH,
a TaKk)Ke CPe/ICTBA 3aIUTHl HHPOPMAIIUH.

9. Jlna oOecrneyeHus 3amuThl MHPOpPMALMH, cojlepxaiieiics B HH()OpPMAIMOHHOW cHCTEMe,
OlEepaToOpoOM HA3HAYAETCs CTPYKTYpHOE TMOApasfeficHHe WM JODKHOCTHOE JHHO (pabOTHHK),
OTBETCTBEHHBIC 32 3aIIUTy UH(OPMAIIHH.

10. [ns mpoBeneHus pabOT MO 3amure MHPOPMALUU B XOAE CO3JAaHUS W SKCIUTyaTaluu
UH(POPMALIMOHHOM CHCTEeMBI 0OianaTesneM MHPOpMaluH (3aKa3YMKOM) U ONEpaTOpPOM B COOTBETCTBUU C
3aKoHOJAaTeNbCTBOM Poccuiickoit ®exepanuu npu  HEOOXOAMMOCTH NPUBJICKAIOTCS OpPTaHU3aAIHH,
UMEIOIME JIMLEH3UIO Ha JEATENbHOCTh MO TEXHHUYECKOW 3aIluTe KOH(HUIEHIHMAIbHONH HH(poOpManuu B
cootBeTcTBUU ¢ DenepanbHbiM 3akoHOM OT 4 Masg 2011 r. N 99-®3 "O nuneH3upoBaHUU OTACIbHBIX
BunoB nesrenpHOCcTH" (CoOpanue 3akoHomarenbcTBa Poccuiickoit ®epeparum, 2011, N 19, cr. 2716;
N 30, ct. 4590; N 43, c1. 5971; N 48, ct1. 6728; 2012, N 26, ct. 3446; N 31, cT. 4322; 2013, N 9, ct. 874).

11. Jdnsa oGecmeyeHus 3ammThl MHGOpMAIMH, cojepxaiieiics B HWH(POPMAIMOHHON cHCTEME,
NPUMEHSIOTCS  CPEICTBA 3alIUThl HMH(GOpPMAIMM, TNPOLISANINE OICHKY COOTBETCTBUS B (opme
00s13aTeNIbHON  cepTU(UKAIIMM HAa COOTBETCTBHE TpeOOBaHMSAM 1O Oe30macHOCTH WHPOpMalLUU B
COOTBETCTBUM cO cTatheil 5 PenepanbHoro 3akona ot 27 nexadbps 2002 r. N 184-d3 "O texHMYECKOM
perynmupoBanun" (Cobpanue 3akoHomarenscTBa Poccuiickoit ®@eneparuu, 2002, N 52, cr. 5140; 2007,
N 19, ct.2293; N 49, ct. 6070; 2008, N 30, ct. 3616; 2009, N 29, ct. 3626; N 48, cr. 5711; 2010, N 1,
cT. 6; 2011, N 30, ct. 4603; N 49, ct. 7025; N 50, ct. 7351; 2012, N 31, ct. 4322; 2012, N 50, ct. 6959).

Hudopmanus 06 usmenenusx: Illpuxazom @CTOK Poccuu om 15 ¢espans 2017 2. N 27 6 nynkm 12
BHECEeHbl USMEHEHUs.
Cm. mexcm nynkma 6 npeovioyujeil peoaxkyuu

12. 3amura mHpOpMaIuu, coaeprKamieiics B MHOOPMAITMOHHOW CHUCTEME, SIBJISETCS COCTaBHOM
4acThio PalOT MO CO3/JIaHUI0 M 3KCIUTyaTallud MH(OPMALMOHHOW CHCTEMBI U 0OecleyrMBaeTCsl Ha BCEX
CTaauax (dTamax) ee CO3JaHusA, B XOJ€ AIKCIUTyaTalliM W BBIBOJA W3 ASKCIUTyaTallud IMyTeM MPHHSITHS
OpPraHM3AIlMOHHBIX M TEXHUYECKHMX Mep 3alluThl HMH(OpMAlUM, HAIMpaBJICHHbIX Ha OJOKHpOBaHHE
(HeWTpanu3anuio) yrpo3 6e3omacHocTH WHMOpMAIMu B WHPOPMAIIMOHHONW CHUCTEME, B paMKaX CHUCTEMBI
(moacucTeMsbl) 3aUThl HHpOpMauu HHPOPMAITMOHHON CUCTEMBI (J1ajiee - CHCTeMa 3alluThl HHPOPMAIUH
UH()OPMAITMOHHOW CUCTEMBI).

OpranuzaliOHHbIE U TEXHUYECKHE MEPbI 3alIUThl HH()OPMALIUY, pealn3yeMble B paMKaX CHCTEMBI
3auUThl “HGOPMaUu MH(POPMAIIMOHHON CHCTEMBbI, B 3aBUCUMOCTH OT MH(OpMAINH, COAEp Kalleics B
WH()OPMAITMOHHOW cHcTeMe, IeNied COo3MaHus MH(POPMAIMOHHON CHCTEMBI M 3a/1ad, PEIIaeMbIX STOM
MHGOPMAIIMOHHON CUCTEMOM, T0JKHBI OBITh HAIIPABJICHBI HA UCKIIIOUEHUE:

HENPaBOMEPHBIX JOCTYIa, KOMUPOBaHUS, MPEIOCTABICHUS WM PacHpoCTpaHeHUs HMHGOpMaluu
(oGecrnieueHne KOH(PUACHIMATBHOCTH HHPOPMAIIUHN);

HEMPaBOMEPHBIX YHUUTOKEHUS WM MoaudurpoBanus nHopmaiuu (00ecrieueHue eJIOCTHOCTH
uH(popMaIun);

HerpaBoMepHoro OJokupoBaHus nHpopmaluu (odecreueHrne JOCTYITHOCTH HH(OpMaIun).

13. Jlns oOecrieyeHusi 3ammThl WHPOpMANUU, coAepkamendcs B WHGOPMAIIMOHHOW CHCTEME,
MPOBOASTCS CIEAYIONINE MEPOTIPUATHSL:
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¢opmupoBanue TpeOoBaHWM K 3ammTe HH(pOpMAIMH, coaepxkaieiics B HUH(POPMAIMOHHON
CHCTEME;

pa3paboTKa CUCTEMBI 3alIUThl HH(YOpMAIMK HHPOPMALIMOHHON CUCTEMBI;

BHE/IPEHHUE CHUCTEMBI 3alIUThl UH(OpMAIMKY HHPOPMALIMOHHON CUCTEMBI;

aTrecTanys HMH()OPMAIIMOHHONW CHCTEMBI MO TpeOOBaHMAM 3alUThl WHpopManuu (nanee -
aTTecTanys HHPOPMALIMOHHOM CUCTEMBbI) U BBO/J €€ B ICHCTBHE;

o0ecrieyeHne 3alUThl MHPOPMALMKM B XOJ€ SKCIUTyaTallMd aTTeCTOBAaHHOW WH(OPMAIIMOHHON
CHCTEMBI;

oOecrieyeHne 3amIMThl  HMH(OpPMAMK TPU  BBIBOAEC W3  OSKCIUTyaTallud  aTTECTOBAHHOU
UH(POPMALMOHHOM CUCTEMBI MJIH TTOCIIE IPUHATHS PeleHHsI 00 OKOHYaHUU 00pabOTKK MHPOPMALINH.

®opmupoBaHue TPeOOBaHUI K 3alIUTe HH(POPMALMH, COlepKalleiics B HH(POPMALMOHHOM cucTeMe

14. ®opmupoBanue TpeboBaHUI K 3ammTe MH(OpMAIMH, coaepxaiieiics B MH)OpMaIMOHHON
CUCTEMeE, OCYIIECTBIIICTCS 00ManaTeneM nHhopManuu (3aKa3uuKkoM).

@dopmupoBanue TpeOOBaHMI K 3ammre HMHGOpMAIMM, COAEpKallelcs B HH()OpMAIMOHHON
cucreme, ocymectBisiercs ¢ yderom ['OCT P 51583 "3ammra undopmanuu. Ilopsimox co3ganus
aBTOMATH3MPOBAHHBIX CHUCTEM B 3allMIIEHHOM ucnoiHeHuu. OOmme mnonoxenus" (mamee - OCT P
51583) u I'OCT P 51624 "3amuta mHPOpMaruu. ABTOMATH3UPOBAHHBIE CHUCTEMBI B 3alIUILEHHOM
ucnonaenun. O6ume tpedosanus” (nanee - FOCT P 51624) u B ToM uncie BKIIOYAET:

NPUHATHE PEIICHHs 0 HEOOXOIUMOCTH 3aIUThHl HHPOPMALIUH, COAEpIKaIIelcss B MHPOPMAITMOHHON
cUCTEME;

KJIaccu(uKanuo UHGOPMAIIMOHHON CHUCTEMBbI MO TpeOOBaHMAM 3aluThl WH(pOpMaNMU (Janee -
KJaccupukanus HHPOPMALMOHHON CUCTEMBI);

oTpesieieHue yrpo3 0e30MacHOCTH HH(POPMALMHU, peaau3alus KOTOPHIX MOXKET MPUBECTH K
HapylmeHnio 6e30macHoCTH MH(POpMaluu B MHPOPMALMOHHOM cUCTeMe, W pa3pabOTKy Ha MX OCHOBE
MoJIeNu yrpo3 0e30macHoCcTH HH(OpMaIH;

orpenesnieHue TpeOOBaHUN K CUCTEME 3aIIUThl HHPOpMAUU HHPOPMALMOHHOW CUCTEMBI.

14.1. Ilpy TOpUHATHU pEIICHUsS O HEOOXOAMMOCTH 3allUThl HH()OPMAIMH, COICpKAIICHCs B
UH(POPMALIMOHHON CUCTEME, OCYIIECTBIISCTCS:

aHanu3 1eJei co3aaHus UHPOPMALMOHHOM CUCTEMBI M 33jiad, pelaeMbIX 3ToW HH(POPMAITMOHHON
CHCTEMOM;

orpenenenue nHGopMaIy, noyiexanieit oopadorke B HHHOPMAIIMOHHOH CUCTEME;

aHaM3 HOPMATUBHBIX TIPABOBBIX AKTOB, METOAMYECKHX JOKYMEHTOB U HAalMOHAIBbHBIX
CTaHJApTOB, KOTOPHIM JOJDKHA COOTBETCTBOBATH MH(OPMAITMOHHAS CUCTEMA;

OPUHATHE  peHIeHUus O HEOOXOAMMOCTH  CO3JaHMs  CHUCTEMbl  3aIlUThl  HWHpOpMaLUU
UHPOPMALIMOHHOM CHUCTEMbI, a TakXe ONpeAeieHue Ieled W 3ahad  3ammTbl H“HGOpMAIMU B
UHQOPMALIMOHHOM  CHUCTEME, OCHOBHBIX JTalloOB  CO3JaHHUsA CHCTEMBbl 3aIIUTHl  MH(POpPMALUHU
UHPOPMALMOHHON CUCTeMBl M (YHKIMHA 1O OOECHeueHHIO 3alIUThl MHPOPMALUHU, COJEpKalleics B
UH(POPMALIMOHHOM cucTeMe, obnaaaTesns HHPOpMaluu (3aKka3unka), orneparopa U yIoJIHOMOYEHHBIX JIUIL.

Hudopmanus o6 usmenenusx: Ilynkm 14.2 uzmenen c 27 cenmaopsa 2019 2. - Ilpuxkaz @PCTIK Poccuu
om 28 mas 2019 2. N 106
Cm. npedvloywyio peoaxkyuro

14.2. Knaccudukamuss nHOOPMAITMOHHOW CUCTEMBI MPOBOAMUTCS B 3aBUCHMOCTH OT 3HAYUMOCTH
oOpabaTeiBacMoOil B HeW wuHpOpMaMK W Macmtaba WHOOPMAIMOHHOW cucTeMbl (deaepaibHbIH,
perHOHANIbHBIN, 0OBEKTOBBIN).

VYcranaBnuBaroTCsl TpH Kiacca 3allUIIEHHOCTH HH(POPMAIMOHHON CHCTEMBI, OIpEAesIonue
YPOBHH 3alTUIIICHHOCTH cojepiKaieiicss B Hel mHpopManmu. Camblii HU3KUH KJacc - TPETUH, CaMblid
BBICOKWH - mepBbId. Kiacc 3amuieHHocTr HHPOPMAIIMOHHON CHCTEMBI OTPEEIsIETCS B COOTBETCTBUU C
npwioxenueM N 1 k HacTosimuM TpebdoBaHUSM.

Knacc 3ammmenHoctu ompenensiercs a8 WHGOPMAlMOHHOM CHCTEMBl B I€JIOM U, TNpHU
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HEOOXOIMMOCTH, JJsi €€ OTAEIbHBIX CEerMEHTOB (CocTaBHbIX uyacTed). TpeOoBaHume K Kiaccy
3alIUIIEHHOCTH BKJIIOYAETCsl B TEXHUYECKOE 3aJjaHHe Ha CO3JAaHuEe WH(POPMALMOHHOM CUCTEMBI M (WJIH)
TEXHUYECKOE 3a/laHhe (4acTHOE TEXHMYECKOe 3aJaHWE) Ha CO3JaHMe CHUCTEMBl 3aIlUThl HWH(pOpMAIUU
UHPOPMALMOHHON cucTeMbl, pa3padbareiBaeMble ¢ yueToM ['OCT 34.602 "NupopmanroHHas TEXHOJIOTHUSI.
Kommiiekc craHmaproB Ha aBTOMAaTH3MPOBAaHHBIE CHUCTEMBL. TEXHHYECKOE 3aJaHHME Ha CO3JaHHe
aBToMatu3upoBanHoi cucrteMbl” (nanee - [OCT 34.602), TOCT P 51583 u I'OCT P 51624.

Knacc 3ammumieHHoctd HMHGOPMAIMOHHONM CHCTEMBI MOJUICKHUT MNEPEeCMOTPY NpPU H3MEHEHHUH
MmaciTada HHQOPMAIIMOHHON CHCTEMBbI MIIM 3HAUMMOCTH 00pabaTeiBaeMoii B Heil HHpOpMaluu.

PesynbraTsl K1accupukanuu nHGOPMAIIMOHHON cUCTEMBI O(DOPMIISIOTCS aKTOM KJIacCH(UKALIUU.

Knacc  3ammmenHocty  uHQOpPMAnMOHHOW  CHCTEMBl,  (DYHKIIMOHHUpOBaHHME  KOTOPOM
npeznonaraercs Ha 6a3ze HHPOPMALMOHHO-TEIEKOMMYHHUKAIIMOHHON HHPPACTPYKTYPHI LIEHTpa 00pabOTKH

I[ElHHI:IX,1 HE JOJDKCH OBITHL BBIIIIE KJIacca 3alIUIIICHHOCTHU I/IH(bOpMaHI/IOHHO-TGHCKOMMYHI/IKaL[HOHHOfI

UHPPACTPYKTYPHI LIEHTPa 00PaOOTKU TaHHBIX.

! ITynakr 5.3 Meroaudueckux YyKa3aHHH IO OCYIIECTBICHHIO ydeTa WH(OPMAIMOHHBIX CHCTEM W KOMIIOHEHTOB
MHPOPMAITHOHHO-TETICKOMMYHHUKAIIMOHHON HMH(PACTPYKTYpHI, YTBEP)KICHHBIX NpuKa3oM MwuHKOMcBs3u Poccum ot 31 mas
2013 r. N 127 (3apeructpupoBan MuntoctoM Poccuu 5 HOos6pst 2013 1., peructpannonnasii N 30318), ¢ ydeTroM n3MeHeHUH,
BHECEHHBIX NpHKazoM MwuHKOMCBs3U Poccmm ot 15 wmrons 2016 r. N 266 (3apeructpupoBan Munioctom Poccun 14 wronst
2016 r., peructpanuonubiii N 42853).

Nudopmanus 06 msmenenusx: I[lyukm 14.3 uzmenen c 27 cenmaopa 2019 2. - Ipuxaz @PCTIK Poccuu
om 28 mas 2019 2. N 106
Cm. npedvloywyio peoaxkyuro

14.3. Yrpo3sl 6e30nmacHOCTH WH()OPMAITUN ONIPEACIISIIOTCS 1O pe3yJbTaTaM OIIEHKH BO3MOYKHOCTEH
(moTeHNMana) BHEIIHUX M BHYTPEHHUX HapyUIUTeNed, aHaiu3a BO3MOXHBIX  YSA3BHUMOCTEH
WH()OPMAITMOHHOM CHCTEMBI, BO3MOKHBIX CIOCOOOB peanu3anuud yrpo3 0e30macHoCcTH MHGOpMAIMU |
MOCJICJICTBHI OT HApYyIICHHs CBOMCTB Oe3omacHOCTH WH(popManuu (KOH(HUICHIIMATBHOCTH, IIETOCTHOCTH,
JIOCTYITHOCTH).

B kauecTBe HCXOIHBIX JaHHBIX JAJIS ONpeAeTeHUs yrpo3 6e30macHoCTH HH(GOPMAaLUU UCTIONIB3YETCS
OaHk maHHBIX yrpo3 Oe3omacHoctu WHpopmaruu (bdu.fstec.ru), BeaeHHME KOTOPOTO OCYIIECTBISAETCS
OCTOIK Poccun B coorBeTcTBUU ¢ moAnyHKTOM 21 myHkTa 8 TlomokeHust o denaepanbHON CIIy»)Oe 1Mo
TEXHHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO, YTBEpKJIeHHOro Yka3zoM [Ipesunenta Poccuiickoin @eneparuu
or 16 aBrycra 2004 r. N 1085 (CoOpanue 3akoHomarenbctBa Poccuiickoit ®enepammu, 2004, N 34,
cT. 3541; 2006, N 49, ct. 5192; 2008, N 43, c1.4921; N 47, cr. 5431; 2012, N 7, cr. 818; 2013, N 26,
cT. 3314; N 53, ct. 7137; 2014, N 36, ct. 4833; N 44, ct. 6041; 2015, N 4, ct. 641; 2016, N 1, cT. 211)
(manee - 6ank maHHBIX yrpo3 Oe3zonacHocTH mHMopmauu OCTIOK Poccun), a Takke WHBIE HCTOYHUKH,
coJiepKarye cBeAeHUs 00 ysI3BUMOCTSIX U yTpo3ax 06e30macHOCTH HH(pOpMAITUH.

[Tpu orpezeeHuu yIpo3 0€30MacHOCTH uH(popManuu YUUTBHIBAIOTCS
CTPYKTYpPHO-(QYHKIIMOHAIbHbBIE XapaKTePUCTUKH UHPOPMAIIMOHHON CHCTEMBI, BKIIIOYAIOLINE CTPYKTYpY U
cocTaB MH(POPMAIIMOHHON cHucTeMbl, (U3NYECKue, JIOThdeckue, (HyHKIMOHAIBHBIE U TEXHOJOTHYECKHE
B3aMMOCBS3H MEX/1y CErMEHTaMU HWH()OPMALIMOHHOW CUCTEMBI, C UHBIMU MH(GOPMAIMOHHBIMU CHCTEMaMU
U HMHPOPMAIMOHHO-TEIICKOMMYHHUKAITMOHHBIMA ~ CETSAMH, PEKUMBI 00paboTku uHGOpMAIUu B
MHGOPMAIlMOHHONM CHCTEME W B €€ OTHENbHbIX CErMEHTaX, a TakKe UWHbIE XapaKTePUCTUKU
MH(GOPMAIIMOHHON CHCTEMbI, TNpUMEHSeMble HMH()OPMAIIMOHHBIE TEXHOJOTUH UM OCOOCHHOCTH €€
(GyHKIIMOHUPOBAHUS.

[Ipu ompenenenun yrpo3 Oe3omacHOCTH HWHMOpMaAMud B HMHPOPMAIMOHHON  CHCTEME,
(GYHKIIMOHMPOBaHME KOTOPOW Tmpenmnosiaraerca Ha 0Oaze WHGOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHOM
HHOPACTPYKTYphl IMEHTpa OOpaOOTKM JaHHBIX, JOJDKHBI YYUTBIBATBCSA yTIPO3bl  0OE€30MaCHOCTH
uHboOpMalluy, aKTyaJbHbIE UIsI WH(GOPMALMOHHO-TEIEKOMMYHHUKAIIMOHHON HMH(PACTpyKTyphl IIeHTpa
00pabOTKHU JaHHBIX.

[To pesynapTaTam ompeneneHus yrpo3 0€30MacHOCTH WHPOPMAIMK TPU HEOOXOAUMOCTH
pa3pabaThIBalOTCS PEKOMEHAALNU MO KOPPEKTUPOBKE CTPYKTYPHO-(QYHKIMOHATBHBIX XapaKTEPUCTHK
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UH(POPMALIMOHHOM CHCTEMBI, HAIpaBICHHbIE Ha OJIOKUpOBaHME (HEUTpaTU3alMIO) OTAEIBHBIX YIPO3
6e301acHOCTH MH(OPMAITUH.

Mopnens yrpo3 0Oe3omacHOCTH HMH(pOpMaMK JOHKHA COJEPKaTh OMUCaHUE WH(OPMAIMOHHOU
CHCTEMBI U €€ CTPYKTYPHO-(QYHKIMOHAIBHBIX XapaKTEPUCTHK, a TAKXKe OMHCAHUE Yrpo3 0e30MacHOCTH
UH(OPMALIMK, BKIIOYAIOIIEe OMMCAHNE BO3MOKHOCTEH HapymuTene (Moaesib HapyIIUTENs), BO3MOXKHBIX
ySI3BUMOCTEH MH(POPMALIMOHHON CHCTEMBI, CIIOCOOOB pealn3aluu Yyrpo3 0€30MacHOCTH MH(pOpMaruu u
NOCJIEICTBHIA OT HApYIIECHHsI CBOMCTB O€30MaCHOCTH MH(POPMALIUH.

st onpeneneHust yrpo3 6e30nacHOCTd MHPOPMALMU U pa3padOTKU MOJIETH yrpo3 0e30MacHOCTH
UHPOPMALIMU TPUMEHSIOTCS METOIMYECKHe IOKYMEHTHI, pa3paboranHble U yTBepkaeHHble DPCTIOK
Poccun B cooTrBercTBMM ¢ moAnyHKTOM 4 myHkTa 8 Ilonmokenuss o DexpepanbHOW cioyx0e 110
TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOJIIO, YTBEpKACHHOr0 YKa3oM [Ipesunenra Poccuiickoit denepanuun
or 16 asrycra 2004 1. N 1085 (Cobpanue 3akoHomatenscTBa Poccuiickoit ®eneparuun, 2004, N 34,
cT. 3541; 2006, N 49, ct. 5192; 2008, N 43, c1. 4921; N 47, cT. 5431; 2012, N 7, ct. 818).

Hudopmanus o6 usmenenusx: I[lyukm 14.4 uzmenen c 27 cenmaopsa 2019 2. - Ipukaz @PCTIK Poccuu
om 28 mas 2019 2. N 106
Cm. npedvloywyio peoaxkyuro

14.4. TpeboBaHus K CUCTEME 3aIIUTHI HHPOPMAIIMK HHPOPMAIIMOHHON CHUCTEMBI OMPEACIIIOTCS B
3aBHCHUMOCTH OT KJjlacca 3alllMIIeHHOCTH UWHGOPMAIMOHHON CHUCTEMBI W Yyrpo3 0e30MacHOCTH
nH(}OpMaIH, BKIIFOYCHHBIX B MOJICINIb YIpo3 0€30MMacHOCTH WH(OpMaInH.

TpebGoBanusi Kk cucremMe 3amMThl MHQOpPMANMK HHMOPMALMOHHOM CHCTEMBI BKIIOYAIOTCA B
TEXHUYECKOE 3aJlaHre Ha CO3/laHue WH(POPMAITMOHHON CUCTEMBI M (MJIM) TEXHUYECKOE 3aaHue (YacTHOE
TEXHUYECKOE 3aJaHHE) Ha CO3JaHUE CHCTEMbl 3alluThl HWHGOpMaNUKd HWHOOPMALMOHHOW CHUCTEMBI,
paspabateiBaeMbie ¢ yaetoM ['OCT 34.602, TOCT P 51583 u I'OCT P 51624, u noyoKHBI B TOM YHCIIC
COJIePIKaTh:

11eJIb ¥ 33]1a4i 00eCcIieueHus 3auThl HHQOpMaIuu B UHPOPMAIIMOHHON CHUCTEME;

KJIaCC 3aIIMIIEHHOCTH NH(OPMALIMOHHON CUCTEMBI;

nepeyeHb HOPMATUBHBIX TPABOBBIX AaKTOB, METOAMYECKUX JIOKYMEHTOB W HallMOHAJIbHBIX
CTaH/IapTOB, KOTOPBIM JIOJKHA COOTBETCTBOBATh MH(POPMAIIMOHHAS CHCTEMA;

NepevYeHb OOBEKTOB 3aIUTHl HHPOPMAITMOHHOW CHCTEMBI,

TpeOOBaHUS K MepaM U CpeACTBaM 3alllUThl MH(POpPMAIUH, MPUMEHIEMbIM B HH(DOPMAIIMOHHOM
CUCTEME;

cTazuu (3Tarnsl paboT) CO3IaHUs CHCTEMBI 3aIIUTH HH)OPMAITMOHHONW CHCTEMBI;

TpeOOBaHUS K IMOCTABIIIEMbIM TEXHUYECKHM CPEJICTBAM, IPOTPAMMHOMY 00€CTIEUEHHIO, CPECTBAM
3aIUTH HH)OPMAITUH;

GyHKIMM 3aKa34yMKa W OTeparopa Mo OOECTICUCHHIO 3alUThl HHPOpMAHK B WHHOPMAITMOHHON
CUCTEME;

TpeOOBaHUSI K  3allUTe CPEACTB H  CHUCTEM, OOeCleYMBalIMX  (YHKIMOHUPOBAHUE
nH(pOpMaAITMOHHOM cucTeMbl (00ecTieunBaroIIet HHPPACTPYKTYPE);

TpeOoBaHUS K 3amuTe HWHGOpPMaUUMU TMpU HMHYOPMALMOHHOM B3aHUMOJCHCTBUM C HWHBIMH
MHGOPMAIMOHHBIMU CHCTEMaMU U MH()OPMAIIMOHHO-TEIEKOMMYHUKALIMOHHBIMU CETSMHU, B TOM UHUCIE C
MHGOPMAIMOHHBIMU CHCTEMaMHU YIOJHOMOYEHHOIO JIMIA, & TaKKe MPU MPUMEHEHUU BBIYUCIUTEIbHBIX
pecypcoB (MOIIHOCTEH), IPEIOCTABISAEMBIX YITOJTHOMOYCHHBIM JIUIIOM JIJII 00paboTKK HH(OpMAITUH.

[Ipu ompenenennn TpeGOBaHMM K cHCTEME 3alIMThl MHQOpPMAIMK HHPOPMAIMOHHON CHCTEMBI
VUYUTHIBAIOTCS TIOJIOKCHHSI TIOJUTUK oOecriedeHuss WHOOpMaAnMoHHOW Oe3omacHOCTH — oOiamarens
nH(popMaIuu (3aKa3unKa), a TAkKe MOJUTUK oOecrieueHrs HHGOPMAIIMOHHON 0€30MacCHOCTH OTepaTopa 1
YIIOJITHOMOYEHHOTO JIUIIA B YaCTH, HE MPOTUBOPEUaIel OJIUTUKAM obJafaaTesss tHpopManuu (3aKa3unka).

B ciyuae co3nanus nHGopMannoHHON cucTeMbl, (yHKIIMOHUPOBAHKHE KOTOPOIl MpernoaraeTcs Ha
06aze WH(POPMANMOHHO-TEIEKOMMYHUKAITMOHHOW  MHQPACTPYKTYphl IIeHTpa OOpabOTKH JTaHHBIX,
JOTIOIHUTEIBHO OIpeessaioTcss TpeOoBaHUS MO 3amuTe HHQOpPMAIMH, MOJUIekKallue peanu3alud B
nH()OPMAITMOHHO-TEJIEKOMMYHHUKAIITMOHHON HH(PACTPYKType IeHTpa 00pabOTKH TaHHBIX.
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Pa3paboTka cucreMsbl 3a1IUThl HHpOpMALMH HHPOPMAIITMOHHON CHCTEMbI

15. Pa3zpaboTka cucTembl 3amuThl HHQOpPMAUUM HHMOPMAMOHHONW CHUCTEMBI OpPraHHU3YeTCs
oOnanareneM nHpoOpMaIUU (3aKa3UHUKOM).

PazpaboTka cucremMbl 3amUThl WHGOpPMALUU HH(GOPMAIMOHHONH CHUCTEMBI OCYILECTBIISETCS B
COOTBETCTBUH C TEXHUYECKHM 3aJJaHUEM Ha CO3JaHHe MH(POPMAIMOHHONW CHUCTEMBI U (MJIH) TEXHUUECKUM
3aJaHueM (4acTHBIM TEXHHYECKMM 3aJaHMeM) Ha CO3[JaHHe CHCTEMbl 3alluThl HH(pOpMAIHUU
uHpopmanmonnoit cucremsl ¢ yderom ['OCT 34.601 "Hudopmamumonnas TtexHoiorus. Komruiekc
CTaH/IapTOB Ha ABTOMATU3MPOBAaHHBIE CHCTEMbl. ABTOMATH3MpOBaHHbIE cucTeMbl. Craauu co3paHus”
(manee - 'OCT 34.601), TOCT P 51583 u I'OCT P 51624 u B TOM 4HCII€ BKIIOYACT:

NPOEKTHPOBAHUE CHCTEMBI 3alIUTHI HH(OpMAIMK WHPOPMALIMOHHON CUCTEMBI;

pa3paboTKy  OSKCIUTyaTallMOHHOM  JOKYMEHTAlMd Ha  CHUCTEMYy  3allUThl  HH(OpMaIruu
UH(POPMALMOHHON CUCTEMBI;

MaKeTHPOBAHUE M TECTUPOBAHME CHUCTEMbI 3aIUTHl MHPOPMALUU WHPOPMALMOHHON CHUCTEMBI
(mpu HEOOXOMMOCTH).

Cucrema 3ammtbl MHPOpPMAUWMU WHPOPMALMOHHON CHCTEMBl HE JOJDKHA MPEMNsITCTBOBATH
JOCTIDKEHUIO 1IeTIel co31anusl MHPOPMALIMOHHONW CUCTEMBI U €€ (PYHKIIMOHUPOBAHHIO.

IIpu pazpaboTke cucTeMBbl 3aIIUTHl MH(OPMAIMK UHPOPMALMOHHOM CHUCTEMBI YUYHTHIBACTCS €€
UH(POPMALIMOHHOE B3auMOo/IeiicTBHE C UHBIMU UH(POPMALMOHHBIMU cucTeMaMi u
UH(POPMALMOHHO-TEJIEKOMMYHHUKAIIMOHHBIMU CETSMH, B TOM 4YHCJIE€ C MH(OPMAIIMOHHBIMH CHCTEMaMHU
YIOJIHOMOYEHHOTO JIMIA, a TakXke MNPUMEHEHHE BBIYMCIUTENBHBIX pecypcoB  (MOIIHOCTEN),
NPEOCTABIISEMBIX YIIOJTHOMOYEHHBIM JIMLIOM 11 00pabOTKU MH(POPMAIIUH.

Hudopmanus o6 usmenenusx: Ilyukm 15.1 uzmenen c 27 cenmaopa 2019 2. - Ilpuxkaz @PCTIK Poccuu
om 28 mas 2019 2. N 106
Cm. npedvloywyio pedaxkyuro

15.1. Tlpu mpoeKTUPOBAHUHU CUCTEMBI 3alTUTHI HHGOPMAIK HHHOPMAIITMOHHONW CUCTEMBI:

OTIPEIETISIOTCS] TUTBI CyOBEKTOB TOCTYMA (ITOJIH30BaTENH, TPOIIECCH U MHBIE CYOBEKTHI JOCTYIA) U
00BEKTOB JIOCTYyMa, SIBISIOMIMXCS OOBEKTaMH 3aIIUThl (YCTPOMCTBA, OOBEKTHI (PAiIOBOM CHCTEMBI,
3allyCKaeMble U HCIOJHSIEMbIE MOJYJIHU, OOBEKThl CHUCTEMBbl yNpaBiIeHHs OazaMu JaHHBIX, OOBEKTHI,
co3/1aBaeMble MPUKIIAIHBIM IPOrPaMMHBIM 00€CTIeYeHHEM, HHBIE O0BEKTHI IOCTYIA);

OTIPECIIAIOTCA METO/bI YIPABICHUS TOCTYIIOM (IUCKPELIMOHHBIN, MaHIaTHBINA, POJIEBOM WIIN WHBIE
METOJIbI), THUIBl JAOCTyNa (YTEHHEe, 3alKChb, BBIMOJIHEHHWE WM HHBIE THUIIBI JOCTyHa) M MpaBHiia
pasrpaHUyeHus] JOCTyla CyOBEKTOB JOCTyma K OOBEKTaM JocTymna (Ha OCHOBE CIIMCKOB, METOK
0€30MacHOCTH, POJICH M MHBIX TIPABMIT), TTOJICIKAIINE peaTn3aii B MHOOPMAITMOHHOW CHCTEME;

BBIOMPAIOTCS MEphl 3alIUThl MHPOpPMAIUK, MOAJEKAIIUE peanu3ald B CHUCTEME 3allUThl
nHpopmaIu HHPOPMAITMOHHON CUCTEMBI;

OTpEAeNAIOTCA BUABI U TUIBI CPEACTB 3alIUTHl HMH(OpMaLKU, 0OECTeYUBAIOUINE DPEaTU3ALUI0
TEXHUYECKUX MEp 3allluThl UHpOpMaLHH;

OTpeeINAeTCS CTPYKTypa CUCTEMBI 3alIUThl MHPOpMAIK WH(OOPMALMOHHONW CHUCTEMBI, BKIIOYAs
COCTaB (KOJIMYECTBO) M MECTA Pa3MEIICHHS €€ JIEMEHTOB;

OCYIIECTBIISIETCS. BHIOOP CPEACTB 3allUThl MH(DOpPMALMK, CEPTUPHUIMPOBAHHBIX HA COOTBETCTBHE
TpeOOBaHUSIM 1O O€30MacHOCTH HMH(POPMAIMH, C YYETOM UX CTOMMOCTH, COBMECTUMOCTH C
MH(GOPMAIIMOHHBIMU TEXHOJOTHSAMHU U TEXHHUYECKUMHU CPEACTBaMH, PYHKIMHA 0€30MacCHOCTH STUX CPEICTB
U 0COOCHHOCTEH UX pean3aluy, a TakKe Kiacca 3allUIEeHHOCTH HHPOPMAITMOHHON CHUCTEMBI;

onpeeNnsaoTcs TpeOOBaHUs K MapaMerpaM HACTPOMKH MPOrpaMMHOrO 0OeCredeHHs, BKII0Yast
nporpaMMHoOe oOecriedeHne CpeCTB 3allUThl HH(OpMalMK, 00eCIeUnBaIOIIUE PEATU3alI0 MEp 3alIUThI
uHbOpMallK, a TaKKe YCTPaHEHUE BO3ZMOXKHBIX YSA3BUMOCTEH MH(OPMALIMOHHONW CUCTEMBI, IPUBOASIINX
K BO3HUKHOBEHHIO yTPO3 0€30MacHOCTH HHGOPMAIUH;

OTpeAeIAI0TCA MEphl 3allUThl MHPOpPMAMK NpU HUH(OOPMALMOHHOM B3aWMOJAEWUCTBUU C WHBIMU
MHGOPMAIMOHHBIMU CHCTEMaMU U MH()OPMAIIMOHHO-TEJIEKOMMYHUKAIMOHHBIMU CETSMHU, B TOM UHUCIE C
MHGOPMAIMOHHBIMU CHCTEMaMHU YIOJHOMOYEHHOIO JIMIA, & TaKKe MPU MPUMEHEHUU BBIYUCINUTEIbHBIX
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pecypcoB (MOIIHOCTEH ), MPEAOCTABIAEMBIX YIIOJIHOMOYEHHBIM JIUIIOM 711 00pabOTKH HH(OpMAITUH.

Pe3ynbraThl NPOEKTUPOBAHMS CHUCTEMbI 3allUThl HHPOpPMAUK HHMOPMAIIMOHHONW CHUCTEMBbI
OTPAXKAIOTCSI B TPOEKTHOW JOKyMEHTAlMH (ICKU3HOM (TEeXHHYECKOM) MpoeKkTe W (Wiu) B paboueit
JOKYMEHTAIluM) Ha WH(POPMALMOHHYIO CHCTEMY (CHCTEMY 3aliuThl HMH(pOpMAMu HHYOPMAITMOHHON
cucremsl), paspabatbiBaeMbix ¢ yderoMm ['OCT 34.201 "Wudopmaunonnas texnosorus. Komruiekc
CTaHJApTOB Ha aBTOMATU3MPOBAHHBIC CUCTEMbI. BUbI, KOMIUIEKTHOCTh U 0003HaUEHHE JOKYMEHTOB IpU
co371aHuU aBTOMaTu3upoBaHHbIX cucteM" (anee - OCT 34.201).

[IpoexTHast AOKyMeHTanusi Ha WH(POPMAIMOHHYIO CHUCTEMY U (WJIHM) €€ CHUCTeMYy 3allHThI
UHPOPMALIMU TOJUIEKAT COTJIACOBAHMIO C ONEPATOPOM WH(OPMAIMOHHON CHCTEMBI B Cllydyae, €Clid OH
OIpEleJICH TaKOBBIM B COOTBETCTBUU C 3aKOHOJATenbCcTBOM Pocculickoir denepanum K MOMEHTY
OKOHYaHUS TPOEKTUPOBAHUS CUCTEMBI 3aIUTHl HH(POpMaIuy WH(GOPMAIIMOHHON CHCTEMBI U HE SIBIISETCA
3aKa34MKOM JIaHHON MH(POPMALMOHHOW CUCTEMBI.

IIpu otcyTrcTBUM HEOOXOAMMBIX CpPEACTB 3alIUThl HMHGOPMAIMM, CEPTUPHUIMPOBAHHBIX Ha
COOTBETCTBUE TPEeOOBaHUSAM IO 0e30MacHOCTH HH(pOpMAIMK, OpraHu3yercss paspaboTka (mopaboTka)
CPEZCTB 3alUTHl UHPOPMALMU U UX CepTU(UKALUSA B COOTBETCTBUU C 3aKOHOAATENHCTBOM Poccuiickoit
denepaluy WIK MPOU3BOIAUTCS KOPPEKTUPOBKA MPOEKTHBIX pPEHICHUH M0 MHPOPMALMOHHOW CHUCTEME U
(umm) ee cucTeMe 3allUThl MHPOPMALKMU C Y4YeTOM (PYHKIMOHAIBHBIX BO3MOXKHOCTEH MMEIOIIMXCS
CepTUPHUIMPOBAHHBIX CPEICTB 3AIUTHI HH(OPMAITHH.

[Ipy OpOEKTHPOBAaHMM  CHCTEMBI 3alIMTHl  WHGpOpMANMKM  WHPOPMALMOHHON  CHCTEMBI,
(GYHKIIMOHUPOBAHWE KOTOPOW TMpennoyaraercs Ha 0Oaze WHGOPMAIMOHHO-TEIEKOMMYHHUKAITHOHHOM
UHPPACTPYKTYphl LIEHTpa OOpaOOTKM MaHHBIX, Uil OJOKMPOBAaHUS AKTyaJbHBIX YIrpo3 0e30macHOCTH
UHPOpPMALMM  MOTYT OBITh NPUMEHEHBl  Mepbl  3alMThl  MHQOpMAIMH, pealu3yeMble B
UH(POPMALMOHHO-TEJIEKOMMYHHUKAIIMOHHON HH(paACTPYKType IEeHTpa 00pabOTKU JaHHBIX.

15.2. Pa3paboTka OSKCIUTyaTalMOHHOM JOKyMEHTAIlMM Ha CUCTEMYy 3allUThl HH(pOpMAIHUU
UH(POPMALIMOHHON CHUCTEMBI OCYLIECTBISIETCS B COOTBETCTBUM C TEXHHYECKMM 3a/laHUEM Ha CO3JaHHe
WHPOPMAIMOHHONW CHUCTEMBI U (WJIM) TEXHHMYECKUM 3a/laHueM (YacTHBIM TEXHHYECKHM 3aJaHHeM) Ha
CO3J1aHHE CUCTEMBI 3aIUTHl HHPOPMALUU HH)OPMAITMOHHON CUCTEMBI.

DKcIUTyaTallMOHHAs TIOKYMEHTAIUA Ha CUCTEMY 3alIUThl MH(OpMAIMi HH(HOPMAIIHOHHON CUCTEMBI
paspabareBaercst ¢ yaerom ['OCT 34.601, TOCT 34.201 u TTOCT P 51624 u nmomxkHa B TOM YHUCIE
coJiepXKaTh ONUCAHHE:

CTPYKTYPBI CUCTEMBI 3aIUThl HH(POpMaIuK HHPOPMAIIMOHHON CUCTEMBI;

COCTaBa, MECT YCTAaHOBKH, IapaMEeTpPOB M MOpsAKa HACTPOWKU CPEACTB 3aIUTHl MH(OpMAIHH,
IPOTrPaMMHOTO 00ecreueHHs] U TEXHUYECKUX CPEJICTB;

IpaBUJI SKCIUTyaTalliy CUCTEMBI 3aIUThl HHPOpMaIui HH(HOPMAIIMOHHON CUCTEMBI.

Nudopmarnms 06 mamenenusx: Illpuxazom PCTIK Poccuu om 15 ¢espans 2017 2. N 27 6 nynkm 15.3
BHECEeHbl USMEHEHUs.
Cm. mexcm nynkma 6 npeovioyujeil peoaxkyuu

15.3. Tlpu MakeTUpOBaHUM W TECTUPOBAHWHM CUCTEMBI 3alTUTHI MHPOpMaUu UHEHOPMAIIMOHHON
CUCTEMBI B TOM YHCJIE OCYIIECTBISIOTCS:

MpoBepka PaboOTOCTIOCOOHOCTH M COBMECTUMOCTH BBIOPAHHBIX CPEJICTB 3aIIUThl MHPOPMAIUH C
MH(GOPMAIIMOHHBIMU TEXHOJIOTUAMU U TEXHUYECKUMHU CPEICTBAMU;

MIPOBEPKa BBITIOJHEHHUSI BHIOPAHHBIMU CPEJCTBAMH 3alIUThl HH(OpMALUKU TpeOOBAHUN K CHUCTEME
3amuThl HHGOpPMAITUU HHOOPMAITMOHHOW CHCTEMBI,

KOPPEKTHPOBKA MPOEKTHBIX PEUIeHHH, pa3pab0TaHHBIX MPH CO3/1aHUU UH(DOPMALIMOHHONW CHCTEMBI
Y (WIM) CUCTEMBI 3aIUTH HHGOpMAITUU HHHOPMAITMOHHONW CUCTEMBI.

MaxkeTupoBaHue CUCTEMBI 3aIIUTHI HHPOPMAIMK HHPOPMAIIMOHHON CHCTEMBI U €€ TECTUPOBAHUE
MOKET TMPOBOAUTHCS B TOM YHCIE C HCIOJb30BAaHUEM CPEACTB M METOJOB MOJCIUPOBAHUS
MH(GOPMAIIMOHHBIX CUCTEM U TEXHOJIOTUN BUPTYaIU3aIUH.

BHeL[peHI/Ie CHUCTEMbI 3aIlIUTHI I/IH(l)OpMaIII/II/I HH(l)OpMﬂIIHOHHOﬁ CUCTEMbI
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16. Buenpenue cucrembl 3amuThl HHGOPMAIMM HH()OPMAIIMOHHOW CHUCTEMbBI OpPraHHM3YeTCs
oOnanareneM nHpoOpMAIUHU (3aKA3UHUKOM).

Buenpenune cucrembl 3amuThl MHGOpMANMM WHPOPMALMOHHOM CHUCTEMBI OCYILECTBISETCS B
COOTBETCTBUHM C MPOCKTHOM W SKCIUTyaTallMOHHOW NOKYMEHTAalMed Ha CHCTEMY 3allUThl MHPOpPMALUU
UH(POPMALMOHHOM CUCTEMBI U B TOM YHUCIIE BKIIIOYACT:

YCTaHOBKY M HACTPOMKY CPEICTB 3aLIUThI HH(OPMAIMK B MHPOPMALMOHHON CUCTEME;

pa3paboTKy JOKYMEHTOB, ONPEACISIOMUX MIPaBUiia U NPOLEAYPhl, peau3yeMble ONepaTOpOM s
obecrnieueHus 3amuThl HHPOpMaMK B WHPOPMAIMOHHON CHCTEME B XOJIe €€ JKCIUTyaTaluu (naiee -
OpraHU3aIMOHHO-PACHOPSAUTENBHBIE JOKYMEHTHI 10 3aIUTe HH(POPMAIINN);

BHE/IPEHHE OPTaHM3AIMOHHBIX MEp 3aIUThl HHPOPMALINY;

npeBapuTeNbHbIC UCTIBITAHUS CHCTEMBI 3allUTHI HH(OpMAIMKA HHPOPMALIMOHHON CUCTEMBI;

OTIBITHYIO 3KCILTYaTalllI0 CUCTEMBI 3alUTHI HH(POpMAUU HHPOPMAITUOHHONW CUCTEMBI;

aHau3 ysI3BUMOCTEH MH(OPMAIIMOHHON CHUCTEMbI M MPUHATHE MEp 3aIIUTHl UH(OPMAIMU 10 UX
yCTpPaHEHHUIO;

NPUEMOYHBIE HCIIBITAHUS CUCTEMBI 3aIIUTHI HHPOPMAUK HHPOPMALMOHHON CUCTEMBI.

K BHeapeHHio cuCTeMBl 3alIUThl HHPOPMALMU HHGOPMAIMOHHON CHCTEMBI IPHBIICKACTCS
orneparop MH(POPMALMOHHOW CHUCTEMBI B CJIydae, €CJIM OH ONpEACNeH TAaKOBBIM B COOTBETCTBHH C
3aKoHOJaTenbCTBOM Poccuiickoit denepanyu K MOMEHTY BHEIPEHHS CHUCTEMBI 3aIUTHI WH(GOpMAIUU
UH(POPMALMOHHOM CUCTEMBI U HE SIBJIETCS 3aKa3YHMKOM JaHHOW MH(POPMAIIMOHHON CHCTEMBI.

Nudopmarnus 06 mamenenusnx: Ilynkm 16.1 uzmenen c 27 cenmaopa 2019 2. - Ipuxkaz @PCTIK Poccuu
om 28 mas 2019 2. N 106
Cm. npedvloywyio peoaxkyuro

16.1. YcraHoBKa W HAacTpOWKa CPEACTB 3amMThl WHGOpPMAIMU B WHOOPMAIMOHHOW CHCTEME
JOJKHA TPOBOJUTHCS B COOTBETCTBHM C DJKCIUIyaTallUOHHOW JOKyMEHTalMeld Ha CHCTEMY 3allUThl
uHbopMaluu HTHPOPMAIIMOHHOM CHUCTEMBI U JOKYMEHTAIMEH Ha CpeICTBA 3aIUThl HHPOPMAIIHUH.

CpeactBa  3amuThl  HHQOpPMAIMK, YyCTaHaBIMBaeMble B  HH(POPMAIMOHHON  CHCTEME,
byHKIMOHUpPYIOIIEH Ha 0aze MHPOPMAIMOHHO-TEIEKOMMYHHUKAITMOHHOW HHQGPACTPYKTYPhI IIEHTpA
00pabOTKM JaHHBIX, TOJDKHBI OBITH COBMECTHMBI MEXIy COOOH, a TakKe CO CPEACTBAaMHU 3aIlUThI
uH(bOpMaIlMY, YCTAHOBJICHHBIMU B HMH(OPMALMOHHO-TEIEKOMMYHHUKAIIMOHHON HH(pacCTpyKType IeHTpa
00pabOTKHU JaHHBIX.

16.2. Pa3pabarpiBacMble  OpraHU3AIMOHHO-PACTIOPSAUTEIIBHBIC  JTOKYMEHTHI IO  3aluTe
uHGOpPMAIIMK TOJKHBI ONPEENATh MTpaBuiia U MPOIeTyphI:

yrpasiaeHus (aAMUHUCTPUPOBAHHUS) CUCTEMOM 3aIUTh HH(GOpMAIUU HHHOPMAITMOHHOW CHCTEMBI;

BBISIBJICHUSI WHIUACHTOB (OJHOTO COOBITHSI WM TPYIIBI COOBITUI), KOTOPbIE MOTYT MPHUBECTH K
cOOSIM WM HapyIIeHWI0 (YHKIIMOHUPOBAHUSA WH()OPMAIMOHHOW CHCTEMBI W (WJIM) K BO3HUKHOBEHHIO
yrpo3 6e3omacHoCTH HHGOPMAIINH (J1ajiee - UHIMICHTHI), U PEarupOBaHUs Ha HUX;

yOpaBieHUs] KOH(Urypalueld aTTecTOBaHHOW HMH()OPMALIMOHHOW CHCTEMbl M CHCTEMbI 3alllUThI
nHpopmaIu HHPOPMAITMOHHON CUCTEMBI;

KOHTpPOJI (MOHUTOPHUHTA) 32 00ECTIEYCHUEM YPOBHS 3aIUIIEHHOCTH WH(pOpMaIu, coaepKamieincs
B MH(POPMAIIMOHHOU CUCTEME;

3alUThl MHGOPMAaLMK TMPH BBIBOJAE M3 JKCIUTyaTallMM HH()OPMALIMOHHOW CHUCTEMBI WJIM TOCHE
MPUHSATHUS PEIICHUsT 00 OKOHYaHUU 00pabOTKU MH(POPMAIIHH.

16.3. IIpu BHeIpeHUN OpraHU3AIMOHHBIX MEP 3aIIUTHl HHGOPMAIIH OCYIIECTBIISIOTCS

peanuzanysi IpaBUJ pa3rpaHUYEeHHs JOCTYIA, PErVIaMEHTUPYIOLIUX IpaBa JOCTyNna CyObEeKTOB
nocTyna K OoOBbeKTaM JOCTyNa, M BBEACHHE OrpaHWYEHHM Ha JIEHCTBUS MOJIb30BaTeJeil, a Takke Ha
M3MEHEHHUE YCJIOBMM JKCIUTyaTallMM, COCTaBa M KOH(MUTYpalMy TEXHHUYECKHUX CPEJCTB U MPOrPaMMHOTO
obecrneyeHus;

MPOBEPKa MOJIHOTHI U JETATbHOCTH OMUCAHMS B OPraHU3aIl[MIOHHO-PACTIOPSAUTEIbHBIX TOKYMEHTax
Mo 3amuTe WHPOpMaUKU AEUCTBUI TMOJIB30BATEICH W aIMUHUCTPATOPOB MH(POPMAIIMOHHON CHCTEMBI IO
peanu3anuy OpraHu3allMOHHBIX Mep 3alUThl HH()OPMALIUK;

0TpaboTKa NEHCTBUI AOKHOCTHBIX JIMII U MOAPA3/IeIeHH, OTBETCTBEHHBIX 33 pealn3aluio Mep
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3amUThl HHPOPMAIIHH.

16.4. IIpenBapuTenbHble UCTIBITAHUS CHCTEMBI 3aIIUTHl HHPOPMAUN HHOOPMAIIMOHHONH CHUCTEMBI
npoBogsaTcs ¢ yuerom [OCT 34.603 "WUndopmanmonnas TexHojorus. Buuael ucnbITaHuit
aBromMatu3npoBaHHbIx cuctem" (manmee - OCT 34.603) u BKIIOYAIOT MPOBEPKY pabOTOCTIOCOOHOCTH
CHCTEMBI 3alMThHI HH(POpMAIMK HHPOPMALIMOHHON CHUCTEMBI, a TAK)KE IPUHATHE PEIICHHUS O BO3MOKHOCTH
OTIBITHOM SKCIUTyaTalliy CUCTEMBI 3aIIUTHI MHPOPMALUU HH(POPMAITMOHHONW CUCTEMBI.

16.5. OmpiTHas SKcIUTyaTalMs CHUCTEMBI 3alIUThl MH(OpMAnu HHGOPMAIIMOHHONH CHCTEMBI
npoBogutca ¢ yuerom ['OCT 34.603 u BkiIO4aeT NpoBEpKY (YHKIMOHUPOBAHUS CHUCTEMBI 3aIlUTHI
uHpOpMaLUu MHYOPMAITMOHHOW CHUCTEMBI, B TOM YHUCIIC PEATM30BAHHBIX Mep 3aIlUThl MHPOpPMaLUH, a
TaKe TOTOBHOCTb IOJIb30BaTENEeH M aJMUHUCTPATOPOB K HKCIUTyaTallMH CUCTEMBI 3allIUThl WH(OpMAIUU
UH(POPMALIMOHHON CUCTEMBI.

Nudopmanus 06 mamenenusx: I[lpuxazom PCTIK Poccuu om 15 ¢espana 2017 2. N 27 6 nynkm 16.6
BHECEHbl USMEHEHUs.
Cm. mexcm nynkma 6 npeovioyujeil peoaxkyuu

16.6. AHanmu3 ysa3BUMOCTEH WHOOPMAIMOHHOM CHCTEMBI TIPOBOJUTCS B IEISIX OICHKH
BO3MOXKHOCTH TIPEOI0JICHUS HAPYIIUTEJIEM CUCTEMBI 3alUThl HH(OpMAaLU UHPOPMALIMOHHOW CUCTEMBI 1
MPEIOTBPAICHUS Pea3aIlii yTPo3 0€30MacHOCTH HHGOPMAIIHIH.

AHanmu3 ys3BUMOCTEeH HWH(OPMAIMOHHOW CHUCTEMBI BKJIIOUACT aHAJIU3 YSA3BUMOCTEH CpEICTB
3alUThl HH(OPMALUU, TEXHUYECKUX CPEJICTB U IPOrpaMMHOr0 obecreueHus: HHPOPMaIlMOHHON CUCTEMBI.

[Tpu ananuze ys3BUMOCTEH WHGOPMALMOHHOW CHUCTEMBI MPOBEPSIETCS OTCYTCTBHE H3BECTHBIX
ySI3BUMOCTEH Cpe/ICTB 3alUThl HH(GOPMALIUU, TEXHUYECKUX CPEACTB U MPOrPaMMHOT0 00ecrieueHusi, B TOM
YHClie ¢ Y4eTOM MH(pOpMalluu, UMEIOIIENcs Yy pa3pab0oTUUKOB U MOJIYYEHHON U3 APYTUX OOLIEAOCTYIHBIX
MCTOYHUKOB, NPaBUJIBHOCTh YCTAHOBKM M HACTPOMKH CPEICTB 3alIUThl HMH(GOpPMAlMU, TEXHUYECKUX
CPEJICTB U MPOTPAMMHOI0 OOecreyeHus], a Takke KOPPEKTHOCTh PadOThI CPENICTB 3alUThl HHPOPMAIUH
IIPU UX B3aUMOJICHCTBUU C TEXHUUECKUMHU CPEICTBAMU U MPOTPaAaMMHBIM 00€CIICUEHUEM.

B cnydae BbIsiBIIeHUSs ySI3BUMOCTEH MH(GOPMALIMOHHON CUCTEMBI, MPUBOASIINX K BOZHUKHOBEHUIO
JOTIOIHUTEBHBIX ~ YIpo3 Oe3omacHOCTH HWHGOpMAalWK, MPOBOAUTCA YTOUHEHHE MOJENIH YIpo3
0e3omacHOCTH MHGOPMAlMKU M MPH HEOOXOJUMOCTH NPUHHUMAIOTCA JOMOJHUTENIbHBIE MEphI 3aIIUThI
uHbOpMallMy, HaMpaBJIEHHbIE Ha YCTPaHEHHE BBISBICHHBIX YSI3BUMOCTEM WM HCKIIIOYAIOLIUE
BO3MOXXHOCTh MCIIOJIb30BAHMSI HAPYIIIUTENIEM BbISIBICHHBIX ySI3BUMOCTEH.

[To pe3ynbraTam aHanan3a ysS3BUMOCTEW JOKHO OBITh MOATBEPXkACHO, YTO B MH(OPMALMOHHON
CUCTEME OTCYTCTBYIOT YSI3BUMOCTHU, COJieprKaliecsi B 0aHKE JaHHBIX yrpo3 0e30MacHOCTH MH(pOpMaIUU
OCTOIK Poccun, a Takke B MHBIX MCTOYHUKAX, WJIM WX HCIOJIb30BaHHUE (DKCIUTyaTallusl) HapyIIUTEIEeM
HEBO3MOKHO.

16.7. TlpuemMouyHblE HUCHBITAHHS CHUCTEMBl 3aIIUTHl HHPOpMaUU WHOOPMAITMOHHOM CHCTEMBI
npoBosaTcs ¢ yuerom ['OCT 34.603 u BKIIIOYAIOT MTPOBEPKY BBHITTOJTHEHHUST TPEOOBAHUI K CUCTEME 3aIUThI
uHbopMalmu WHGOPMALMOHHON CHUCTEMBI B COOTBETCTBUM C TEXHHYECKHUM 3aJaHHEM Ha CO3JaHHe
HH)OPMAITMOHHOW CHUCTEMBbl W (WJIHM) TEXHUYECKHM 3aJlaHueM (YaCTHBIM TEXHHYECKUM 3aJaHHEeM) Ha
CO3/1aHH€ CHUCTEMBI 3aIUTHI HH(OpMaLUK HHOPMAIIMOHHON CUCTEMBI.

ATtTecTauus HHGPOPMALMOHHOM CUCTEMbI M BBOJI €€ B JIeliCTBHE

Hudopmanus o6 usmenenusx: I[lyukm 17 usmenen ¢ 27 cenmabpsa 2019 e. - Ilpuxaz @®CTIK Poccuu
om 28 mas 2019 2. N 106
Cm. npedvloywyto pedakyuio

17. Atrecranus WHPOPMALMOHHOM CHUCTEMbl OpraHusyercs obnaxateneM HHGpOpMAIUU
(3aKa34MKOM) HJIM ONEPAaTOPOM M BKIIIOYAET MPOBEJCHHE KOMIUIEKCA OPTaHM3ALMOHHBIX U TEXHUYECKUX
MEpONPUATHH (ATTECTAIIMOHHBIX HCHBITAaHWN), B PE3yJIbTaTe KOTOPBIX MOJTBEPMKIACTCS COOTBETCTBHE
CHCTEMBI 3alIUThl HH(OpMAIK WHPOPMALIMOHHON CHCTEMBbI HACTOAIMM TpeGoBaHUsAM.

[IpoBeneHne aTTecTAlIMOHHBIX MCHBITAHUN MH(OOPMAIIMOHHONW CHCTEMBI JOJHDKHOCTHBIMHU JIMIIAMH
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(paOOTHHMKaMH), OCYIIECTBISIOUIMMUA IPOEKTUPOBaHME M (WJIM) BHEAPEHHE CHCTEMBl 3allUThI
uHpOpMauu HHOOPMAITMOHHON CHCTEMBI, HE JOIYCKaeTCsl.

17.1. B xauecTBe UCXOIHBIX JAHHBIX, HEOOXOIUMBIX JJISl ATTECTAMU UH()OPMAIIMOHHON CHCTEMBI,
UCTIONIB3YIOTCS. MOJIENIb Yrpo3 0e30macHOCTH WHGOpMaluu, akT Kiaccu(ukanuun HHGOPMAIIMOHHON
CHCTEMBI, TEXHUYECKOE 3a/laHie Ha CO3aHue MH(OPMAIIMOHHON CUCTEMBI U (MJIM) TEXHHUYECKOE 3aJaHue
(yacTHOE TEXHHYECKOE 33JaHME) Ha CO3/aHUE CHUCTeMbl 3aIIUThl WHpOpManUU HHEPOPMAIMOHHON
CHCTEMBl, NPOCKTHAas M OKCIUTyaTallMOHHAs JOKYMEHTAIlMsi Ha CHCTEMY 3alllUThl HH(POpPMAaLUU
UH(POPMALIMOHHON CHUCTEMBbI, OPraHNU3aIMOHHO-PACIIOPSAAUTENbHBIE JOKYMEHTHI IO 3alIUTe UH(OpMAIIHH,
pe3ynbpTaThl aHalu3a YSA3BUMOCTEH WH(GOPMAIIMOHHON CHCTEMBI, MaTepUallbl MPEABAPUTEIBHBIX H
NPUEMOYHBIX MCIBITAHUH CHCTEMBI 3aIIUTHl WHGpOpMANUK HH(GOPMAIIMOHHON CHUCTEMBI, a TaKXe WHBIC
JIOKYMEHTBI, pa3pabaTbiBaeéMble B COOTBETCTBUH C HACTOSIIIUMH TpeGOBaHUSIMHU.

Nudopmanus 06 mamenenusx: [lyukm 17.2 uzmenen c 27 cenmaopsa 2019 2. - Ipukaz PCTIK Poccuu
om 28 mas 2019 2. N 106
Cm. npedvloywyio peoaxkyuro

17.2. Atrectranmsi MHGOOPMAITMOHHOW CHCTEMBI MPOBOJMTCS B COOTBETCTBHH C MPOTrpamMMoONl M
METOJMKaMU aTTECTAIlMOHHBIX UCIBITAHUN 10 Hadajga oOpaboTKu MH(pOpMaLWu, MOAJTEKAIIEH 3alIuTe B
uHbopMallMoHHON cucteme. Jlg mpoBeneHus aTTecTaldd HMHGOPMALMOHHONW CHUCTEMBI MPUMEHSIOTCS
HaI[MOHAJbHBIE CTAHIAPTHI, a TaKXKe METOJUWYECKHE IOKYMEHTHI, pa3paOOoTaHHBIE U YTBEp)KICHHbBIE
OCTOK Poccun B cooTBeTcTBUU ¢ ToanmyHKToM 4 myHkTa 8 [lomoxenus o dexepanbHOil ciayx0e 1o
TEXHHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO, YTBEpKJIeHHOro Yka3zoM [Ipesunenta Poccuiickoin @eneparuun
ot 16 aBrycra 2004 r. N 1085.

[To pemenuto 3akazuuka (Omeparopa) aTTECTALIMOHHBIE MCIBITAHHS MOTYT OBbITh COBMEILEHBI C
IPOBEJICHUEM MPUEMOUYHBIX UCIBITAHUN UHPOPMAITMOHHON CUCTEMBI.

[To pe3ynpTaTaM aTTECTAIlMOHHBIX HCHBITAHUN OGOPMIISIOTCS MPOTOKOIBI AaTTECTAI[MOHHBIX
UCIBITAHUHM, 3aKIIIOYEHHE O COOTBETCTBUU HH(OPMALMOHHOW CHCTEMBI TpeOOBaHUSAM O 3alUTe
uHbOpMallMl W aTTECTaT COOTBETCTBUS B CIy4yae IOJOXKUTEIbHBIX pe3ylbTaTOB AaTTECTALlMOHHBIX
WCIIBITAHM.

[Ipy npoBeneHHM aTTECTALMOHHBIX HWCIBITAHUNA JOJDKHBI HPUMEHATHCA CIEAYIOIINE METOJbI
MIPOBEPOK (MCTIBITAHUN):

9KCIIEPTHO-I0KYMEHTAIbHBIM METOJ], MpeayCMaTpPUBAIOIINI MPOBEPKY COOTBETCTBUS CHCTEMBI
3anUThl  MHQOpMAanMKU HHQOPMAIIMOHHOM CHUCTEMbl YCTAHOBJIEHHBIM TpEOOBaHUSAM 10 3alUTe
uHopMalu, Ha OCHOBE OLICHKHU AKCILTyaTallMOHHON JOKYMEHTAIIH,
OpraHM3aIlMOHHO-PACTIOPSAUTEIbHBIX JOKYMEHTOB [0 3alluTe WH(pOpMalMM, a TakkKe YCIOBUMI
(GyHKIMOHUPOBaHUS HHPOPMAITMOHHON CUCTEMBI,

aHAJINU3 YSI3BUMOCTEH MH(DOPMAIIMOHHOW CHUCTEMbI, B TOM YHKCI€ BBI3BAHHBIX HENpPaBUIbLHOU
HACTPOUKOW (KOHPUTYPUPOBAHKEM) POTPAMMHOI0 00ECTICUCHHSI M CPEJICTB 3aIIUTHI HHGOPMAIIHH;

UCIBITAHUS ~ CHUCTEMBl  3alIMThl  WHGOPMALMKU  MyTeM  OCYIIECTBICHHUS  TOIBITOK
HECaHKIITMOHMPOBAHHOTO J0CTyna (BO3JEHCTBUS) K HMH(POPMAIIMOHHOM cHUCTeMe B 00XOJ €€ CHUCTEMBI
3amuTHl HH()OpMAITUH.

17.3. [omyckaercss arrectanusi HWHPOPMAIMOHHOW CHCTEMBl Ha OCHOBE pE3yJbTaTOB
aTTECTAllMOHHBIX  WCIBITAHUN  BBIJEJICHHOTO Habopa CErMeHTOB HH(DOPMALIMOHHOW  CUCTEMBI,
peaTu3yIONIKX MOJHYIO TEXHOJIOTHIO 00pab0oTKH HH(OpMAITUH.

B sToMm ciydae pacnpocTpaHeHHe aTTecTaTa COOTBETCTBUSA Ha APyTrHUe CErMEHThI HH()OPMALMOHHON
CUCTEMBl OCYULIECTBIJIIETCS NPHU YCIOBHMM KX COOTBETCTBUS CErMEHTaM HMH()OPMAIIMOHHOW CHCTEMBI,
MPOMIEIIINM aTTeCTAllMOHHbBIE UCTIHITAHUSI.

CerMeHT cUMTaeTcsi COOTBETCTBYIOUIMM CETMEHTY HMH()OPMAIMOHHOM CHUCTEMBI, B OTHOIICHUU
KOTOPOT0 OBLIN MPOBEAEHbI aTTECTAIIMOHHBIE UCTIBITAHUS, €CIU JUIsl YKa3aHHBIX CETMEHTOB YCTaHOBJICHBI
OJIMHAKOBbIE KJIACChl 3aIMIICHHOCTH, YTPo3bl 0€30MacHOCTH HMH(OPMAlMH, peaqu30BaHbl OJMHAKOBHIE
MPOEKTHBIE PEIICHUs 0 NH()OPMALIMOHHON CUCTEME U €€ CHCTEME 3alUThl HHPOpMAIUH.

CooTBeTcTBHE CErMEHTa, Ha KOTOPBIA pacHpOCTpaHSETCs AaTTecTaT COOTBETCTBHS, CETMEHTY
MH(GOPMAIIMOHHON CHCTEMbI, B OTHOIIEHHWU KOTOPOro ObUIM MPOBEACHBI aTTECTALlMOHHBIE HCIBITAHUS,
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NOATBEPKIACTCS B XOJIe¢ NPUEMOYHBIX HCIBITAHUH WHPOPMALMOHHOM CHCTEMBI WM CETMEHTOB
UH(POPMALIMOHHON CUCTEMBI.

B cermenTax nH(pOpMaIMOHHON CUCTEMBI, HA KOTOPbIE PaCIPOCTPAHAETCS aTTeCTaT COOTBETCTBUS,
OIepaTopoM 00eCIeunBaeTCsl COOMIOACHUE HKCIUTyaTallMOHHOW JOKYMEHTAllMM Ha CHUCTEMY 3allUThl
uHpOpMauu HHGOPMAIIMOHHONM CHUCTEMBl W OpPraHU3ALMOHHO-PACTIOPSIUTEIBHBIX JIOKYMEHTOB IIO
3anuTe nHpopMaluu.

OcobeHHOCTH aTTecTali MH(POPMAITMOHHONW CHCTEMBI HA OCHOBE PE3yJIbTATOB aTTECTAllMOHHBIX
UCTIBITAHUH BBIJCJIEHHOTO HA0opa ee CETMEHTOB, a TAK)KE YCIOBUS U OPSI0K PACIPOCTPAHEHUs aTTecTara
COOTBETCTBUSI Ha JpYrHe CErMEHThl HH(GOPMAIMOHHON CHUCTEMBI OINpENeNIoTCS B MporpaMMe H
METOAMKAX aTTECTALIMOHHBIX UCIIBITAHUH, 3aKIIOUYCHUN U aTTeCTaTe COOTBETCTBUS.

Hudopmanus o6 usmenenusx: I[lyukm 17.4 uzmenen c 27 cenmaopsa 2019 2. - Ipuxaz @PCTIK Poccuu
om 28 mas 2019 2. N 106
Cm. npedvloywyio peoaxkyuro

17.4. ATTecTaT COOTBETCTBHSI BBIJJAETCSI HA BECh CPOK IKCIUTyaTallud MHGHOPMAITMOHHOW CHCTEMBI.
Omnepatop (oOnamarens wHOpMaIMK) B XOJ€ OHKCIUTyaTalud HWHGOPMAIIMOHHONW CHUCTEMBI JIOJDKCH
o0OecrieunBaTh MOJJEPKKY COOTBETCTBUS CHCTEMBI 3alIUThl MHPOpPMAIMH aTTECTaTy COOTBETCTBUS B
paMKax peanu3alud MepOTPUSITHH, MPEyCMOTPEHHBIX MyHKTOM 18 HacTosmux TpeboBaHmil.

17.5. BBoxg B peiicTBue WH(DOPMAITMOHHOW CHUCTEMBI OCYIIECTBIISIETCSI B COOTBETCTBHH C
3aKO0HOJAaTeILCTBOM Poccuiickoit denepanun o6 mHpOpMaIuy, WHPOPMAIMOHHBIX TEXHOJOTHUSIX H O
3amute nHpopmarmu u ¢ yuetom ['OCT 34.601 u nmpu HaIU4IHK aTTeCTaTa COOTBETCTBUS.

Hudopmanus o6 usmenenusx: I[lyukm 17.6 usmenen c 27 cenmaops 2019 . - Ilpuxkaz PCTIK Poccuu
om 28 mas 2019 2. N 106
Cm. npedvloywyto pedakyuio

17.6. WudopmauroHHbIE CHUCTEMBI, (YHKIMOHUpYIOIIME Ha Oa3e oOmie HHPPaCTPYKTYpbI
(cpelncTB BBIYMCIMTENBHOM TEXHHKH, CEPBEPOB TEIEKOMMYHHKAIIMOHHOTO OOOPYIOBaHUS) B KayecTBE
NPUKJIAJHBIX CEPBUCOB, MOAJIEKAT ATTECTALMU B COCTABE YKa3aHHOU HHPPACTPYKTYPHI.

B ciyyae eciu nHpOpPMaLMOHHAS cucreMa co3zaercs Ha Oaze
UH(POPMALMOHHO-TEIEKOMMYHHUKAITTOHHON UHPPACTPYKTYPHI LIEHTpa 00paboTKu JAHHBIX
YIOJIHOMOYEHHOTO JIMIA, Takas MHPPACTPYKTypa LeHTpa 00pabOTKU JaHHBIX JTOJHKHA OBITh aTTECTOBAaHA
Ha COOTBETCTBUE HACTOSIIUM TpeGoBaHUAM.

[Ipu atrectanmu MHPOPMALMOHHON CHCTEMBI JOJDKHBI MCIONB3YIOTCS# pEe3yNbTaThl aTTeCTAIlH
o0ielt HHPPaCTPYKTYphI oriepaTopa HHPOPMALMOHHON CUCTEMBI.

Ob0ecnieyenune 3alIUTHI HHPOPMALMHU B X0/ IKCIIYaTALMU ATTECTOBAHHOI UH(opMaOHHOI
CHCTEMBI

Nudopmarnus 06 mamenenusx: I[lynkm 18 usmenen ¢ 27 cenmabpsa 2019 2. - Ilpuxaz @®CTIK Poccuu
om 28 mas 2019 2. N 106
Cm. npedvloywyio pedaxkyuro

18. OGecreuenue 3ammThl MHPOPMAMH B XOJA€ OHKCIUTyaTalid WHOOPMAIMOHHOW CHCTEMBI
JOJKHO OCYUIECTBIIATHCSA OINEPAaTOPOM B COOTBETCTBUU C OKCIUTYyaTallMOHHOM JOKyMEHTaluel u
OpraHU3aIMOHHO-PACTIOPSAUTEILHBIMUA TOKYMEHTAMHU MO 3aliuTe MH(GOPMAlMU U BKIIIOYATh CIIEAYIOIINE
MEPONPUSITHUS:

IUTAHUPOBAHKUE MEPOTIPUATHH MO 3a1uTe HHPOpMaIK B HTHPOPMAIIMOHHON cucTeMe;

aHaJu3 yrpo3 6e30macHOCTH HHPOpMAIHK B HTHGHOPMAIIMOHHON CUCTEME;

yrpasieHue (aIMUHUCTPUPOBAHUE) CHCTEMOM 3aIUThl HH(DOpMAIUK HHHOPMAITMOHHOW CUCTEMBI;

yhpaBiieHHe KoHpUrypamueit HHpOPMAIIMOHHOM CUCTEMBI U €€ CUCTEMOM 3aIlUThl HH()OPMALINK;

pearupoBaHue Ha UHLIUICHTBHI;

nH(opMuUpOBaHUE U 00yUeHHE NTepcoHaa HHPOPMAITMOHHON CUCTEMBI,
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KOHTPOJb 32 OOECIEYEeHHWEM YpPOBHS 3alUIIEHHOCTH MHGOpMAIMM, COJEpKalleics B
UH(POPMALIMOHHON CHUCTEME.

Hudopmanus 06 usmenenusx: I[lyukm 18.1 uszmenen c 27 cenmaopsa 2019 2. - Ilpuxkaz PCTIK Poccuu
om 28 mas 2019 2. N 106
Cm. npedvloywyio peoaxkyuro

18.1. B xo/1e turaHupoBaHUS MEPOTIPUATHNA 10 3alUTe HHPOPMAIMA B HHPOPMAIIMOHHON CUCTEME
OCYIIECTBIISIOTCS:

ofpeziesieHUue JUI, OTBETCTBEHHBIX 3a IJIAHUPOBAHUE M KOHTPOJIb MEPONPHUATHI MO 3aliuTe
nHpopmaruy B H”HGOPMAIIMOHHON CHCTEME;

orpeziesieHUE JIML, OTBETCTBEHHBIX 32 BBISIBJICHHE UHLUJCHTOB U PearupoBaHue Ha HUX;

pa3zpaboTKka, yTBEp)KICHHE M aKTyalu3alus IUIaHa MEpONpUATUN Mo 3amure uHbopManuu B
WH()OPMAITMOHHOM CUCTEME;

onpeziefieHue TMOpsAAKAa KOHTPOJS BBIIOJHEHHS MEPONPHUSITHUA 1O OOECIEeUeHUIO 3alllUuThl
uHbopMaluu B THPOPMAITMOHHON cucTeMe, MPEAYyCMOTPEHHBIX YTBEPKIEHHBIM IIJITAHOM.

[Tnan meponpusaTuil no 3amure nHGoOpMauyu B UHOOPMALIMOHHONW CUCTEME YTBEP)KJIAETCSI BMECTE
C TMpaBOBBIM AaKTOM OpraHa HCIOJHUTENBHON BJIacTU O BBOAE HWH(MOPMALMOHHONW CHUCTEMBI B
JKCILTyaTaluIo.

KoHTponb BBINOMHEHUS MEPONPUATUN, MPETYyCMOTPEHHBIX IUJIAHOM MEPOINPUSATHI MO 3aluTe
uHbopMalmu B HH(OPMALMOHHOW CHUCTEME, OCYILECTBISETCS B CPOKH, OIpeAeNieHHbIe YKa3aHHBIM
IUTAHOM.

Hudopmanus o6 usmenenusx: [lynkm 18.2 usmenen c 27 cenmaopsa 2019 . - Ilpuxkaz @PCTIK Poccuu
om 28 mas 2019 2. N 106
Cm. npedvloywyto pedakyuio

18.2. B xoxe ananu3a yrpo3 06e30macHOCTH MHpOpMaLUU B UH(OPMAIIMOHHON CHCTEME B XOJIE €€
HKCIUTYaTaI[MH OCYIIECTBIISIOTCS:

BBISIBJICHHE, aHAJIM3 M YCTPAHEHUE YSA3BUMOCTEH MH()OPMAIIMOHHON CUCTEMBI;

aHaIu3 U3MEHEHHUs yrpo3 6e30MacHOCTH HHPOPMALUU B HHPOPMALTMOHHON CUCTEME;

OLICHKa BO3MOXXHBIX TIIOCIEACTBUH peanu3alMu yrpo3 O€30MacHOCTH HMH(QOpPMaLUU B
UH(POPMALIMOHHON CHUCTEME.

[lepponnyHOCTh  TMPOBEACHUS  yKa3aHHbIX  pabOT  oOmpenensercss  OmepaTopoM B
OpraHU3aIMOHHO-PACHIOPSAUTENBHBIX TOKYMEHTAX MO 3alIiuTe HHPOPMALIUH.

Nudopmarnus 06 mamenenusnx: I[lyukm 18.3 uszmenen c 27 cenmaopsa 2019 2. - Ilpuxkaz PCTIK Poccuu
om 28 mas 2019 2. N 106
Cm. npedvloywyio peoaxkyuro

18.3. B xome ympaBiaeHus (aAMHUHHCTPUPOBAHHWSA) CHUCTEMOH  3alUThl  WHPOPMAIUH
UH(POPMAIIMOHHOW CUCTEMBI OCYIIECTBIISFOTCS:

OTIpeNIeJICHUE JIMIl, OTBETCTBCHHBIX 3a YIpaBICHUE (aIMUHHCTPHPOBAHUE) CUCTEMOW 3alllUTHI
nHpopmaIu HHPOPMAITMOHHON CUCTEMBI;

yIpaBJICHUE YYETHHIMH 3allMCSMH TOJB30BaTEICH W TOIACPKaHUE B aKTYaIbHOM COCTOSHHUH
NpaBWJI pa3rpaHUYCHHS JOCTYIa B HH)OPMAIIMOHHON CHCTEME;

yIpaBJICHUE CPEIICTBAMH 3alIUTHI HH(OpMAIMKA HHPOPMAIIMOHHOW CUCTEMBI,

yIpaBJieHue OOHOBJICHHUSMHU IMPOTPAMMHBIX M MPOTPAMMHO-AINMApaTHBIX CPEACTB, B TOM YHCIE
CpPEeACTB 3amUThl HH(OpMAIMKA, C Yy4EeTOM OCOOEHHOCTEH (YHKIIMOHHPOBaHMS WHOOPMAIMOHHOM
CUCTEMBI;

[CHTPAU30BAHHOE YIIPABJIICHUE CHCTEMOW 3amuThl WHGOpMAIu WHPOPMAIMOHHOW CHUCTEMBI
(mpu HEOOXOIUMOCTH);

MOHHUTOPHHT U aHAJIN3 3apETUCTPHUPOBAHHBIX COOBITHI B MH(POPMAITMOHHOW CHCTEME, CBSI3aHHBIX C
obecrieueHreM 0e301MacHOCTH (J1ajiee - COOBITHS 6€30MacHOCTH);

obecrieueHrne (PyHKIIMOHUPOBAHMSI CUCTEMBI 3aIIUTHI MHPOpMaUU WHHOPMAITMOHHONW CHUCTEMBI B
X0Ze  ee  OJKCIUlyaTallud,  BKJIOYas  BEJCHUE  OKCIUIyaTalldAOHHOW  JIOKyMEHTAllMd |
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OpTraHHU3allMOHHO-PACTIOPAAUTCIIBHBIX JOKYMCHTOB 110 3allIUTC I/IHq)OpMaI_II/II/I.

Nudopmarnus 06 mamenenusx: I[lynkm 18.4 uzmenen c 27 cenmaopsa 2019 2. - Ipuxaz @PCTIK Poccuu
om 28 masn 2019 2. N 106
Cm. npedvloywyo peoaxkyuro

18.4. B xoxe ympaBneHusi KoH(pUTypanue HHPOPMAIMOHHON CHUCTEM U €€ CHCTEMBbI 3aIllUTHI
nH(GOpPMaIIUU OCYIIECTBISIOTCS:

oTpeziesieHUe JIL, KOTOPBIM pa3pelieHbl eHCTBUS MO0 BHECEHUIO U3MEHEHUN B KOH(Urypaluio
MH(GOPMAIIMOHHON CUCTEMBI M €€ CHUCTEMBI 3aIllUThl UH(POPMALIUU, U UX [TOJIHOMOYUH;

orpeziesieHue KOMIIOHEHTOB MH(OPMAIIMOHHOM CHCTEMBl U €€ CHCTEMBbl 3alluThl MH(pOpMaluu,
MOJJIeKANIMX HM3MEHCHMIO B paMKaxX yIpaBjieHuss KoHpurypamuwei (umeHTudukanus oOBEKTOB
yhopaBlieHUs] KOHUrypalyeil): mporpaMMHo-amnapaTHble, TpOrpaMMHBIE CPEJICTBA, BKJIIOYAs CpeICTBa
3amUThl MHGOpMAlMU, HMX HACTPOMKM W NPOrpaMMHBIM KOJ, SKCIUTyaTallMOHHAs JOKYMEHTaIus,
uHTepdelichl, paiiapl U MHBIE KOMIIOHEHTSHI, MOJIeKAIINE U3MEHEHHUIO U KOHTPOJIIO;

yOpaBlieHHEe U3MEHEHUSIMH HH()OPMAIIMOHHOM CHCTEMBI M €€ CHUCTEMBbl 3allluThl MH(pOpMaIuu:
pa3zpaboTka mapaMeTpoB HACTPOWKH, 00ecreuMBarOMIUX 3alIUTy WH(GOpPMALUKU, aHaJIU3 MOTEHIUAIBHOTO
BO3/ICICTBUS IJIaHUPYEMbIX W3MEHEHUH Ha oOecredeHue 3amuThl HH(OpMaluH, CaHKIHMOHMPOBAHHE
BHECEHUS H3MEHEHUH B HHOOPMALMOHHYIO CHUCTEMY U €€ CHUCTeMy 3allluThl uH(pOpMaluwy,
JOKYMEHTHUPOBAaHUE JEHCTBUI MO BHECEHHIO M3MEHEHUH B MH(GOPMAIMOHHYIO CHCTEMY M COXpaHEHUE
JAHHBIX 00 U3MEHEHUSIX KOH(MUTYpaIuH;

KOHTPOJIb JEHCTBUIA IO BHECEHUIO HM3MEHECHHMA B HMH(POPMAIMOHHYIO CHUCTEMY U €€ CHCTEMY
3amuTHl HH()OpMAITUH.

PeanuzoBanHbIe MpOIECCHl YIIPABICHUS U3MEHEHUSIMU UH(POPMAIIMOHHON CHUCTEMBI U €€ CHCTEMBbI
3amUThl  MHGOpPMAlMU  JOJDKHBI  BKJIIOYATh MPOLECChl TapaHTHMHOrO MW (WJIM) TEXHUYECKOTO
00CIyKUBaHUS, B TOM YHCII€ JUCTAHIIMOHHOTO (YJaJI€HHOT0), MPOTPAMMHBIX U MTPOrPaMMHO-AIIapaTHBIX
CPEJICTB, BKJIIOYasi CPEACTBA 3alUThl HH(OpMaLUK, HTHPOPMAIIMOHHON CHUCTEMBI.

Hudopmanus 06 usMeHeHusx: pebosanus oononnenvt nynkmom 18.5 ¢ 27 cenmabpa 2019 e. - [Ipuxas
DOCTIK Poccuu om 28 mas 2019 2. N 106

18.5. B xone pearupoBaHHs Ha MHIUACHTHI OCYILECTBIISIOTCS:

oOHapykeHHe U HICHTU(UKALUS MHUUACHTOB, B TOM YHCIIE OTKa30B B 0OCIyXHBaHUHU, COOEB
(mepe3arpy30ok) B paboTe TEXHHUYECKHUX CPEICTB, MPOTPAMMHOIO OOECIICYEHUS U CPEJACTB 3allUThI
UHPOpPMALIMK, HApyILICHUH NpaBUI pa3TpaHUYCHUs JOCTyIa, HEMPABOMEPHBIX JeHCTBHH 1O cOopy
UHPOpPMALIMU, BHEIPEHUH BPEIOHOCHBIX KOMIBIOTEPHBIX MPOrpaMM (BUPYCOB) M HHBIX COOBITHIA,
NPUBOJALINX K BO3HUKHOBEHUIO MHITU/ICHTOB;

CBOEBPEMEHHOE UHPOPMHUPOBAHUE TOJIB30BATEIISIMU M aIMUHUCTPATOPAMH JIUI, OTBETCTBECHHBIX 32
BBISIBJICHHE MHIIMJCHTOB M PEaripoBaHHE HAa HHUX, O BOZHUKHOBEHHWU HMHIUJCHTOB B MH(OPMAIIMOHHOMN
CHCTEME;

aHaU3 WHIUJACHTOB, B TOM YHCJIE OIpEJIeJIeHNe HCTOYHUKOB M TPUYMH BO3HUKHOBEHHUS
MHIIUJCHTOB, a TAKXK€ OIICHKA X MOCIEICTBU;

IUIAHUPOBAHHUE W TPUHATHE MEp 0 YCTPAHEHUIO MHIIMJCHTOB, B TOM YHUCIIE TI0 BOCCTAHOBJICHHIO
UH(POPMALIMOHHOM CHCTEMBI M €€ CErMEHTOB B Cllyyae OTKa3a B OOCHY>KMBaHMM WM TOCIE cOOEB,
YCTPaHEHUIO MOCIEICTBUI HapyIIEHHUs MPaBWI pasTpaHUYEHUs JTOCTYIa, HEMPABOMEPHBIX ACUCTBUH IO
cOopy uH(pOpMAaIMK, BHEAPEHUS BPEIOHOCHBIX KOMITBIOTEPHBIX MPOrpamMM (BUPYCOB) U MHBIX COOBITHIA,
NPUBOJALINX K BO3HUKHOBEHUIO MHITU/ICHTOB;

IUTAHUPOBAHKE U TIPUHATHE MEP IO MPETOTBPAIECHUIO TTOBTOPHOT'O BO3SHUKHOBEHUS HHLIUACHTOB.

Hudopmanus 06 usMeHeHusx: 1pedosanus oononnenvt nynkmom 18.6 ¢ 27 cenmabpa 2019 e. - [Ipuxas
DCTIK Poccuu om 28 mas 2019 2. N 106

18.6. B xome wuHpopmMupoBaHUS © O0Oy4YeHHUs TepcoHaTla HWHPOPMAIMOHHONW CHUCTEMBI
OCYIIECTBIISTIOTCS:

UHPOPMHPOBAaHUE TEpCOHaNa HMH(OOPMAIIMOHHONW CHUCTEMBI O MOSIBIICHUHM aKTYyalbHBIX yrpo3ax
Oe3omacHOCTH HHGOPMAIINH, O TTpaBUiIaX 0€30MacHON IKCIUTyaTallud HH(POPMAITMOHHON CHCTEMBI,
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JIOBEJICHHUE /10 TepcoHaa MHPOPMALMOHHOW CHUCTeMbl TpeOOBaHMN MO 3amiuTe MHPOpPMALUH, a
TaKXe MOJO0KEHUH OpraHu3allMOHHO-PACTIOPAIUTEIBHBIX JOKYMEHTOB IO 3aIIUTe UH(OPMAIMU C YUYETOM
BHECEHHBIX B HUX U3MEHEHU;

o0OyuyeHHe nepcoHana WHPOPMALMOHHON CHCTEMBI MpaBHUJIaM AHKCIUTyaTallid OTACIbHBIX CPEICTB
3alIUThl HH(pOpMaIH;

NpOBE/ICHUE NPAKTUUYECKUX 3aHATUI U TPEHUPOBOK C MEPCOHATIOM MH(OPMAIIMOHHON CHCTEMBI 10
OJIOKMPOBAHHUIO YTPo3 OE30MACHOCTH HH(POPMAIIMY U pearnpOBaHUIO HA WHIIUJICHTHI;

KOHTPOJIb OCBEIOMJICHHOCTH TepcoHaNa MHPOPMALMOHHON cHCTEeMBbl 00 yrpo3ax 0e30MacHOCTH
UH(OPMALIMU U YPOBHS 3HaHUI MepcoHala 1o Bornpocam 00ecrieueH s 3alIiThl HH(OPMAIIHH.

IIeproan4HOCTD NPOBEACHUS IPAKTUYECKUX 3aHATUN U TPEHUPOBOK C IIEPCOHAIIOM, MEPOIIPUITHI
1o OOYyYEHHUIO MEpCOHaja M KOHTPOJIO OCBEJOMJICHHOCTH IEpCOHalla yCTAHABIMBACTCS OINEPaTOpOM B
OpraHU3aIMOHHO-PACHOPSAUTENBHBIX JIOKYMEHTAaX MO 3aluTe HH()OpMalUu C y4eToM OCOOCHHOCTEH
(GyHKIMOHUPOBAaHUS MH(OPMAIIMOHHON CHUCTEMBI, HO HE pexe 1 pa3a B 1Ba roza.

Hudopmanus 06 usMeHeHusx: 1pedosanus oononnenvt nynkmom 18.7 ¢ 27 cenmabpa 2019 e. - [Ipuxas
DCTIK Poccuu om 28 mas 2019 2. N 106

18.7. B xone kKoHTpoJIs 32 00ecreueHreM YPOBHS 3alMIICHHOCTH HHPOPMAIINH, COACpIKAIIEHCS B
MH(GOPMAILIMOHHON CUCTEME, OCYIIECTBISIOTCS:

KOHTPOJIb (aHAJN3) 3alUIICHHOCTH WH(GOPMAIMK C YYeTOM OCOOCHHOCTEH (PYHKITMOHUPOBAHHMS
UH()OPMAITMOHHOM CHUCTEMBI,

aHAIN3 W OlEHKa (QYHKIMOHUPOBAHUS HHPOPMAIMOHHON CHUCTEMBI M €€ CHUCTEMbl 3alllUThI
uHboOpMalny, BKIIOYas aHaJIU3 U YCTPaHEHUE YSA3BUMOCTEH U MHBIX HEIOCTATKOB B (DYHKLIMOHHUPOBAHUU
CUCTEMBI 3alUThl HH(pOpMaluu HHHOPMAITMOHHON CUCTEMBI;

JIOKYMEHTHUPOBAHUE MPOLEAYP U PEe3yJIbTAaTOB KOHTPOJIS 32 0OECIeUeHneM ypOBHS 3alUIIEHHOCTH
nH(dopMaIuu, coaepxamieiicss B MHQOPMaIMOHHON CUCTEME;

NPUHATHE pEUIeHUs MO pe3yJbTaTaM KOHTPOJS 3a 0O0ecleYyeHHEeM YPOBHS 3alUIEHHOCTU
uHdopmaIuu, coaepxkamieiics B WHOOPMAIMOHHOM CHCTEME, O HEOOXOAMMOCTH JOpabOTKH
(MOJIepHU3AIMH) €€ CUCTEMBI 3aIIUTH HH(OPMAITUH.

Kontpons 3a obecreyeHreM ypOBHS 3allMIIEHHOCTH HWHGOpMAaLWK, CoJepkalieiicss B
MHGOPMAIIMOHHON CHUCTEME, TPOBOAUTCS ONEPaTOPOM CaMOCTOSTENIbHO U (WIHM) € MpHUBJICYECHUEM
OpraHM3aliy, UMEIOUIeH JMIIEH3UI0 Ha AESITENbHOCTh MO TEXHUYECKOW 3aluTe KOH(UICHIIHATbHOM
nHpopmaIuu.

[leproanuHOCTh TIPOBEICHUSI KOHTPOJISI 32 OOeclieueHUEeM ypPOBHS 3alUIIEHHOCTH HH(POpMAIH,
coJiepskatieiicss B MHGpOpMaIMOHHOM cucTeMe | Kilacca 3alIMIEHHOCTH, YCTaHABIMBAETCS ONEpaTOpOM B
OpraHU3aIMOHHO-PACTIOPSAUTEIbHBIX JOKYMEHTAaX IO 3aluTe MHPOPMAlUU C YYETOM OCOOEHHOCTEH
GYHKIIMOHUPOBaHUS HH()OPMALIMOHHOW CUCTEMBI, HO He pexe 1 pasa B rof.

[leproanuHOCTh POBEICHUSI KOHTPOJISI 32 OOeclieueHUeM YpPOBHS 3alUIIEHHOCTH HH(POpMAIHH,
colepskamieiics B HMH()OPMALIMOHHBIX CHUCTeMaxX 2 M 3 KJIacCOB 3alllMIIEHHOCTH, YCTaHaBJIMBAETCA
OIIepaTOPOM B OPTaHMU3ALMOHHO-PACTIOPSIAUTENbHBIX JOKYMEHTaX M0 3al[uTe HHPOpPMAIUH C YYEeTOM
oco0eHHOCTeH (HyHKIIMOHUPOBaHUS HH(DOPMAITMOHHBIX CUCTEM, HO HE pexe 1 pa3a B 1Ba roja.

Ob0ecneyenune 32U ThH HHGOPMALMY NPH BBIBO/IE U3 IKCILNIYaTAllUM aTTeCTOBAHHOM
MH(POPMALMOHHON CHCTEMbI WM MOCJIe IPUHATHSA pelieHHs1 00 OKOHYaAHUHU 00padoTKHU
HHpopmannu

19. OOGecnevenne 3ammThl WHOOpPMAIMKM TIPH  BBIBOJEC W3 OKCIUTyaTallud aTTECTOBAHHOMN
HHO)OPMAITMOHHOW CUCTEMBI WM TIOCJIE€ MPUHATHUS PEIIeHHUs 00 OKOHYaHWU 00pabOoTKM HH(pOpMAIUH
OCYIIECTBIISIETCS] ONIEPATOPOM B COOTBETCTBHH C HKCILUTYaTAI[MOHHOM JOKyMEHTAIMeH Ha CUCTEMY 3alllUThI
uHbopMalmu HHOOPMALIMOHHONW CHCTEMbl M OPTraHU3AllMOHHO-PACTIOPSIIUTEIbHBIMU JTOKYMEHTAMU I10
3anuTe UH(pOpPMAIMK U B TOM YHCIIE BKIIIOYAET:

apXUBHpPOBaHUE MH(OPMALIH, COAEpKaIIeics B MHPOPMAIIMOHHON CUCTEME;

YHUUYTOXKEHUE (CTUpaHME) JaHHBIX W OCTAaTOYHOM HHGOpPMALMKM C MAIIUHHBIX HOCHUTENeH
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UHGOpPMALUU U (WIK) YHUUTOKEHHE MAIIMHHBIX HOCUTENEH NHPOPMALIUH.

19.1. ApxuBupoBaHue uHPOpPMALUHU, coAepxkameiics B HH()OPMAIMOHHOW CHUCTEME, IOJKHO
OCYILIECTBIISATHCSL TPH HEOOXOTUMOCTH JaJdbHEUIIEr0 HCIOJIb30BaHUS HH(GOPMAIMU B JEATEIBHOCTH
oreparopa.

19.2. YHuuroxxeHue (CTUpaHUe) JaHHBIX M OCTAaTOYHOM MH(OpMAIMM C MAIIMHHBIX HOCHTEIEH
UHPOPMALIMU TIPOU3BOAMTCS TPH HEOOXOAMMOCTH Tepelayd MAIIMHHOTO HOCHUTENS HWH(POpMaLUU
JIpyroMy TOJb30BaTEN0 MH(POPMALMOHHOW CHUCTEMBbl HJIM B CTOPOHHHME OpraHU3allMMd A PEMOHTA,
TEXHUYECKOTO 00CTYKHUBAHUS WM JAJbHEHUIIIETO YHUUYTOXKEHUSI.

I[Ipu BBIBOAE W3 OKCIUTyaTallMd MAIOIMHHBIX HOCHTEJIeH HMH(OpPMAaluM, Ha KOTOPBIX
OCYILECTBIISUIMCH XpaHeHHe U 00paboTka MHPOPMAIUH, OCYIIECTBIAETCA (PU3NIECKOe YHHUTOKEHUE ITUX
MAaIIMHHBIX HOCHUTENIEeH HH(pOpMAaLIUK.

II1. TpeGoBanus k MepaM 321U THI HHGOpPManuu, coaepskaeiicss B UHGOPMaMOHHOI cucTeMe

20. OpraHuzaliOHHBIE M TEXHUYECKHE MeEphl 3alluThl HHPOPMALMH, pealu3yeMble B
UHPOPMALIMOHHON CHCTEME B paMKaxX €€ CHUCTEMbl 3allUThl MHPOPMALUHU, B 3aBUCUMOCTH OT YIpo3
0e30macHOCTH uHpopManuy, UCTIOJIb3YEMBIX MH(POPMALIMOHHBIX TEXHOJIOTUI U
CTPYKTYPHO-(DYHKIIMOHAIBHBIX XapaKTEPUCTHK HH(POPMAITMOHHON CHCTEMBI JOJKHBI 00€CTIeYNBAaTh!

UICHTU(PUKAIMIO U Ay TeHTU(UKAIIUIO CYOBEKTOB JOCTYIA U OOBEKTOB JJOCTYIIA;

yIpaBJIeHUE TOCTYNIOM CyOBEKTOB JOCTyIa K 0ObEKTaM JIOCTYTIa;

OTpaHUYEHHUE TPOTPAMMHOMN CpeJibl;

3alIUTy MALIMHHBIX HOCUTENEeH nH(popMaluu;

pEeruCTpaIyio COOBITHI O0€30IaCHOCTH;

AQHTUBHUPYCHYIO 3aIIUTY;

oOHapy>keHHe (Tpe0TBpaIlleHNE) BTOPKECHUH;

KOHTPOJIb (aHAJIN3) 3alUIEHHOCTH HH(POPMAIINH;

IEJIOCTHOCTh UH(POPMALIMOHHON CUCTEMBI I HH(OPMAIINH;

JOCTYITHOCTh MH(OpMAIH;

3aLIUTY CPe/ibl BUPTYAINU3aLUY;

3aLIUTY TEXHUYECKUX CPEJICTB;

3alUTy MH)OPMAITMOHHON CHCTEMBI, €€ CPECTB, CHCTEM CBSI3M U Nepeaayl JaHHbIX.

CoctaB Mep 3amuThl MHPOpPMALMU U HX 0a30Bble HAOOpHI Ui COOTBETCTBYIOIIUX KJIaCCOB
3aLIUIIEHHOCTH WH(POPMAIIMOHHBIX CUCTEM NPUBEACHHI B puiioxkeHnu N 2 k HacTosmuM TpeboBaHHM.

20.1. Mepsl 10 uIeHTH(PUKALUU U ayTEHTU(PHUKAIMU CYyOBEKTOB JOCTYNAa M OOBEKTOB IOCTYIA
JIOJDKHBI  oOecreunBaTh IPUCBOEGHUE CYOBEKTaM M OO0BEKTaM JOCTyNa YHHUKAJbHOTO MpU3HAKa
(unenTUUKATOpPa), CPAaBHEHUE MPEABIBIAEMOr0 CyOBEKTOM (0OBEKTOM) IOCTyNa HACHTU(UKATOpA C
IepEeYHEM NPUCBOCHHBIX HICHTH(PHKATOPOB, a TAKXKE MPOBEPKY MPHHAIICKHOCTU CYyOBEKTY (OOBEKTY)
JIOCTYTIA TIPEABSABICHHOTO UM UACHTHU(PHKATOPA (TIOATBEPKICHUE TIOUIMHHOCTH).

20.2. Mepsl O YNpaBJICHUIO JIOCTYIIOM CYOBEKTOB AOCTyHma K OOBEKTaM JOCTyHa IOJDKHBI
oOecrieynBaTh YIpaBICHHE IpPaBaMU M TNPUBWIECTHAMU CYOBEKTOB JOCTyIa, pa3rpaHHMYCHHE J0CTyIa
CyOBEKTOB JJOCTYIA K 00BEKTaM JOCTYIa HA OCHOBE COBOKYITHOCTH YCTAHOBJICHHBIX B MH()OPMAIIMOHHON
CHCTEME MpaBUJI pa3rpaHUUEHUS JIOCTYTIA, a TAKXkKe 00eCreunBaTh KOHTPOIIb COOMIOACHNUS ATUX MTPABHIL.

20.3. Mepbl 110 OTpaHUYCHHUIO TMPOTPAMMHON CpeIbl TOJKHBI 00ecneunBaTh YCTAaHOBKY M (MJIH)
3allyCK TOJIBKO pa3peuieHHOr0 K HCHOJb30BAHMIO B HMH(POPMALMOHHOW CHCTEME MPOTrPaMMHOTO
oOecrieyeHUss WIM HCKIIOYAaTh BO3MOXKHOCTh YCTAaHOBKM U (WJIM) 3allycka 3alpemieHHOro K
UCTIOJIb30BaHUIO B MH(POPMALTMOHHOW CUCTEME IPOTPAMMHOTO 00eCTIeUeHHS.

20.4. Mepsbl 1o 3amuTe MAaIIMHHBIX HOCHTENEed MHpOpManuu (cpeactBa oOpabOTKU (XpaHEHUs)
UHPOpPMALIMU, CbEMHBbIC MAIIUHHBIE HOCUTEIH HH()OpPMAIMK) JOJHKHBI HMCKIIOYaTh BO3MOXKHOCTH
HECaHKIIMOHUPOBAHHOTO JIOCTYINA K MAITMHHBIM HOCUTEIISIM M XpaHSAIICHCs HA HUX UH(OpMAIINH, a TaKXKe
HECAaHKIIMOHUPOBAHHOE UCMOJIb30BaHUE ChEMHBIX MAIIMHHBIX HOCUTENECH UH(OpMAIIHH.

20.5. Mepsl 1O perucTpanu COOBITUN O0€30MacHOCTH JOJKHBI OOecreyuBaTh cOOp, 3alucCh,
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XpaHeHHE U 3alUTy MH(POPMAIMH O COOBITHAX OE30MaCHOCTH B MH()OPMALMOHHOW CHCTEME, a TaKxkKe
BO3MOXHOCTH MPOCMOTpPA U aHAJIN3a HH(POPMAIIH O TAKUX COOBITHAX M pearupoBaHHUE Ha HUX.

20.6. Mepsl 10 aHTUBHPYCHOM 3aIIUTE JOJDKHBI 00ecrieuuBaTh OOHApYKEHHE B HMH(OPMAIIHOHHON
CHCTEME KOMIIBIOTEPHBIX MPOrpaMM JHOO0 MHOW KOMIBIOTEpHOW HH(DOpPMALUM, NMpeIHA3HAYCHHOH s
HECAHKIIMOHUPOBAHHOTO YHUUYTOXXEHHS, OJIOKUPOBaHMSA, MOAWU(DUKAIUHN, KONHUPOBAHUS KOMIIBIOTEPHOMN
UHPOPMALIMK WM HEWTpamu3ald CpEeACTB 3aIlUThl HMH(OpMAIMM, a TaKKe pearupoBaHHE Ha
oOHapy>KeHHe dTHX MPOrpaMM 1 HHPOpMaLIUH.

20.7. Mepsl 10 OOHapyx)eHHIO (MPEIOTBPALICHUIO) BTOPKEHUH IOJDKHBI 00ECIeunBaTh
oOHapyxeHHe JEHCTBMM B HMH(DOPMAIMOHHOW CHCTEME, HANpaBICHHBIX Ha MpPEJHAMEPECHHBIN
HECAaHKIIMOHUPOBAHHBIA JOCTyn K HWHGOpPMAlMH, CIEIHaIbHBIC BO3JCHCTBUS Ha HH(POPMAIMOHHYIO
cucreMy U (W) MHGOPMAIMIO B IENAX €€ J0ObIBaHMSA, YHHUUTOXKCHMS, UCKAXKECHUS M OJOKMPOBAHUS
JOCTyTAa K MH(OpMaIim, a TakyKe pearnpoBaHe Ha 3TH JICHCTBHUS.

20.8. Mepsl MO KOHTPOMIO (aHAIHM3y) 3AIMUIICHHOCTH WH(OpPMAIMKU JOKHBI 00eCreYnBaTh
KOHTPOJIb YPOBHS 3aLIUIIEHHOCTH HH(OpMAINH, coaepikalielcss B WHPOPMALMOHHON cUCTeMe, ITyTeM
NPOBEICHUS] MEPOIIPUATUH 1O aHAJIHM3Y 3AIIMUIICHHOCTH MH(POPMALMOHHOW CHCTEMbI U TECTUPOBAHHIO €€
CHCTEMBI 3aLIUThl HH()OPMAIIH.

20.9. Mepsl 1o oOecnieueHHIo HEeTOCTHOCTH HHPOPMALIMOHHON CUCTEMBI U MH(DOPMAITUH TOJDKHBI
oOecrieunBath ~ OOHapyxeHHe  (DaKTOB  HECAaHKIMOHMPOBAHHOTO  HApyIIEHHS  LEJIOCTHOCTU
UHPOPMALIMOHHOM CHUCTEMBI M COJEpKalleicss B Hed HHpoOpMamuu, a TaKke BO3MOXKHOCTh
BOCCTaHOBJICHUS HHPOPMALIMOHHOM CUCTEMBI U COZieprKalieiics B Hell nHpopMaLuu.

20.10. Mepbl 1o OOECHEYEeHHIO JOCTYNMHOCTH HMH(OpMArMM JOJDKHBI — 0OeCIeyrBaTh
AaBTOPHM30BAaHHBIA JIOCTYN TNOJb30BAaTENEH, MMEIOUIMX IpaBa IO TaKOMYy JOCTyIy, K HH(pOpMaIuy,
cojepxamieiics B~ MHQOPMALMOHHOW  CHUCTEME, B  LITATHOM  peXUMe  (YHKIHOHUPOBAHUS
UH(POPMALIMOHHON CUCTEMBI.

20.11. Mepsl 1o 3ammre cpenbl BUPTyalu3allUd AODKHBI MCKIIOYAaTh HECAHKLIMOHMPOBAHHBIN
JIOCTYNl K wuH(popMmanmu, oOpabarbiBaeMOil B BUPTyalbHOH HMHQPACTPYKType, M K KOMIIOHEHTaM
BUPTyaJbHONH MHPPACTPYKTYPBI, a TaKKe BO3ACHCTBHE Ha MH(OPMAIMIO M KOMIIOHEHTHI, B TOM YHUCIIE K
CpeICTBaM YIPaBICHUS BUPTYaIbHON HH(PPACTPYKTYpOil, MOHUTOPY BUPTYAIbHBIX MALIUH (TUIIEPBH30DY),
CHCTEME XpaHEeHHUs JaHHBIX (BKIIIOYas CUCTEMY XpaHEHUs 00pa30B BHPTYaIbHON UHPPACTPYKTYPHI), CETH
nepeaayd JAaHHBIX 4Yepe3 BJIEMEHThl BHUPTYaIbHOM WM (U3NYecKOH HHEOPACTPYKTYphl, TOCTEBHIM
OTIEPALIMOHHBIM CHCTEMaM, BUPTYaJbHBIM MalIMHAM (KOHTEHHepaMm), CHUCTeME M CETH pEeIUIMKAllUy,
TEPMUHAJIBHBIM M BUPTYaJbHBIM YCTPOHCTBaM, a TaKXe CHCTEME pPE3epBHOTO KOMHMPOBAHUS H
CO3/1aBaCMbIM €10 KOIHUSIM.

20.12. Mepbl 1o 3amMTEe TEXHUYECKUX CPEACTB JODKHBI HCKIIOYaTh HECAHKLUMOHMPOBAHHBIN
JOCTYIl K CTAallMOHApHBIM TEXHUYECKUM CpelcTBaM, oOpalaThIBalOIMM HH(GOpPMAIMIO, CPEICTBaM,
obecrieunBarOUM (YHKIIMOHUPOBaHHE WH(HOPMAIMOHHON CHCTEMBI (Jalee - CpelncTBa oOecreueHUs
(YHKIMOHUPOBAHUS), U B IOMELICHHUS, B KOTOPBIX OHHU MOCTOSHHO PACIOJI0KEHBI, 3alIUTy TEXHUYECKUX
CPEICTB OT BHEIIHUX BO3JICHCTBMH, a TakXke 3alUTy HHGOpPMAIMM, TPEACTaBICHHOW B BHJE
UH(POPMATUBHBIX JEKTPUUECKUX CUTHAJIOB U (DU3UYECKHUX TOJICH.

20.13. Mepsl 1o 3amure HHPOPMAIMOHHOW CHCTEMBI, €€ CPEICTB, CUCTEM CBSI3U M TEpeaaqu
JTAHHBIX JTOJDKHBI 00eCrieuyuBaTh 3alIUTy MHPOPMALIUHU MPH B3aUMOIECHCTBUU MH()OPMAITMOHHONW CHUCTEMBI
WIN ee OTJENIBHBIX CEerMEHTOB c UHBIMHU UH(POPMALMOHHBIMU cucTeMaMu U
UH(POPMALMOHHO-TEJIECKOMMYHUKAIIMOHHBIMH ~ CETSIMH ~ TIOCPEJCTBOM  MPUMEHEHHS  apXHUTEKTYPHI
UH(POPMALMOHHON CHUCTEMBI, POESKTHBIX PEIIEHUH MO ee CHCTeMe 3alUThl HH(POPMAalUU, HAlPaBICHHBIX
Ha oOecrieueHue 3auTsl HHPOpMaIum.

21. Bei6op mMep 3amuThl UHGOPMAIMK ISl UX peau3alii B HHPOPMAITMOHHON CHCTEME B paMKax
€€ CUCTEMBI 3alUThl HH)OPMAIH BKIIOYAET:

orpenenenue 6a3oBoro Habopa Mep 3amIUThl HMHGOPMAIMM JJIsl YCTAHOBJICHHOTO KJlacca
3alIUIIEHHOCTH HMH(OPMAIIMOHHONW CHUCTEMbI B COOTBETCTBHHM C 0a30BbIMH HaOopamMHu Mep 3allUTh
UH(OpPMAaLIUK, IPUBEICHHBIMH B NpHIoKeHHH N 2 K HacTosAmMM TpeboBaHMsIM;

ajantanuio  Oa3oBoro  Habopa  Mep  3amUTHl  MH(pOpMAnmMM  NPUMEHUTENBHO K
CTPYKTYPHO-(DYHKIIMOHAJIBHBIM ~ XapaKTEPUCTHKaM HH(GOPMAIIMOHHONH CHCTEMBI, HWH(OPMAIIMOHHBIM
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TEXHOJIOTUSIM, OCOOCHHOCTSIM  (DYHKLIMOHUPOBAHUS HMH(POPMAIIMOHHOW CHCTEMBI (B TOM 4HCIE
OpeaycMaTpUBAIOIIyl0 MCKIIOYeHHe u3 0OazoBoro Habopa Mep 3amMThl HMHQOpPMALUM  Mep,
HETOCPEACTBEHHO CBS3aHHBIX C HWH(GOPMALMOHHBIMM  TEXHOJOTHSIMHM, HE HCIOJB3YEMBIMH B
UHPOPMALIMOHHOM  CHUCTEME€, WIM  CTPYKTYPHO-(QYHKIIMOHAJIBHBIMU  XapakTepUCTUKAMH,  HE
CBOWMCTBEHHBIMH MH()OPMAIIMOHHOM CHCTEME);

YTOUYHEHHE aJalTUPOBaHHOrO 0a3oBOoro Habopa Mep 3amuUThl HHGOPMAIMU C Y4YEeTOM He
BBIODAaHHBIX paHee Mep 3alluThl MH(POPMALMH, TMPHUBEICHHBIX B NPWIOKEHUH N 2 K HACTOSAIIUM
TpeboBaHusiM, B pe3yJibTaTe Yero ONPENeNSIOTCS Mepbl 3aluThl HH(pOpMauu, o0ecrneunBaronye
OJIOKMpOBaHUE (HEUTpaAIM3AIMIO) BCeX Yrpo3 Oe30macHocTH WHPOPMAIUH, BKIIOYCHHBIX B MOJETH YIPO3
6e30macHOCTH UH(OPMAIIHIH;

JIOTIOJTHEHWE YTOYHEHHOTO aJanTUPOBAaHHOTO 0a30Boro Habopa Mep 3aIiuThl HH(OpMaIuu
Mepamu, 00eCTIeYuBaIOIIMMU BBIITOJHEHUE TPeOOBaHUi 0 3amuTe HHPOPMALIUH, YCTAHOBICHHBIMU UHBIMU
HOPMATHUBHBIMU MPABOBBIMU aKTaMHU B OOJIACTH 3aIIUTHl HH(POpPMAIUK, B TOM YHCIE B OOJIACTH 3aILUTHI
NEePCOHATBHBIX JaHHBIX.

Jns BeIOOpa Mep 3ammThl HMHGOPMAIMM Ui COOTBETCTBYIOIIETO KJiacca 3allUIEeHHOCTH
UH(POPMALIMOHHOM CUCTEMBI IPUMEHSIOTCS METOANYECKHE TOKYMEHTHI, pa3pab0TaHHbIC M YTBEPKICHHBIC
OCTIK Poccun B coorBeTcTBHM ¢ MOAMYHKTOM 4 myHkTa 8 [lomoxkenust o dexepanpHol ciayx0e 1o
TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOJIIO, YTBEpkKACHHOr0 YKa3oM [Ipesunenra Poccuiickoit denepanuun
ot 16 aBrycra 2004 r. N 1085.

22. B uH(OpPMAIMOHHOW CHCTEME COOTBETCTBYIOIIEIO Kiacca 3allMIICHHOCTH B pPaMKax ee
CHCTEMBI 3aIIUThl HHPOPMALIUHU JOJDKHBI OBITh pPEeaTn30BaHbl MEpHI 3aIIUThl HHPOPMALIUHU, BEIOPAHHbBIE B
COOTBETCTBUM C MyHKTOM 21 Hacrosimux TpeOGoBanuit u  oOecrneuyuBaromue OJOKHMpPOBAHUE
(HeHTpanu3auunio) Bcex yrpo3 6e30nacHOCTH HHPOPMALIUH.

I[Ipu »>TOM B wHHPOPMAIIMOHHOW CHCTEME JOKEH OBbITh, KaK MHHUMYM, pealu30BaH
aJIalITUPOBAHHBIM 0a30BbIi HAaOOp Mep 3amUThl MH()OPMAIUH, COOTBETCTBYIOIIUN YCTaHOBJICHHOMY
KJIaccy 3alUIIEeHHOCTH HH(POPMAIIMOHHON CUCTEMBI.

Nudopmarnus 06 usmeHeHusx: 1pedosanus oononnenvt nynkmom 22.1 ¢ 27 cenmabpa 2019 e. - I[Ipuxas
DCTIK Poccuu om 28 mas 2019 2. N 106

22.1. B ciyvae ecnu Mepbl 3aIUThI nHpopmanuu, peaTu30BaHHbIC B
HH()OPMAITMOHHO-TEJIEKOMMYHHUKAIITMOHHOW HHPPACTPYKTYpE IEeHTpa 00pabOTKH JaHHBIX, 00ECIIEUNBAIOT
OyiokHpoBaHUE yrpo3 0e30macHOCTH WHOOPMAIUHU, aKTyaIbHBIX I (PYHKIIMOHUPYIOIIEH Ha ero 0ase
MHGOPMAIIMOHHON CHUCTEMBI, MPHUHATHE JOMOJHUTENbHBIX MeEp 3alluThl WHGOpMalUuu B JAaHHOM
nH(GOPMaIMOHHOMN cucTeme He TpeOyercs. [Ipu 3TOM NOTHOMOYHSI B 4aCTH 3alUTHl HHPOPMAIIUHU JOKHbI
OBITh  paclpeneieHbl  MEXIy  OmepaTopoM  HHGOPMAIMOHHONM  CHUCTEMBI UM ONEPATOpoOM
WH()OPMAITMOHHO-TEJIEKOMMYHHUKAIIMOHHON HH(MPACTPYKTYPHI IICHTPa 00pabOTKH JaHHBIX.

23. IIpu HEBO3ZMOXKHOCTH pean3alii B UHPOPMAIIMOHHON CHCTEME B paMKaX €€ CHCTEMbI 3aIlIUThHI
nH(OpMAIIUU OTIIEIBHBIX BEIOPAHHBIX MEp 3aIUThl HHPOPMAIIMK Ha 3Talax aJanTtainuu 0a3oBoro Habopa
Mep 3amuThl WHGOPMAlWMU WIM YTOYHEHHS aJalTHUPOBAHHOrO 0a30BOro Habopa Mep 3allMThI
uHopMaIuu MOTyT pa3pabaTbiBaTbcsi WHBIE (KOMIIEHCHUPYIONIUE) MEPhl 3alluThl  MHGOpMAIUH,
obecrieunBaroIre aJeKBaTHOE OJIOKUPOBaHUE (HEUTpaAIU3aIiIO) yrpo3 0€301MacCHOCTH HH(POPMAIIUH.

B stom ciydae B xone pa3paOOTKU CHCTEMBI 3alIMThl HHGOOpMALUKU MHPOPMAIIMOHHON CHCTEMBI
JOJKHO OBITH MPOBENECHO OOOCHOBAaHHE NMPUMEHEHHs] KOMIEHCUPYIOIIUX Mep 3alluThl MH(pOpMaluu, a
[P aTTECTAIIMOHHBIX MCHBITAHUSIX OLEHEHA IOCTATOYHOCTh U aJIeKBATHOCTh JAHHBIX KOMIIEHCUPYIOIINUX
Mep s OJIOKMpOBaHMs (HEUTpaIU3alun) yrpo3 6€301macHOCTH HH(POPMAIIUH.

24. Mepsl 3amuThl HHGOPMAIMK BBIOMPAIOTCS U PEaTu3yIOTCs B MH(DOPMAIMOHHOW CHUCTEME B
paMKax ee CUCTeMbl 3alIMThl HHPOPMAIK C YUYE€TOM Yrpo3 0e30MacHOCTH MH(OpPMALUK MPUMEHUTEIHHO
KO BCeM 00BbEKTaM M CyObEeKTaM JOCTyIa Ha annapaTHOM, CHCTEMHOM, MTPUKJIATHOM U CETEBOM YPOBHSIX, B
TOM YHCJIE B Cpe/ie BUPTYyaIH3alMi U 00JaUHBIX BHIYUCIICHUI.

Nudopmarms 00 usmenenusx: [lpuxazom PCTIK Poccuu om 15 ¢pespans 2017 2. N 27 nynkm 25
U3T10J4CEH 8 HOBOU PeOaKyuu
Cm. mexcm nynkma 6 npeovioyujeil peoaxkyuu
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25. OpraHu3allMOHHbIE MEpbBl M CpeACTBAa 3allUThl HMH(OpMAIUH, MpPUMEHSEMbIE B
UH(POPMALIMOHHON CUCTEME, TOJKHBI 00eCTIeYHBATh:

B HMH(OPMAIMOHHBIX CcHUCTeMax | Kiacca 3alIMIIEHHOCTH - 3alIMTy OT YIrpo3 0e30macHOCTH
UH(POPMALINH, CBA3aHHBIX C JICMCTBUSMHU HApYIIUTENEH C BHICOKUM MOTEHIIAAIOM;

B HMH(OPMAIMOHHBIX CHCTEMax 2 Kjacca 3allMIIEHHOCTH - 3aIIMTy OT YIrpo3 0e30macHOCTH
UH(OPMALINH, CBA3aHHBIX C IEMCTBUSAMHU HApYIIUTENEH C MOTEHIIMAIOM HE HUXKE YCUIICHHOTO 0a30BOTO;

B HMH(OPMAIMOHHBIX CHCTEMax 3 KJacca 3allMIICHHOCTH - 3alIMTy OT YIrpo3 0e30macHOCTH
UH(OPMALINH, CBA3aHHBIX C JCHCTBUSMH HAPYIIUTENIEH C MOTEHIIMAJIOM He HUXe 0a30BOT0.

IloreHuman Hapymmresed ONpEAeNseTCcs B XOJ€ OLEHKM HMX BO3MOXKHOCTEW, IIPOBOJUMOMN IIpU
ompezeNieHuu yrpo3 Oe3omacHOCTH WHQOpPMAIMK B COOTBETCTBUM C MYyHKTOM 14.3 HacTosIux
TpeboBaHwMii.

OmnepaTopoM MOXKET OBITh NPHUHATO pEUICHHE O MPUMEHEHMH B WH(POPMAIMOHHOHN cHcTeMe
COOTBETCTBYIOIIETO KJacca 3allUIIEHHOCTH Mep 3aIluThl MH(POpMaIUH, 00ECHeYUBAIOMIUX 3aLIUTY OT
yrpo3 6e30MacHOCTH WH(POPMALINUH, pEalTi3yeMbIX HAPYIIUTEIAMH ¢ 60Jiee BBICOKMM MOTEHIHATIOM.

WNudopmanus 06 usmenenusx: [lynkm 26 usmenen c 1 aneaps 2021 2. - Ilpuxaz @CTOK Poccuu om 28
man 2019 2. N 106
Cm. npedvloywyio peoaxkyuro

26. TexHuyeckue Mepsbl 3alIUThl UHOPMAIUU PEAU3YIOTCS MOCPEICTBOM MPUMEHEHUS! CPECTB
3alUThl ”HPOPMAIIMH, B TOM YHUCIIE MPOrPaMMHBIX (MPOrpaMMHO-aNNapaTHBIX) CPEACTB, B KOTOPBIX OHU
peaTnu30BaHbl, UMEIOMUX HeoOxoaumble GyHKIu 6e3omacHocTh. [Ipu sToM:

B MH(GOPMAIMOHHBIX cHCTeMax | Kjacca 3alllMIIeHHOCTH NPUMEHSIOTCS CpEACTBa 3alllUThI
uHbopMaluu He HIKe 4 Ki1acca, a TAaKXKe CPe/ICTBA BEIUUCIUTENLHOM TEXHUKU HE HUXKE 5 Kiiacca;

B MH(GOPMAIMOHHBIX CHCTEMax 2 Kjacca 3alllMIIeHHOCTH NPUMEHSIOTCS CpEeACTBa 3alllUThI
uHbOpMaIMu He HIKE 5 Ki1acca, a TaKKe CPe/ICTBA BBIUUCIUTENLHOM TEXHUKU HE HUXKE 5 Kiacca;

B MH(GOPMAIMOHHBIX CHCTEMax 3 KJjacca 3alllMIIeHHOCTH IPUMEHSIOTCS CpEeACTBa 3alllUThI
nH(popmaIuu 6 Ki1acca, a TakKe CpeICTBa BEIYMCIUTEILHON TEXHUKU HE HIDKE 5 Kiacca.

B unpopmanmonHsix cucremax 1 kjacca 3alIMIICHHOCTH HPUMEHSIOTCS CEPTUPUIIMPOBAHHBIC
CpelCTBa 3alUThl MH(OpPMAIMH, COOTBETCTByIomMe 4 win Oojiee BBICOKOMY YpOBHIO J0oBepus. B
MH(GOPMAIMOHHBIX CHCTEMax 2 Kjacca 3alllMIIeHHOCTH MNPUMEHSIOTCS CepTHU(QHUIMPOBAHHBIE CPEICTBA
3alUThl HH(OpPMaLIMU, COOTBETCTBYIOIIKE 5 WK Oosiee BHICOKOMY YPOBHIO J0Bepusi. B nH(popManmoHHbIX
CUCTeMax 3 KJlacca 3allUIIeHHOCTH MPUMEHSIOTCA cepTU(UIMPOBAaHHbBIE CPEICTBA 3alUThl HHPOPMAIIH,
COOTBETCTBYIOIIKE 6 UM 00Jiee BLICOKOMY YPOBHIO TOBEPUSI.

Knaccpl 3a1uThl 1 YpOBHU JOBEpHUs OMPEIEISIIOTCS B COOTBETCTBUU C HOPMAaTUBHBIMH MPABOBBIMU
aktamu O@CTOK Poccun, m3manHeIMH B COOTBETCTBUM C ToAnyHKTOM 13.1 mynkta 8 I[lonoxkenus o
®denepanbHON  Cay’)k0€ TIO TEXHUYECKOMY U OKCIIOPTHOMY KOHTPOJIIO, YTBEPKIECHHOTO YKa30M
[Ipesunenta Poccuiickoit deneparuu ot 16 aBrycra 2004 r. N 1085.

B uHpOpMalMOHHBIX  CHCTEMax  MPUMEHSIOTCS  CpPeACTBAa  3allUThl  HHQOpMAIUH,
cepTUHUIIMPOBAHHBIE HA COOTBETCTBHE O00s3aTEIBHBIM TpeOOBaHUAM MO0 Oe30macHOCTH HH(POpPMAIIHH,
yctanoBineHHbIM DPCTOK Poccuun, wim Ha COOTBETCTBHE TpeOOBAaHUSAM, yKa3aHHBIM B TEXHHYECKHUX
ycnoBusX (3amaHusx 1o Oe3zomacHOCTH). [Ipu »ToM (QyHKIIMKM O€30MaCHOCTH TaKUX CPEACTB JIOJDKHBI
obecreunBaTh BHITIOJHEHNE HACTOSIINX TpedoBaHUM.

Nudopmarus 00 usMeneHusx: 1pebosanus oononnenvl nynkmom 26.1 ¢ 27 cenmabps 2019 a. - Ilpuxa3
DCTIK Poccuu om 28 maa 2019 2. N 106

26.1. Ilpu TpPOEKTHPOBAHWU BHOBb CO3/1aBAEMBIX WJIM MOJIEPHU3UPYEMBIX HH(POPMALMOHHBIX
CHCTEM, UMEIOIIUX JOCTYN K HH()OPMAIMOHHO-TENEKOMMYHHKAIIMOHHON cetu "MHTepHeT", HOIKHBI

BBIOMPATLCSA MApIIPYTH3ATOPhI 2, CepTU(HIMPOBAHHBIE HA COOTBETCTBHE TPEOOBAHHAM MO GE30MACHOCTH
UHPOpPMAaLUK (B YaCTH peaIn30BaHHBIX B HUX (YHKLUI 0€30MacHOCTH).

2 ITyakr 4 tnaBel Il Krnaccudukamwm cpeacTB TporpaMMHOIO, TEXHHYECKOTO obOecredeHus, paboT W yciuyr
(npusnoxkenre N 2 k MeTOAWYECKMM YKa3aHUSM 10 OCYILICCTBICHUIO ydyeTa WH()OPMALMOHHBIX CHCTEM M KOMIIOHEHTOB
UH()OPMALMOHHO-TEICKOMMYHUKAIIMOHHON MH(QPACTPYKTYpPbI, yTBEPXKICHHBIM MpHKa3oM MuukoMmcBs3u Poccuu ot 31 wmas
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2013 r. N 127).

Nudopmarus 06 usmenenusx: Ilpuxazom @CTIK Poccuu om 15 gpespans 2017 2. N 27 6 nynkm 27
BHeCeHbl UZMEHEHUs.
Cm. mexem nynkma 6 npeduvloyujei peoaKyuu

27. B ciiyyae 06paboTKH B MH(POPMALMOHHON crcTeMe HH(OpMAINH, CoeprKallel IepCcoHaNbHbIe
JTAHHbIE, peau3yeMble B COOTBETCTBUU ¢ MyHKTaMu 21 u 22 Hacrosimux TpeOoBaHMN Mepbl 3aIIUTHI
UHPOpPMALIUH:

U1 UHGOPMAIIMOHHOM cUCTeMbl | Kiacca 3amuineHHoCTH oOecreunBaioT 1, 2, 3 u 4 ypoBHH
3allMILIEHHOCTH MEPCOHANIBHBIX JaHHBIX (1);

Ui MHQOPMAIIMOHHON CHCTEMBl 2 Kjacca 3alluIleHHOCTH olecrmeuuBatoT 2, 3 u 4 ypOBHH
3aLIUIIEHHOCTH NEPCOHATBHBIX TaHHBIX*;

Ui MHPOPMALIMOHHOM cHucTeMbl 3 Kjacca 3allMIICHHOCTH oOecrmeuuBaroT 3 W 4 YpPOBHHU
3alUIIEHHOCTH MEPCOHATBHBIX TaHHBIX*.

28. Ilpu ucnoab30BaHUU B HHPOPMALMOHHBIX CUCTEMaX HOBBIX MH(QOPMALMOHHBIX TEXHOJIOTUN U
BBISIBIICHUH JIOTIOJIHUTEIBHBIX YIpo3 0e30macHOCTH MH(POPMALUU, A KOTOPHIX HE ONpEeNCHbl Mephl
3alUThl UHQOPMAIIMH, JOJDKHBI Pa3pabaThIBATHCS KOMIIEHCHPYIOIME MEPHI B COOTBETCTBUU C IMyHKTOM 23
Hacrosmux TpeGoBaHuit.

(1) YcranaBnuBaercs B cOOTBETCTBUU ¢ TpeOOBaHUAMHU K 3alIUTE NEPCOHANBHBIX JAHHBIX MPHU UX
00paboTke B MHQOPMAIIMOHHBIX CHCTEMax MEPCOHAIbHBIX JAaHHBIX, YTBEPKIACHHBIMH MOCTAHOBIIEHUEM
[IpaButensctBa Poccutickoit deneparuu ot 1 HossOpst 2012 . N 1119.

IIpunoxenne N 1

Kk TpeOoBanusim o 3amure uHGopmanuu,

He COCTABJIAIOLIEH IoCy1apCTBEHHYIO0 TaliHYy,
coJepKaleiics B rocyAapcTBEHHbIX
HH(OPMALIMOHHBIX CHCTEMax

Onpez[enelme KJIacca 3allMINECHHOCTH HH(l)OpMﬂIIHOHHOﬁ CUCTEMbI

C u3MeHeHHusIMA 1 JAOIMOJTHCHUSAMM OT:

C u3MeHeHHSIMH U JAOIMOJTHCHUSAMMU OT:

15 despamns 2017 .

Hudopmanus o6 usmenenusx: [lpuxazom PCTIK Poccuu om 15 ¢pespana 2017 2. N 27 6 nynkm 1
BHeCeHbl USMEHEHUs.
Cm. mexem nynkma 6 npeduvloyujei peoaKyuu

1. Knace 3ammmenHoctu uHbopMamonHoi cucreMsl (niepBoiii kiace (K1), Bropoit kmacce (K2),
tpetuit knmacc (K3)) onpenensercs B 3aBUCMMOCTH OT YPOBHS 3HauyMMOCcTH uUHpopmauuu (V3),
oOpabareiBaeMOli B 3TOH HH(OPMAIMOHHOW cHUCTeMe, W MacmTaba HHYOPMAIMOHHOW CUCTEMBI
(penepanbHbIiA, perHOHATBHBINA, OOBEKTOBBIN).

Knacc 3ammumennoctu (K) = [ypoBeHb 3HAYMMOCTH HHPOPMAITUH; MACIITA0 CUCTEMBI|.

Hudopmanus o6 usmenenusx: Illpuxazom PCTIK Poccuu om 15 ¢pespansa 2017 2. N 27 6 nynkm 2
BHECEeHbl USMEHEHUs.
Cm. mexcm nynkma 6 npeovioyujeil peoaxKyuu

2. YpoBeHb 3HAUMMOCTH HH(OpPMALMM OMpENesieTcsl CTENEHBI0 BO3MOXHOTO yiiepba uis
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obnamarenst wHpoOpManuu (3aKka3uuka) u (WIKM) omeparopa OT HapyHmIeHUS KOH(DUICHIIMATLHOCTH
(HempaBOMEpHBIE JOCTYI, KOIUPOBAaHHE, IPEIOCTABICHUE WM pacCIpOCTPaHEHHE), IETOCTHOCTH
(HeTIpaBOMEpHBIC  YHUYTOXKEHUE WIH MOAU(DHUIMPOBAHWE) WIH JOCTYMHOCTH (HEMPaBOMEPHOE
OsokrpoBaHue) HHPOPMAITUH.

V3 = [(koH}UACHIINATHFHOCTD, CTETICHD yiep0a) (IIeT0CTHOCTh, CTENEeHB yIepOa) (A0CTYIMHOCTD,
CTeNeHb yiiepoa)|,

/i€ CTENeHb BO3MOXKHOTO yIepOa ompezensercs: odnanareneM nHpopManuu (3aka3aukoM) U (FITH)
OTIEpPaTOPOM CAMOCTOSATENIBHO SKCIEPTHBIM HIIM MHBIMU METOAAMHU M MOXKET OBITh:

BBICOKOM, €CIM B pe3yibTaTe HapyIIEHUs OJHOTO M3 CBOMCTB 0e30macHOCTH HH(pOpMaIHUU
(KOH(UACHIIMATBHOCTH,  LEJIOCTHOCTH, JOCTYHMHOCTH) BO3MOXKHBI  CYILECTBEHHBIE  HETaTHUBHBIC
MOCJIECTBHSI B COIIMAIBHOM, MOJUTHUECKOW, MEXKIyHAPOIHOH, SKOHOMHUECKOM, (PUHAHCOBOM MM MHBIX
obnacTsx JmesTeNnbHOCTH U (wiu) uHGOpMalMOHHAsS cuctema u (WiM) omeparop (obmagarens
UH(OPMALIMU) HE MOTYT BBITIOIHATH BO3JIOKEHHBIC HA HUX (DYHKIINU;

CpelHel, eciau B pe3ysibTaTe HapyIICHHs OJHOTO M3 CBOMCTB 0€30MacHOCTH HH(pOpMAIUU
(KOH(UACHIINATEHOCTH, LEIOCTHOCTH, TOCTYITHOCTH) BO3MOXHBI YMEPEHHbIE HETAaTUBHBIE TIOCIIECTBUS B
COLMAIbHOM, TOJUTUYECKOH, MEXIYHApOJHOW, SKOHOMUYECKOH, (MHAHCOBOW WM HMHBIX OO0JIACTSIX
NeSITeIbHOCTH U (MIM) HHPOPMALMOHHAs cucTeMa | (WiIn) onepaTtop (o0aanaTens HHGOpPMAIUN) HE MOTYT
BBITOJIHATH XOTSI ObI OZIHY M3 BO3JIOKEHHBIX Ha HUX (DYHKIIHA;

HU3KOM, €caM B pe3ysibTaTe HapyILIEHUS OIHOTO U3 CBOMCTB Oe3omacHOCTH HHpOpMaNuu
(KOH(UACHIIMATEHOCTH, LEJIOCTHOCTH, JIOCTYIIHOCTH) BO3MOXKHBI HE3HAYHUTEIbHbIE HETraTUBHBIC
MOCJIECTBHSI B COIIMAIBHOM, MOJMTHUECKOM, MEXKIyHAPOAHOH, SJKOHOMUUECKOM, (DUHAHCOBOWM MM MHBIX
obOnacTsx JesTeNnbHOCTH U (wiu) uHGOpMalMOHHAsS cuctema u (WiM) omneparop (obmagarens
UH(OPMALIMK) MOTYT BBIIOJHATH BO3JIOKEHHBIE HA HUX (DYHKIIUU C HEAOCTATOUHOU 3((PEKTUBHOCTHIO HWIIN
BBINOJIHEHHE (DYHKIMIA BO3MOXHO TOJIBKO C MPUBJICYCHUEM JIOTIOJIHUTEIBHBIX CHII U CPEJICTB.

WNudopmanus umeeT BHICOKHH ypoBeHb 3HaUUMOCTH (Y3 1), eciiu XoTs OBI U711 OTHOTO U3 CBOMCTB
6e3omacHOCTH MHpOpMaLUU (KOH(GHUAESHIIMATBLHOCTH, LEIOCTHOCTH, TOCTYIIHOCTH) OIpE/eIeHa BBICOKAs
cTenieHb ymepoa. Madopmanus nmeer cpeqHuil ypoBeHb 3HaunMOCTH (Y3 2), eciu XOoTs Obl AJIs OJTHOTO
U3 CBOWCTB Oe3zomacHOCTH uWHGpopManuu (KOH(OUICHINATLHOCTH, IEIOCTHOCTH, JIOCTYITHOCTH)
oTpeieNieHa CPeqHssl CTEeNeHb yuiepda U HeT HU OJHOTO CBOWCTBA, JJIsl KOTOPOTO OINpe/eieHa BbICOKas
creneHb ymepba. Madopmanus nMeeT HU3KHN ypoBeHb 3HaumMmocTu (Y3 3), ecnu IS BCEX CBOICTB
6e3omacHocTH MH(popMaMK (KOH(PHUIECHIIMATBHOCTH, EIOCTHOCTH, TOCTYIHOCTH) ONpEICNCHbl HU3KUE
CTETeHH yIiepoa.

[Ipu ob6paboTke B MH(MDOpPMANMOHHOW CUCTeMe ABYX U Ooniee BUIOB uH(popmammu (cCiryxeOHas
TaiiHa, HAJIOroBasl TailHAa W HWHBIC YCTAHOBJICHHBIE 3aKOHOAATENbCTBOM Poccuiickon denepauuu BUABI
UH(POPMALIMU OIPaHUYEHHOTO J0CTyNa) YpOBeHb 3HaUMMOCTH MHpopmauuu (Y 3) onpenensrcss OTAEIbHO
Ui Kaxaoro Bujaa uHpopmaruu. MTOroBeli ypoBeHb 3HaUMMOCTH HH(OpManuu, oOpadaThIBacMOi B
UH(POPMALIMOHHON CHCTEME, YCTAaHABIMBACTCS IO HAWBBICUIMM 3HAUYEHUSIM CTEIIEHH BO3MOXHOTO yiepoa,
OTIpeNIeIeHHBIM JUI KOH(UACHIUAIBHOCTH, LEJIOCTHOCTH, IOCTYMHOCTH HH(OPMALUHU KaXJ0TO BUAA
UH(pOpMaLIUK.

3. Undopmannonnas cucrema uMmeeT ¢eaepanbHbli MacmrTad, ecid oHa (YHKIMOHHPYET Ha
tepputopun Poccuiickoit @eneparun (B npeaenax ¢peaepaabHOro OKpyra) i MMEeT CErMEHTHI B CyObeKTax
Poccuiickoit @enepannu, MyHUIUIIATBHBIX 00Pa30BaHUAX U (UJIH) OpTaHU3AIUIX.

WndpopmanonHas cucremMa UMEET PErvMOHaJIbHBIM MacmTad, ecad OHa (YHKIHMOHHPYET Ha
Tepputopun cyObekTa Poccuiickoit ®epepanum W HMMEET CETMEHTHI B OJHOM WJIM HECKOJIBKUX
MYHUIUIATIBHBIX 00pa30BaHUAX U (MIIM) MTOIBEJOMCTBEHHBIX U MHBIX OPraHU3aIUsIX.

WNudopmannonnas cuctema UMeeT 00bEKTOBBIA MacIITad, eciiu oHa (PYHKIMOHUPYET Ha 00bEKTax
oJHOTO (hesepabHOrO OpraHa rocylapCTBEHHOW BIIACTH, OpraHa TrOCYJapCTBEHHOM BIACTH CyOBEKTa
Poccwuiickoit @eneparuu, MyHUIUITATEHOTO 00pa30BaHus U (WIM) OPTaHU3AlMA U HE UMEET CETMEHTOB B
TEPPUTOPUAIBHBIX OpTraHaXx, MPeACTaBUTENLCTBAX, (PHIINANIaX, OIBEAOMCTBEHHBIX U HHBIX OpraHU3aIUsIX.

Nudopmanus 06 mamenenusx: Illpuxazom PCTIK Poccuu om 15 ¢pespana 2017 2. N 27 6 nynkm 4
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6HECEHbl USMEHEHUA

Cm. mexem nynkma 6 npeduvloyujel peoaKyuu

4. Knacc 3aluieHHOCTH HHPOPMALMOHHOM CUCTEMBI OTIPEIEISIETCSI B COOTBETCTBHHU C TaOJIUIICH:

YPOBeHb 3HAUMMOCTH Macmtab HHPOPMALMOHHON CUCTEMBbI
nHpopmari ®enepanbHbIil PernonanbHblii OOBEKTOBBII
V31 K1 K1 K1
V32 K1 K2 K2
V33 K2 K3 K3

Hudopmanus 06 usmenenusx: [Ipuxazom PCTIK Poccuu om 15 ¢espana 2017 2. N 27 npunooicenue
U3TI0JCEHO 8 HOBOU pedaKyuu

Cm. mexem npunodiceHus 8 npeovloyujeli pedaKyuu

IIpniaoxenne N 2

Kk TpeGoBanusM o 3amure nHGopManuu,
He COCTABJIAIOLIEH rOCYIapCTBEHHYIO TaliHYy,

coJep KalIelcsl B TOCYAapCTBEeHHBIX
HHGOPMALIMOHHBIX CHCTEMAaX

CocrtaB Mep 3amuThl HHpOpMa UM 1 UX 0a30BbIe HAGOPHI JIs1 COOTBETCTBYIOIIEr0 KjIacca

3alUIEHHOCTH HH(POPMALMOHHOM CHCTEMBbI

C u3MeHeHUusIMH U JAOIMOJTHECHUSAMMH OT:

C u3MeHeHHSIMH B JAOIMOJTHEHUAMMU OT:

15 despans 2017 r.

YcnoBHOE
00o03HaueHue u
HOMEp MephI

Mepsl 3anuThl HHGOPMAIUU B
UH(POPMALIMOHHBIX
cucreMax

Knaccsl 3anmineHHocT!
UH(POPMALIMOHHOM CUCTEMBI

3

2

1

I. Unentudguxanusa u ayreHTU(PUKanusa cy0beKTOB 10cTYna H 00beKTOB AocTyna (MA D)

NA®D.1

WNnentudukaus u ayTreHTUGUKALINS
MOJIb30BATENICH, SBISIOMUXCS paOOTHUKAMHU
orepaTtopa

+

+

+

NAD.2

WNnentudukanus u ayreHTUOUKAIAS
YCTPOMCTB, B TOM YHUCJIC CTAIMOHAPHBIX,
MOOMJIBHBIX ¥ TIOPTATHBHBIX

NA®.3

VYnpasienue uaeHTU(HUKATOPaMH, B TOM YUCIIE
CO3JIaHKe, IPUCBOCHUE, YHUUTOXKEHUE
UACHTU(PHUKATOPOB

NAD.4

VYnpaBieHue cpeicTBaMH ayTeHTU(DHUKAINN, B
TOM YHCJI€ XpaHEHUE, Bbllaya, NHULMAIU3alys,
OJIOKMPOBAHUE CPE/ICTB Ay TCHTU(UKALIUH U
IIPUHSTHE MEP B CIIy4yae yTparThbl U (UIH)
KOMIIPOMETAIMH CPEJCTB ayTeHTU(PHUKAIIUN
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NAD.5

3ammTa 00paTHOM CBSI3U TIPH BBOJIC
ayTeHTHU(UKAIMOHHON MH(POPMAIIUH

+

+

NAD.6

WNnentudukanus u ayreHTUDUKAIAS
MOJIb30BATENICH, HE ABJISIONIUXCS PAOOTHHKAMU
oreparopa (BHEIIHHUX MOJIh30BaTesICH)

NAD.7

Wnentudukanys u ayreHTU(GUKaus 00beKTOB
(aiinoBoii cUCTEMBI, 3aITyCKaeMbIX U
UCTIOJHAEMBIX MOAYJIEH, OObEKTOB CUCTEM
ynpaBieHus: 6a3aMu TaHHBIX, 0OBEKTOB,
CO3/1aBAaeMbIX MPUKIIAJHBIM U CTIEUAIBHBIM
IPOTpaMMHBIM 00eCTieueHHEM, HHBIX 0OBEKTOB
J0CTyTIa

II. Y

NnpaBJd€HUuE NOCTYIIOM Cyﬁ"l)eKTOB AoCTyna K 00beKTaM a0C

tyna (YII)

VIIJL1

VYnpasieHue (3aBeicHHE, aKTHBALINS,
OJIOKMPOBAHUE U YHUYTOXKEHUE) YUETHBIMHU
3aITUCSIMH TTOJTb30BATENICH, B TOM YHUCIIE
BHEIIIHUX I0JIb30BaTEIEH

+

+

VIIA.2

Peanu3anms He0OXOIMMBIX METOJIOB
(AMCKpEeIMOHHBIN, MAaHJATHBIN, POJIEBOW WU
WHOM METOJT), TUMIOB (YTEHUE, 3aIUCh,
BBITIOJIHEHUE WJIM UHOM THUIT) U TPABUII
pasrpaHuveHus A0CTyna

VIIJL.3

VYnpasnenue (punbTpamms, MapuIpyTU3aIus,
KOHTPOJIb COeAMHEHU, OJTHOHANpaBICHHAs
nepeaayda v MHbIE CTIOCOOBI YITPaBICHUS)
MH(OPMALMOHHBIMU TTOTOKAMHU MEX]TY
YCTPOWCTBaMH, CETMEHTaMH MH(POPMAITMOHHOM
CUCTEMBI, a TAaKXKe MEXKIy NH()OPMALMOHHBIMU
CUCTEMaMH

VIIA.4

Paznenenne nonHomounii (poseit)
MOJIb30BaTENeH, aAIMUHICTPATOPOB U JIMIL,
obecnieunBaOMUX (HyHKIIMOHUPOBAHNE
MH(POPMALIMOHHOMN CUCTEMBI

VIIJLS

Ha3nauenne MUHUMAITLHO HEOOXOIUMBIX TIpaB
Y TIPUBWJICTHIA MTOJTb30BATEIISIM,
aJIMUHUCTPATOPaM | JIMIIaM, 00ECIIEYHBAIOIIIM
(GbyHKIIMOHUPOBaHUE WH(POPMAITMOHHOM
CHCTEMBI

VIII.6

OrpaHn4eHre HEYCIEUIHbIX MOIBITOK BX0/1a B
MH(POPMALMOHHYIO CHUCTEMY (JIOCTyTa K
MH(POPMALIMOHHOH cucTeMe)

VL 7

[IpenynpexaeHne moJIb30BaTeIs MPH €ro BXOEC
B MH(OPMAIIMOHHYIO CHCTEMY O TOM, UTO B
MH(OPMAIMOHHON CUCTEME PEalTi30BaHbl MEPBI
3amuTH HHGOPMAITUH, U O HEOOXOIUMOCTH
COOJTFOICHHS UM YCTAHOBJICHHBIX OIEPaTOPOM
npaBui 00paboTKu nHOpMAITUH
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VIIJL8

OnoBenieHue MOJIb30BATENS MTOCIIE YCIEUTHOTO
BX0/1a B ”HPOPMAITMOHHYIO CUCTEMY O €r0
MpebIAyIIeM BXo/ie B UHGOPMAIIMOHHYIO
CUCTEMY

VIIJ.9

OrpanuydeHne yncia napauiebHbIX CEAHCOB
JOCTYyIIA JUIsl KaXI0W yYETHOH 3alliCH
M0JI30BaTeNsl HHOOPMAIIMOHHON CHCTEMBI

VIIZA.10

brnoxupoBaHue ceanca jocryna B
MH(POPMALMOHHYIO CUCTEMY TIOCIIEe
YCTaHOBIJIEHHOTO BpEMEHH Oe31eiCTBUS
(HEeaKTUBHOCTHU) TIOJI30BATEISI HIIU T10 €T0
3arpocy

VL1

Pa3zpemenne (3anper) aeicTBuit
0JIb30BATENICH, pa3peleHHBIX JI0
UIeHTU(UKAIIIN U ayTeHTU(DUKAITUN

VIIA.12

[Moanepxka U cOXpaHeHHE aTPUOYTOB
6e3omacHocTH (METOK 0€30MaCHOCTH),
CBSI3aHHBIX ¢ MH(OpPMaLUeil B mporecce ee
XpaHeHus: 1 00paboTKU

VIIJL13

Peanmzanus 3aUIIEHHOTO yIAIEHHOTO
JIOCTYyTIa CyObEKTOB JIOCTyNa K 00beKTamM
JOCTYyTIa Yepe3 BHEIIHNE
WH(POPMAIMOHHO-TEIIEKOMMYHHUKAITHOHHBIE
ceTn

VIIJL.14

PersiamMeHTanus 1 KOHTPOJIb UCIIOJIB30BAaHUS B
MH(OPMAIIMOHHON CUCTEME TEXHOJIOTUH
0ecrpoBOTHOTO AOCTYIa

VIIZL15

PernameHTaryst 1 KOHTPOJIb HCIIOJL30BAHUS B
WH(pOPMAITMOHHON CUCTEME MOOHMIIBHBIX
TEXHUYECKHUX CPEICTB

VIIZL16

VYnpapneHue B3auMOJICUCTBUEM C
MH(OPMALMOHHBIMU CUCTEMAMH CTOPOHHHUX
opraHu3anuii (BHEIIHIE HH(OPMAITHOHHBIC
CHUCTEMBI)

VIIA.17

OOecrnieueHne JOBEPEHHOM 3arpy3KU CPE/ICTB
BBIUUCIIUTEILHOW TEXHUKU

I11. Orpannyenue nporpammHuoii cpenasl (OIIC)

OIIC.1

Ynpasnenue 3amyckoM (0OpameHusIMu)
KOMITOHEHTOB IIPOTPaMMHOTO 00ecTieueH s, B
TOM YHCJI€ ONIPEIETICHUE 3aITyCKaeMbIX
KOMITOHEHTOB, HACTpOWKa MapaMeTpoB 3aIlycKa
KOMITOHEHTOB, KOHTPOJIb 32 3aIlyCKOM
KOMITOHEHTOB TIPOTPaMMHOTO O0eCTICUeHUs

OIIC.2

VYrpaBieHue yCTaHOBKOW (MHCTAUISITUEH )
KOMITIOHEHTOB TIPOTPaMMHOT0 00ECTICYCHHUS, B
TOM YHCJIE OTIpe/IeTICHHe KOMIIOHCHTOB,
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MOJJIEKAIUX YCTAHOBKE, HACTPOIKa
[1apaMeTPOB YCTAHOBKH KOMIIOHEHTOB,
KOHTPOJIb 3@ YCTaHOBKOW KOMIIOHEHTOB
MPOTPaMMHOT0 0OecTieueHus

OIIC.3

VYcraHoBka (MHCTAJIISIUS) TOJIBKO
Pa3peIIeHHOr0 K NCII0JIb30BaHUIO
IIPOTPaMMHOT0 obecrieueHus U (MITN) ero
KOMIIOHEHTOB

OIIC 4

VYnpasnenue BpeMeHHbIMU (aiijiaMu, B TOM
quclie 3alpeT, pa3pelieHue, epeHanpaBieHue
3aIMucH, yJaleHue BpeMeHHbIX (aiiioB

IV. 3amura MmammHHBIX HocuTeeil nHGopmanun (3HU)

3HU.1

VY4eT MalmMHHBIX HOCUTENECH HHPOpMAITIT

3HU.2

VYnpaBieHue 10CTyIOM K MalTHHHBIM
HOCHUTEISIM HH(pOpMaIuu

3HU.3

KonTponb nepemenienns MaliMHHbBIX
HocHTeNel nHpopMalK 3a peaesbl
KOHTPOJUPYEMOM 30HBI

3H1.4

HckimoueHne BO3MOKHOCTH
HECAHKLIMOHUPOBAHHOI'O O3HAKOMJIEHUS C
coJiep>kaHueM UHPOPMAIIH, XpAHSIIEHCS Ha
MAaIlIMHHBIX HOCUTEIAX, ¥ (MJIN) UCIIOJIb30BAHUS
HOCHTENEeH HHPOPMAITIH B MHBIX
MH(OPMALIMOHHBIX CUCTEMAaX

3HU.5

KoHnTtpoib ucnons3oBanus HHTEPPEHCOB BBOIA
(BpIBO/I) MH(MOpPMAITMY HA MAIITMHHBIC
HOCHUTENH WHMOpMAIUU

3HU.6

Kontpoinbs BBOsa (BEIBOAA) HH(pOpMAIIUK Ha
MaIlIMHHBIE HOCUTETN HH(pOpMaIiH

3HN.7

KoHTponh MOAKITIOUEHHST MAIITHHHBIX
HOCHUTENEeH nHbOpMAITIN

3HN.8

YHuuTOXKEeHUe (cTUpanue) nHpopMaluu Ha
MAaIIMHHBIX HOCUTEISAX NPU UX Neperaye
MEXJy M0JIb30BaTENISIMU, B CTOPOHHHUE
OpraHM3alyM JUIsl pPEMOHTA WIH yTUIN3ALUH, a
TaK)K€ KOHTPOJIb YHUUTOKEHUS (CTUpaHMsL)

V. Peructpanus codniTuii 6esonacuoctu (PCB)

PChb.1

Omnpenenenue coObITHIT 0€30MaCHOCTH,
noIC)Kalux perucTtpanuu, 1 CpOKOB UX
XpaHEHHs

+

PCb.2

Omnpenernenne cocTaBa U COAEPIKaHUS
uHpOpMaLUU O COOBITUSAX OE30MaCHOCTH,
MOJIeXKAIIUX PETUCTPALIH

PCB.3

C6op, 3anuck 1 XpaHeHHe HHPOPMALIUU O
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COOBITHSIX 0€30IIACHOCTH B TCUCHUE
YCTaHOBJICHHOI'O BpCMCHU XPAHCHUA

PCb.4

PearupoBanue Ha cOOM U PErHCTPALUU
COOBITHI O€30MaCHOCTH, B TOM YHUCIIE
anrmaparHble ¥ IPorpaMMHbIE OIMIMOKH, cOOU B
MexaHu3Max coopa HHPOpMaLUHU U
TOCTIDKEHHE TTpe/ielia WK eperoTHEHUS
o0BemMa (EMKOCTH) MTaMATH

PCb. 5

MoHuTOpUHT (IPOCMOTP, aHATN3) PE3YJITATOB
perucTpanuu coObITHI 0€30MMaCHOCTH U
pearupoBaHHe Ha HUX

PCb.6

['enepupoBaHre BpEMEHHBIX METOK U (KJIH)
CUHXPOHHM3ALMsI CHCTEMHOT'O BPEMEHH B
MHPOPMALIMOHHOM cucTeMe

PCB.7

3ammTa HHGOPMAIHH O COOBITHAX
0e301acHOCTH

PCb.8

ObecrnieyeHre BO3MOXHOCTH IPOCMOTpaA U
aHayn3a UHGOpMaLMK O AEUCTBUIX OTIEIbHBIX
MoJIh30BaTes e B MHPOPMAITMOHHOW CHCTEME

VI. AuTuBupycHas 3ammura (AB3)

AB3.1

Peanusanus aHTUBUPYCHOU 3aILUTHI

AB3.2

OoOHoBneHne 6a3bl JaHHBIX TPU3HAKOB
BPEIOHOCHBIX KOMIIBIOTEPHBIX MTPOrpamMm

(BUpycCOB)

VIIL. O6napy:xenue Bropxkenuii (COB)

COB.1

OO6Hapy>xeHne BTOPKCHHM

COB.2

OO6HoBIeHNE 6a3BI pEMIAONTUX MPABUIT

VIII. Koutpoas (ananu3) 3amumeHHoctu ungopmanun (AH3)

AH3.1

BoraBnenue, aHanus ysa3BUMOCTEN
MH(POPMALIMOHHOM CUCTEMBI M OTIEPaTUBHOE
YCTPaHEHHUE BHOBB BBISBIICHHBIX YSA3BUMOCTEHN

+

+

AH3.2

KoHTpomnb ycTaHOBKM OOHOBJIEHUI
IIPOTPaAaMMHOTO 00ecrieueHHsI, BKII0Yast
OOHOBJICHHE TIPOTPAMMHOTO 00ECTICUSHHSI
CPEeACTB 3aLIUThl HH()OPMAITIH

AH3.3

KonTtpoisb paboTocmnocoOHOCTH, TapaMeTpOB
HACTPOWKHU U TIPABHIILHOCTH
(YHKITMOHUPOBAHHS TPOTPAMMHOTO
oOecrieueHus U CPEeACTB 3alTUThl HHPOpMaITUU

AH3.4

KoHTpomb cocTaBa TEXHUUECKUX CPEICTB,
IIPOTPaAaMMHOT0 00ECTIeUeHHsI U CPECTB
3alUThl HH(OpMAITH

AH3.5

KoHTponb npaBui reHepanuy 1 CMEHbI
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MapoJIed MOJIb30BATENEH, 3aBEACHUS U
YAQJICHMs YYETHBIX 3aIMCEH O0JIb30BaTEIICH,
peanu3anuy MpaBUil pasTpaHUYEHUs JOCTYIIOM,
ITOJIHOMOYMH T10JIb30BATEIICH B
MHPOPMALIMOHHOH cucTeMe

IX. Ob6ecneyenue 1eJJOCTHOCTH HHPOPMANMOHHOM cucTeMbl U HHPopMmanuu (OLLJI)

OLUL1

KoHTpoJIh 1IeTT0CTHOCTH MPOrpaMMHOTO
o0ecrieyeHus1, BKITFOYast IPOrpaMMHOE
obecrieueHre CpeACTB 3alUThl HHGOPMAITIH

+

OILUIL.2

KoHTpob 1eTOCTHOCTH HH(POPMAIIHH,
coJepxarieiics B 6a3zax TaHHBIX
WH(POPMAITMOHHOW CUCTEMBI

OLUL3

ObecrnieyeHre BO3MOXHOCTH BOCCTAHOBJICHHUS
MIPOrPaMMHOTO OOecrieueHusl, BKIoYas
MIPOrpaMMHOE 0OecTieYeHUE CPEACTB 3alUTHI
nH(pOpMalY, TPU BOSHUKHOBEHUH HEUITaTHBIX
CUTYyalHi

OonJL4

OOHapy>keHue U pearupoBaHue Ha
MOCTYTIJICHUE B MH(POPMAITMOHHYIO CUCTEMY
HE3aMpaIINBAEMBIX 3JICKTPOHHBIX COOOLICHUN
(rcem, TOKYMEHTOB) U MHOM MH(OpMAINH, He
OTHOCSAUIMXCS K ()YHKIIMOHUPOBAHUIO
WH(OPMAIIMOHHON CHUCTEMBI (3aIlKTa OT criama)

OLUL5

KonTpons cogepxanust HHPpoOpMaIu,
nepeaaBaeMoi u3 HHOPMAITMOHHOW CHCTEMBI
(KOHTEHEPHBIN, OCHOBAaHHBIM Ha CBOMCTBAX
00BEKTa TOCTyTa, U KOHTEHTHBIN, OCHOBaHHBIN
Ha TIOMCKE 3alpelieHHoN K epeaayde
nH(pOpPMaLIUHU C UCTIOIb30BAaHUEM CUTHATYD,
MacOK M UHBIX METOJIOB), U UCKITIOUEHHE
HEeNpaBOMEpHOH nepenauu nHpopmanuu us3
WH(POPMAITMOHHOW CUCTEMBI

OonJL6

OrpaHuyeHue npaB MOJIb30BaTENEH 110 BBOLY
uHpopMauu B HHYOPMAITHOHHYIO CUCTEMY

OonJL7

KoHTpob TOYHOCTH, TOJHOTHI U ITPABHIIBHOCTH
JAHHBIX, BBOJUMBIX B HH(POPMAIIMOHHYIO
CUCTEMY

OLULS

KoHTposib OmO0YHBIX TEHCTBHI
MOJIK30BaTEJICH 0 BBOY U (WJIN) TIEpeaaye
nH(pOpMAIUK U IPEAYTIPEKICHHIE
II0JIb30BaTeNIER 00 OIIMOOYHBIX TEHCTBUIX

X. Ooecneuenue gocrynuoctu uipopmanuu (OAT)

OJIT.1

Hcnonb3oBaHne 0TKa30yCTOMUHUBBIX
TEXHUUYECKHUX CPEJICTB

OJIT.2

Pe3epBrpoBaHne TEXHUUECKUX CPEICTB,
MIPOrPaMMHOTO OOeCTieueHusl, KaHAJIOB
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nepenayn uHGopMauu, CpeaCcTB OOeCTIeUeHUs
(GYHKIMOHUPOBAHUSA MH(POPMAITUOHHON
CHCTEMBI

OJIT.3

KonTtpoisb 6e30Tka3HOr0 (PYyHKITMOHUPOBAHMS
TEXHUYECKHUX CPENICTB, OOHAPYKEHUE U
JIOKaJIM3aIHs 0TKa30B (pyHKIIMOHUPOBAHHMS,
MPUHSATHE MEP MO0 BOCCTAHOBIICHHIO
OTKa3aBIIUX CPEICTB U UX TECTUPOBAHHE

OAT.4

[Tepuoandeckoe pe3epBHOE KOMUPOBAHUE
MH(POPMALIMU HA Pe3epBHBIC MAITUHHbIC
HOCUTENU MHpOpMaLUn

OJIT.5

OoOecnieueHrie BO3MOYKHOCTH BOCCTaHOBIICHHSI
WHPOPMAIINHN C PE3EPBHBIX MAIIMHHBIX
HOCcHUTENeH nHpopManuu (pe3epBHBIX KOMUI) B
TEYECHUE YCTAHOBIEHHOTO BPEMEHHOTO
WHTEpBaJa

OAT.6

Knacrepuzanus uHGOpPMAIIMOHHOW CUCTEMBI U
(M) ee CerMeHToB

OAT.7

KoHTponb cocTossHuS U KadecTBa
IIPEIOCTABIICHUS YTIOJTHOMOUYEHHBIM JIUL[OM
BBIYHCIIUTEIBHBIX PECYPCOB (MOIIHOCTEH), B
TOM YHCJIe 0 Nepeaue HHpopMaIuu

XI. 3amura cpeast Bupryaauzanuu (3CB)

3CB.1

Nnentudukanus n ayreHTUGUKAIUSA CyOBEKTOB
J0CTyTa 1 00BEKTOB JOCTYIA B BUPTYAIBHOM
UHPPACTPYKTYpPE, B TOM YHUCIIE
aJIMUHUCTPATOPOB YIIPABICHHS CPEICTBAMU
BUPTYyaJTU3aIIH

+

3CB.2

VYnpasieHue 10CTynoM cyObeKTOB JJOCTYIIA K
00BEKTaM JIOCTyIa B BUPTyaJIbHOU
UHPPACTPYKTYpE, B TOM YHUCIIC BHYTPU
BUPTYaJIbHBIX MAIINH

3CB.3

Peructparnus cobpiTuii 6€30MaCHOCTH B
BHPTYaJIbHOU HHPPACTPYKTYpe

3CB4

VYnpasnenue (punbTpamms, MapuIpyTH3aIus,
KOHTPOJIb COSIMHEHHMSI, OJTHOHATIPABIICHHAS
nepeaayda) moTokaMu HHHOPMAITUU MEKTY
KOMIIOHEHTaMHU BHUPTYaIbHOM
UHPPACTPYKTYPHI, & TAKKE TI0 IEPUMETPY
BUPTYaJIbHOW UHPPACTPYKTYPHI

3CB.5

JloBepeHHas 3arpy3Ka cCepBepoB
BUPTYyaJIH3allM1, BUPTYAJIbHON MAITUHBI
(KoHTEIHEPA), CEPBEPOB YIIPABICHUS
BUpTyaJIM3aLuen

3CB.6

VYnpasieHue nepeMenicHueM BUPTYaTbHBIX
MaluH (KOHTEHHEPOB) U 00padaThIBAEMBIX Ha
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HUX AJAaHHBIX

3CB.7 KoHTponb 11€10CTHOCTH BUPTYaIbHOU + +
UHPPACTPYKTYPHI U €€ KOHDUTypauuit

3CB.8 Pe3epBHOE KONMPOBaHUE aHHBIX, + +
pe3epBUPOBAaHUE TEXHUYECKUX CPEJICTB,
MIPOTPaAaMMHOTO 00ecrieueHHs] BUPTYAIbHOM
MHPPACTPYKTYPBHI, a TAK)KE KAaHAJIOB CBS3H
BHYTPH BUPTYQJIbHOW HHPPACTPYKTYPHI

3CB.9 Peanuzanus u ynpasieHre aHTUBHPYCHOU + + +
3aIUTON B BUPTyAIbHOU HH(PPACTPYKTYype

3CB.10 Pazbuenue BupTyanpHoit ”HOPACTPYKTYPHI HA + + +
CETMEHTHI (CETMEHTHPOBAaHUE BUPTYAIBHOM
HH(]pacTPyKTyphl) 17151 00pabOTKH
WHPOPMAILIUU OTACTHHBIM TTOJIB30BATEIIEM H
(M) TpyIIIoi MoJIb30BaTeNIeH

XII. 3amura texuudeckux cpeacts (3TC)

3TC.1 3amra nHpopmanuu, oopadaTeIBaeMOi
TEXHUYECKHMU CPEACTBAMH, OT €€ YTEUKH IO
TEXHUYECKUM KaHaJIaM

3TC.2 Opranuzanys KOHTPOJIUPYEMOU 30HBI, B + + +
npeenax KOTOpoi MOCTOSHHO pa3MelaloTcs
CTallMOHApHbIE TEXHUYECKHE CPEJICTBA,
oOpabaTsiBarore HHGOPMAIIHIO, U CPEIICTBA
3amuThl HGOpPMAIUK, a TAKXKE CPEICTBa
obecrieueHrs PyHKITMOHUPOBAHMS

3TC.3 Kontpons u ynpasienue Gpu3ndeckum + + +
JOCTYIIOM K TEXHUUYECKUM CPEJICTBAM,
CpeAcTBaM 3aIIUThl HHPOPMALIUH, CPEJICTBAM
obecrieyeHus: GyHKIIMOHUPOBAHUS, a TAKXKE B
IIOMEILEHUS U COOPYKEHUS, B KOTOPBIX OHU
YCTaHOBJIEHBI, UCKJIIOYAIOIINE
HECAHKIIMOHUPOBAHHBINA (PU3NUECKUN JOCTYH K
cpeacTBaM 00pabOTKU MH(POPMAIUH,
CpeACTBaM 3aIIUThl HHPOPMALIUU U CPEICTBAM
obecrieyeHus: GyHKIIMOHUPOBAHUS
MH(POPMALMOHHOM CUCTEMBI U TOMEIICHUS U
COOPYKEHHMSI, B KOTOPBIX OHU yCTaHOBJIEHbI

3TC.4 Pa3menienue yctpoiicTB BeIBOAA + + +
(oToOpaxkenus) MHGOPMAIMH, UCKITIOYAIOIIEe
ee HeCaHKIIMOHUPOBAHHBINA MTPOCMOTP

3TC.5 3amuTra OT BHEIIHUX BO3IECHCTBUMN +
(BO3IEHCTBUI OKPY’KAIOIICH CPEeIbI,
HECTaOMIBHOCTH JICKTPOCHAOKECHHUS,
KOHIAUIIMOHUPOBAHUS U MHBIX BHEUTHUX
(hakTOpOB)

XIII. 3amuTa HHGPOPMAIMOHHOI CHUCTEMBbI, €€ CPeICTB, CUCTEM CBSI3H U Nepeaayn JaHHbIX
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(BUC)

3UC.1

Paznenenne B nHGOpMaIIMOHHON CUCTEME
(GYHKIHIA 110 yIpaBJICHUIO
(aAMUHUCTPUPOBAHUIO ) HHHOPMAITHOHHON
CHUCTEMOM, YIPaBJICHUIO
(aAMUHUCTPUPOBAHUIO) CHCTEMOMN 3aIUThHI
nHpopmanuu, GyHKIHHA 1o 00padoTke
nH(pOpMaIUK U UHBIX PYHKITAN
WH(POPMAITMOHHOW CUCTEMBI

3UC.2

IIpenoTBpaleHre 3aA€pKKU WM IPEPBIBAHUS
BBITIOJTHEHUS IPOLIECCOB C BBICOKUM
IIPUOPUTETOM CO CTOPOHBI IIPOLIECCOB ¢ HU3KUM
IIPUOPUTETOM

3UC.3

ObecneveHue 3anuThl HHPOPMAITUN OT
PacKpBITHs, MOAM(HUKAIINN U HABS3BIBAHUS
(BBOZA JIOKHOM MH(POPMAIIMK) TIPH €€ Tepeade
(mOrOTOBKE K TIepeaaye) o KaHajaam CBSI3H,
MMEIOIINM BBIXOJI 32 MPEIEITbI
KOHTPOJIMPYEMO# 30HBI, B TOM YHUCIIE
0ecrpoBOTHBIM KaHAJIaM CBSI3H

3UC.4

ObecrieueHne TOBEPEHHBIX KaHala, MapIipyTa
MEXTy aJIMUHUCTPATOPOM, MOTH30BATEIIEM U
CpeICTBAaMU 3alIUTHl HHPOPMAITUU
(pyHKIHSIME 6€30MTaCHOCTH CPEJICTB 3AIIUTHI
UHPOPMALIUH)

3UC.5

3amnpeT HECAaHKIMOHUPOBAHHOH yIAICHHOMN
aKTUBAalLlMU BUJEOKaMmep, MUKPO(OHOB 1 UHBIX
nepuepuiHbIX YCTPOUCTB, KOTOPHIE MOTYT
aKTUBHPOBATHCA yIaJICHHO, U OMOBEILEHUE
MOJTh30BaTENICH 00 aKTHBAIIMU TaKUX YCTPONCTB

3UC.6

[lepenaya 1 KOHTPOJIb LIETOCTHOCTH aTPUOYTOB
Oe3omacHoCTH (METOK 0€30IacCHOCTH),
CBSI3aHHBIX ¢ MH(OpMaLue, mpu oOMeHe
uHpopManrei ¢ UHBIMA HH(POPMALIMOHHBIMH
crUCTeMaMH

3UC.7

KoHTposb CaHKIIMOHUPOBAHHOTO U
UCKJIIOYEHHE HECAaHKIIMOHUPOBAHHOTO
MCIIOJIb30BaHUS TEXHOJIOTH MOOMIIBHOTO KOJa,
B TOM YHCJI€ PETUCTPALIUs COOBITHIA, CBA3aHHBIX
C UCTOJIb30BaHUEM TEXHOJIOTUH MOOUIBHOTO
KOJla, UX aHaJM3 U pearupoBaHue Ha
HapyLIeHUs], CBI3aHHbBIE C UCITIOIb30BAHUEM
TEXHOJIOTUIl MOOMIIBHOTO KOZa

3UC.8

KOHTpob CAaHKIIMOHUPOBAHHOTO U
HCKJIIOYECHUE HECAHKLIIMOHUPOBAHHOTO
HCIIOJIb30BAaHUs TEXHOJIOTMH NIEPEIauu PEUH, B
TOM YHCJIe PETUCTPAIUs COOBITUH, CBS3aHHBIX C
HCIIOJIb30BAHUEM TEXHOJIOIMH IIEpelad PEeUH,
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UX aHAJIM3 ¥ pearupoBaHUe HA HAPYLICHUS,
CBSA3aHHBIC C UCIIOJIb30BAHUEM TEXHOJIOTUN
nepeaadu peuu

3UC.9

KoHTposb CaHKIIMOHMPOBAHHON U UCKITIOUEHUE
HECaHKITMOHUPOBAHHOM Tepeaaun
BHJICOMH(OpPMAITH, B TOM YHCIIE PETUCTPAIUs
COOBITHH, CBSI3aHHBIX C TIEpenayuei
BHJICOMH(OpPMAITH, UX aHAJIU3 U pearnpoBaHUE
Ha HapyIIEHHUs, CBSI3aHHBIE C Tepeaadeit
BHICOMH(DOpMAITUN

3UC.10

HOHTBCP)KI[CHI/IG MPOUCXOKACHUA UCTOYHUKA
uH(pOpMaLNH, OJIy4aeMOH B IpoLecce
OTIpEJICIIEHUS CETEBBIX aJPECOB IO CETEBBIM
HMCHAM WX ONIPCACIICHUA CCTCBBIX UMCH I10
CEeTEBBIM ajjpecam

3UC.11

OOecrieueHue MOMIMHHOCTH CETEBBIX
COCTMHECHHH (CEaHCOB B3aUMOJICHCTBHUSA), B TOM
YHCJIE )18 31Tl OT ITOJMEHEI CETEBBIX
YCTPOMCTB U CEPBUCOB

3UC.12

HckinroueHne BO3MOKHOCTH OTPHULIAHUS
noJjb3oBareseM (hakra OTIpaBKH HH(POpMAIUU
JIPyroMy I0JIb30BaTEII0

31C.13

HckiroueHne BO3MOKHOCTH OTPHIIAHUS
nmoJsib30BaTesieM (GakTa MmoaydeHUss HHPOpMaIUH
OT JIPYTOT0 TOJIH30BATEIIS

31C.14

Hcnonb3oBaHne yCTpOUCTB TEPMUHATIBHOTO
noctyna st 00paboTku nHpopMauu

3UC.15

3ammTa apXuBHBIX (DailyioB, mapamMeTpoB
HACTPOMKHU CPEJICTB 3alUTHl HHOPMAIIUU U
MIPOrPaMMHOT0 OOECIIeUYeHHsI U UHBIX JTaHHBIX,
He TOJUIeKAIINX U3MEHEHHIO B IIpoIecce
00paboTku nHpopmauu

3UC.16

BrrsiBrienue, ananu3s u OJIOKMpOBaHKE B
MH(POPMALIMOHHOM CUCTEME CKPBITHIX KaHAJIOB
nepeaayu MHGoOpMaIu B 00X0
peaT30BaHHBIX Mep 3aIIUThHI HHPOPMALIUU WU
BHYTPH Pa3pelICHHBIX CETEBBIX MPOTOKOJIOB

3UC.17

Pazouenue napopmamoHHON CHCTEMBI Ha
CETMEHTHI (CETMEHTHPOBAHUE
MH(POPMAITMOHHOW CHCTEMBI) U o0ecIieueHne
3alUTHI IEPUMETPOB CETMEHTOB
WH(POPMAITMOHHOW CUCTEMBI

3UC.18

Obecneuenue 3arpy3Kd U UCIIOTHEHUS
MPOrPaMMHOTO 00ECTICUEHUS C MAITUHHBIX
HocuTenel nHopMaIH, JOCTYITHBIX TOJBKO
AJI YTCHHUSA, U KOHTPOJIb HCJIIOCTHOCTU AAHHOTO
NPOrpaMMHOT0 00ecTIeHeHHsI
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31C.19

N3omnsmust mporieccoB (BHIMOTHEHUE TIPOTPAMM)
B BBIJICJICHHOW O0JIACTH MaMSITH

31C.20

3ammTa 6eCrIpOBOIHBIX COCTUHECHHM,
MIPUMEHSAEMBIX B HH(POPMAITMOHHON CHUCTEME

3UC.21

Hcxnroyenne 10cTymna nojab30Bareiis K
uH(pOPMAaLIMY, BOSHUKIICH B Pe3ysbTaTe
JNEUCTBUN MPEABIAYILETO MOJIb30BaTelIs Yepes
peecTpsl, OIEPATUBHYIO IIaMATh, BHEILIHUE
3allOMHHAIOIINE YCTPOICTBA M UHBIE OOIINE IS
MOJIb30BaTesel pecypchl HHPOPMALIMOHHOM
CUCTEMBI

31C.22

3ammTa “HPOPMAIIMOHHON CUCTEMBI OT yTPo3
0e3onacHOCTH MHGOpPMAITH, HATIPABJICHHBIX Ha
OTKa3 B 00CTY>KWBaHUHM HH(POPMAITHOHHON
CUCTEMBI

31C.23

3amura nepumerpa (Gu3NIecKux U (Him)
JIOTHYECKUX T'PaHUI]) HHPOPMALMOHHOM
CUCTEMBI IIPU €€ B3aUMOJICHCTBUU C UHBIMU
MH(POPMALIMOHHBIMHA CUCTEMaMH U
MH(POPMALMOHHO-TEIEKOMMYHUKAITUOHHBIMU
CETSIMU

31C.24

[Ipexpanienue ceTeBbIX COCTUHEHUM 110 UX
3aBEPIICHUH WIW 110 UCTECYCHHUH 3aJaHHOTO
OTepaTopoOM BPEMEHHOI'0 UHTEpBaja
HEAKTUBHOCTH CETEBOI'0 COCAUHEHUS

3UC.25

Hcnonb3oBanue B MHOOPMAIIMOHHOHN CHCTEME
WM €€ CerMEHTaX Pa3UYHbIX THUIIOB
00IIECUCTEMHOT0, IPUKIIAHOTO U
CMELUAIBHOTO MTPOrPaMMHOTO 00ecTieueHUs
(co3nanue rereporeHHoOM Cpeibl)

31C.26

Hcnonb30BaHre MPUKIATHOTO U CIIEHUATBHOTO
MIPOrPaMMHOT0 O0ecTieueHus, UMEIOIINX
BO3MOXXHOCTh ()YHKIIHOHHUPOBAHUS B Cpelax
Pa3IMYHbIX ONEPALMOHHBIX CHCTEM

3UC.27

Coznanue (3MYJISIIMS) JIOKHBIX
WH(OPMALIMOHHBIX CHCTEM WJIH HX
KOMITOHEHTOB, TPETHA3HAYCHHBIX IS
OoOHaApyKEHHUsI, PETUCTPAIINH U aHAIIN3a
JEUCTBUN HApYILIUTEIIEH B IIPOLIECCE
peanuzanuu yrpo3 6e3omnacHocTu HHGOpMauu

31C.28

BocnpounsBenenne m0KHBIX U (UITH) CKPBITHE
WCTHHHBIX OTACIHHBIX HH)OPMAITMOHHBIX
TEXHOJIOTHH U (WJIH)
CTPYKTYPHO-(DYHKITHOHATEHBIX XapaKTEPUCTHK
WHQPOPMAIIMOHHOM CUCTEMBI HJIH €€ CETMEHTOB,
o0ecrieunBaroIee HaBs3bIBAHHE HAPYIITUTEITIO
JIOXKHOTO TIPEICTABJICHUSI 00 UCTUHHBIX
MH(POPMAITMOHHBIX TEXHOJIOTHSIX U (HJIN)
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CTPYKTYPHO-(DYHKIIHOHAIBHBIX
XapaKTepUCTUKAX UHPOPMALMOHHON CUCTEMBI

31C.29 [TepeBox MHPOPMALIMOHHONM CUCTEMBI WU €€
YCTPOUCTB (KOMIIOHEHTOB) B 3apaHee
OIpeICIIEHHYI0 KOH(PUTYpaIHIo,
00eCTIeYNBAIOIIYIO ATy HHPOPMAIUH, B
clly4ae BOSHUKHOBEHUHU OTKa30B (COOEB) B
crcTeMe 3aIUThl HHPOPMALUU
MH(POPMALIMOHHOMN CUCTEMBI

3UC.30 3ammTa MOOMJIBHBIX TEXHUYECKUX CPEJICTB, + + +
MIPUMEHSAEMBIX B HH(POPMAITMOHHON CHUCTEME

"+" - Mepa 3amuTHl HHPOPMALIUU BKIIIOYEHA B 0a30BbIil HAOOP Mep AJIsl COOTBETCTBYIOIIETO Kilacca
3aLIUIEHHOCTH UH(OPMAIIMOHHON CHCTEMBI.

Mepbl 3amuTel UHGOpPMAIUU, HE O0O3HAYEHHBIC 3HAKOM "+, MPUMEHSIOTCS MPHU aJanTaliH
6a3oBoro Habopa Mep M YTOYHEHHHU AJANTUPOBAHHOTO 0a30BOro Habopa Mep, a Takke MpHU pa3padboTKe
KOMIICHCUPYIOIINX Mep 3aIllUThl UH(GOpMAIMU B MHPOPMALMOHHONW CHCTEME COOTBETCTBYIOIIETO Kilacca
3aLIUIEHHOCTH.
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