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®denepanbHbiid 3ak0H 0T 26.07.2017 . Neo 187-®3 (Cobpanue 3akoHoaarenbcTBa Poccuiickoi
®enepanuu ot 2017 ., Ne 31, ct. 4736; "Poccuiickas razera" ot 31.07.2017 r.; OpunmansHbIi
MHTEpPHET-NIOPTal MpaBoBOil HHPopManuu (Www.pravo.gov.ru) ot 26.07.2017 r., cT.
0001201707260023)

ITo cocrostauro Ha 24.10.2023 1.

POCCUMCKAS ®EJEPALIAS
®EJIEPAJIbHBINA 3AKOH

O 0Oe3onmacHOCTH KpUTHYECKOM HHPOPMALMOHHON HHpacTPyKTYphI Poccuiickoi
Denepanuu

[Tpunsar T'ocynapcrBennoi {ymoii 12 nrona 2017 ropa

Ono6pen CoBerom Deaepanuu 19 uronsa 2017 rona
(B pedaxyuu @edepanvrozo 3axkorna ot 10.07.2023 No 312-D3)
Crarba 1. Cdepa aeiictBus HacTossero dexepaabHOro 3aKoHa

Hacrosmmuii denepanbHBI 3aKOH PETYJIUPYET OTHOIICHUS B 00JacTH OOCCIICUCHHS
0€30MacHOCTH KPUTUYECKON uH(pOpMalMOHHOW HHQpacTpykTypsl Poccuiickoit ®Denepanuu
(manee Takke - KpuThueckas uMH@opMmalrmoHHas HHEPPACTPYKTypa) B LEISAX €€ YCTONYMBOIO
(YyHKIIMOHUPOBAHUSI IPU IPOBEJAECHUU B OTHOLIEHUM €€ KOMIIBIOTEPHBIX aTak.

Crarbs 2. OcHOBHBbIE IOHSITHS, HCIOJIb3yeMble B HACTOsiIeM DegepaibHOM
3aK0He

Jna ueneit Hacrosimero denepaibHOTO 3aKOHA HMCIOJB3YIOTCS CIEAYIONINE OCHOBHBIE
TTOHSITHS:

1) aBTOMaTu3upoBaHHAs CUCTEMA YIIPABJICHUS - KOMIIJIEKC IPOrPAaMMHBIX U ITPOTPaMMHO-
anmapaTtHbIX CpPEACTB, MPEIHA3HAYEHHBIX I KOHTPOJISL 33 TEXHOJOTMYECKUM U (WJIN)
MPOU3BOJCTBEHHBIM 00OPY/IOBaHHEM (MCIOTHUTEIBHBIMA YCTPOWCTBAMH) W MPOU3BOAUMBIMHU
MU MPOLECCaMHt, a TaKXkKe JUIS YIPaBJICHUSI TAKUMU 000PY/IOBAHUEM U MPOIECCAMU;

2) 0e30MacHOCTb KPUTHYECKOH HMHGPOPMAIIMOHHOW HHQPACTPYKTYpPhl - COCTOSHUE
3alUIIEHHOCTH KPUTHUYECKOH HHGPOPMAIIMOHHOW WHOPACTPYKTYphI, oOOecreunBaroiee ee
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YCTOIZHHBOG (bYHKHHOHHpOBaHHe npu NpOBCACHNH B OTHOIICHNH €€ KOMIIBIOTCPHBIX aTakK;

3) 3HAuMMbI OOBEKT KPUTHUYECKONM HHPOPMALMOHHOW HH(PPACTPYKTYphl - OOBEKT
KpUTHYECKOW MH(MOPMAIMOHHOW MH(PACTPYKTypbl, KOTOPOMY IMPUCBOEHA OJHA M3 KaTeropuii
3HAYUMOCTH W  KOTOPBIM BKJIIOYEH B  pPEeCTp 3HAYUMBIX OOBEKTOB  KPHUTHUYECKOM
MH(POPMAITMOHHON HH(DPACTPYKTYPHI;

4) KoMIbIOTEpHasi aTaka - IIEJICHANPABICHHOE BO3JEHCTBUE MPOTPAMMHBIX U (WJIN)
IpOrpaMMHO-ANMapaTHeIX ~ CPeACTB  HAa  OOBEKTHl  KPUTHUYECKOW  HHGOPMAIMOHHOMN
MHQPACTPYKTYPBI, CETH AJIEKTPOCBS3H, UCIOIb3yEeMbI€ JIJIsl OpPraHU3allMi B3aUMOJCHCTBUS TaKUX
00BEKTOB, B IETSAX HAPYIICHUS U (MJIM) MPEeKpalieHus ux GyHKIIMOHUPOBAHUS U (MJTU) CO3MAHUS
yIpo3bl 0€30MacCHOCTH 00pabaTeIBaeMO TaKUMH 00BEKTaMU WH(OPMAITNH;

5) KOMIBIOTEpHBIH MHUUJIEHT - (akT HapymeHus U (WIu) [peKpaleHus
GYHKIMOHUPOBAHUS OObEKTa KpUTHYECKOH WH(OpPMAMOHHON UHQPACTPYKTYphl, CETH
ANEKTPOCBS3H, HCIOIB3yeMON [JIsi OpraHU3aluy B3aMMOJCHCTBHS TaKUX OOBEKTOB, W (WJIH)
HapylieHus: 0e30macHOCTH 0oO0pabdaThiBaeMOW TaKUM OOBEKTOM HHQOpMAIIMKU, B TOM YHCIE
MPOU30LIEAIINN B PE3YNbTaTe KOMIIBIOTEPHOU aTaKH;

6) kpuTuueckas uUHQOpMAIMOHHAs HMH(QPACTPYKTypa - OOBEKTbl KPUTHUYECKOM
MHOOPMAITMOHHON HMHGPACTPYKTYphl, a TaKKe CETH DJEKTPOCBS3U, HCIIOIb3yeMble JUIs
OpraHU3allMU B3aUMOJICUCTBUS TAKUX OOBEKTOB;

7) OOBEKTBbl KPUTHYECKOM HHPOPMAMOHHONW HHOPACTPYKTYpHl - HH(OpPMAILIMOHHBIE
CUCTEMBI, HH(OPMALIMOHHO-TEIEKOMMYHUKAIIMOHHbIE CETH, AaBTOMAaTHU3UPOBAHHBIE CHUCTEMBbI
ynpaBiieHus CyObeKTOB KPUTHUECKON MH(OpMalMOHHON HH(DPaCTPYKTYypHI;

8) cyOBeKThl KPUTHUYECKOW HMH(GOPMALIMOHHON HWHQPPACTPYKTYpbl - TOCYAApCTBEHHBIC
OpraHbl, TOCYAApCTBEHHBIC YUYPEKACHUS, POCCHUIICKHE [opuanueckue Jauna u  (Win)
VHJIMBUyaJIbHbIE MIPEANPUHUMATENN, KOTOPHIM Ha IIpaBe COOCTBEHHOCTH, apeH/Ibl UM HAa HHOM
3aKOHHOM OCHOBAaHWUM TpPUHAICKAT HUHPOPMALIMOHHBIE  CUCTEMbI, HHPOPMAIIMOHHO-
TEJIEKOMMYHUKAITHOHHBIC CeTH, aBTOMATU3UPOBAHHBIC CUCTEMBI yIpaBJeHUS,
byHKIMOHUpPYOIIME B cdepe 3IpaBOOXpaHEHUs, HAyKW, TPAHCIOPTA, CBS3U, DHEPIETHKH,
rOCYIapCTBEHHOM PEruCcTpalliy MpaB Ha HEJBMXKUMOE UMYIIECTBO U CAETOK C HUM, OAaHKOBCKOM
chepe 1 uHBIX cepax PUHAHCOBOTO PhIHKA, TOTLIMBHO-IHEPTETUUYECKOTO KOMILJIEKCa, B 001acTH
aTOMHOW 2HEPTuu, OOOPOHHOM, PaKeTHO-KOCMHYECKOM, TOPHOIOOBIBAIOIICH, METAJLTyPTrUIeCKOM
U XMMHYECKON MPOMBIIUICHHOCTH, POCCUMCKUE IOPUANYECKUE JHIa U (MJIM) WHIMBUIyaTbHbIC
MpeANpPUHNUMATENN, KOTOPhIe 00€CTIeYnBAIOT B3aUMO/ICUCTBHE YKa3aHHBIX CUCTEM WM ceTell. (B
peoaxyuu Pedepanvroco 3akona ot 10.07.2023 Ne 312-D3)

Crarba 3. IIpaBoBoe peryjiupoBaHue OTHOLIEHUH B 00J1acTH o0ecnedeHus
0e301acHOCTH KPUTHYeCKOH NHGOPMALMOHHOH HHPPACTPYKTYPHI

1. OtHomeHus1 B obOmactu obecriedeHrs 0€30MacHOCTH KPUTUUECKOW HH(OPMAIIMOHHOM
HHPPACTPYKTYpBl perynmupyrorcss B cooTBeTcTBUM ¢ Konctutynueir Poccuiickoit denepannm,
oOmenpu3HaHHBIMA ~ TPUHIUMIIAMH HW  HOPMaMH  MEXKIyHAapOIHOTO TpaBa, HACTOSIIUM
denepaibHBIM 3aKOHOM, APYTHMU (eepaabHbIMU 3aKOHAMU U IPUHUMAEMbIMU B COOTBETCTBUU
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C HUMHU MHBIMH HOPMATUBHLIMU IMIPABOBBIMH dKTAMM.

2. OcobeHHOCTH TTpUMEHEHHSs HacTosmero deaepabHOTO 3aKOHA K CETSIM CBS3U OOIIEro
NOJIb30BaHUs omnpenenstores PeaepanbHbiM 3akoHOM 0T 7 utonst 2003 roga Ne 126-D3 "O cBsizu"
U MPUHUMAEMBIMA B COOTBETCTBHM C HHM HOPMaTUBHBIMH IIPAaBOBBIMH akTaMu Poccuiickoi
Odenepanum.

Crarba 4. [lpunuunbl obecniedyeHnst 0€30MACHOCTH KPUTHYECKOI
HH(pOpPMALMOHHON HHPPACTPYKTYPbI

[Ipyunuunamu  oOecriedeHuss ~ O€30MACHOCTH  KPUTHUYECKOM  MH(OPMALIMOHHOM
UHPPACTPYKTYPHI SBIISIOTCA:

1) 3aKOHHOCT®;

2) HEenpepbIBHOCTh U KOMIUIEKCHOCTh OOecreueHHus Oe30MacHOCTH KPUTHYECKOM
MH(OPMAITMOHHON HHOPACTPYKTYphl, OCTHTAaeMble B TOM 4YHCJIE 3a CYET B3aUMOJEHCTBHUS
YIOJIHOMOYEHHBIX (heJIepaIbHBIX OPTraHOB HCIIOTHUTEIBHOW BJIACTH U CyOBEKTOB KPUTHUYECKON
MHPOPMAITUOHHOU HH(DPACTPYKTYPHI;

3) npuopUTET NPEAOTBPALIEHUSI KOMIBIOTEPHBIX aTakK.

Crarba S. I'ocynapcrBeHHasi cucteMa 00HAPYKeHMs, NPeAyNpeKIeHUs 1
JIMKBUAALUH MOCJIEACTBHII KOMIIbIOTEPHBIX aTAaK HA
nHpopManuoHHbIe pecypcbl Poccuiickoi Penepanun

1. TocymapctBeHHass cucTeMa OOHapyXeHUs, TMPEAYNPESKACHUS U JUKBUJIALUU
MOCJIEACTBUN KOMITBIOTEPHBIX arak Ha HMH(pOpMalnMOHHBIE pecypchl Poccuiickoit ®deaepaunu
IPENCTaBIISIET COOOM €AMHBIN TEPPUTOPHUATBHO PACIIPEACIICHHBIA KOMITJIEKC, BKIFOYAIOIINN CHIIbI
W CpeICTBa, TMpeAHa3HAYCHHBbIC [UIsl OOHApyKEHUs, TMPEAYNpEeXKICHUS U JTUKBUIAUH
MOCJIEICTBUN KOMITBIOTEPHBIX aTaK U PEarupoBaHUs HAa KOMIIBIOTEPHbIE MHUIMACHTHL. B memnsx
HacTosIIIeN cTaThu MoJ UHGOpPMAaMOHHBIMU pecypcamu Poccuiickoit denepannu moHUMAIOTCS
MH(pOpPMaAIIMOHHbIE CHUCTEMBI, UH(OpMaIIMOHHO-TEJIEKOMMYHHUKAIIMOHHbBIE CeTH u
aBTOMAaTU3UPOBAHHBIC CHUCTEMBI YIIPABJICHUsA, Haxomdlluecs Ha Teppuropun Poccuiickon
®denepaniuy, B JIUINIOMATUYECKUX IPEACTABUTENIBCTBAX M (MIJIM) KOHCYIBCKHUX YUPEKICHUAX
Poccuiickonn ®@enepanum.

2. K cunam, mpenHa3HAu€HHBIM JUIsi OOHApPY)XEHUS, MPEIyNpPEeKICHUS W JTUKBUAALNHU
MOCJIEACTBUN KOMITBIOTEPHBIX aTaKk U PEarupoBaHMs Ha KOMIIbIOTEPHBIE MHIUICHTBI, OTHOCSTCS:

1) monmpasnmeneHuss ¥ JOKHOCTHBIE JUIA (enepadbHOrOo OpraHa HCHOJHUTENbHON
BJIACTH, YMOJHOMOYEHHOTO B oOmactu obecmeueHus (PyHKIIMOHUPOBAHUS TOCYAAPCTBEHHOM
CUCTEMBbI OOHAPYKEHU S, TPEAYNPEKICHUS U JTUKBUAAIIUN TOCIEICTBUN KOMITBIOTEPHBIX arak Ha
nHpopManmoHHble pecypcbl Poccuiickoit deaepanni;

2) opraHu3anus, co3naBaemas ¢efepaibHbIM OpPraHOM HCIIOJIHUTEIBHOM BIACTH,
YIOJIHOMOYEHHBIM B oOOacTu obOecriedeHus] (PYHKIIMOHUPOBAHUS TOCYIAPCTBEHHOW CHCTEMBI
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oOHapy>XeHUus, TPEAyNPEeKICHUs] U JTUKBUAANNU TOCICACTBUN KOMIIBIOTEPHBIX aTak Ha
nHpopManuoHHble pecypchl Poccuiickoit  @Deneparuu, a1 oOecrneyeHus KOOpAUHALMU
JESTeIbHOCTH CYOBEKTOB KPUTHYECKOM HMH(OPMALIMOHHON HHQPACTPYKTYphl IO BOIpOCaM
OoOHapyKeHUusl, NPEeNyNpeKICHUS U JUKBUAALUU TOCIEICTBUN KOMIBIOTEPHBIX aTaKk M
pearupoBaHusi Ha KOMITBIOTEpHBIE WHIMACHTHI (Janee - HalMOHAJIbHBIA KOOPAMHAI[MOHHBIN
IEHTP MO KOMIBIOTEPHBIM UHITUICHTAM);

3) moxpasziesieHusl U JIOJDKHOCTHBIE JIMIa CyOBEKTOB KPUTHUECKOW HMH(OPMALIMOHHOU
MHQPACTPYKTYphl, KOTOpble NPUHUMAIOT ydyacTHE B OOHApPYXKEHHH, MNPEAYNPEKICHUN U
JUKBUJAIIMU TIOCJIEACTBUN KOMITBIOTEPHBIX aTaKk M B pearupoBaHUU Ha KOMIIbIOTEPHbBIE
WHIUCHTHI.

3. CpeactBamu, TmpeAHA3HAYEHHBIMU JJI1  OOHApyKEHHUs, NPEAyNpeKICHUS U
JUKBUJALMKU TOCIHEACTBUM KOMIIBIOTEPHBIX arak M pearupoBaHUs Ha KOMIIBIOTEPHBIE
UHIUJCHTBI, SIBJISIOTCS TEXHUYECKHE, MPOrpaMMHbIE, MPOrpaMMHO-aNNapaTHble MW HHBIE
CpeacTBa JUIsl OOHApYKEHHS (B TOM YHCJIE ISl TOUCKA MPU3HAKOB KOMITBIOTEPHBIX aTaK B CETAX
ANEKTPOCBS3HM, HCIOIB3YEMbIX JJI OpPTraHU3allUM B3aWMOJACUCTBUS OOBEKTOB KPUTHUUYECKOM
MHPOPMAIIMOHHONW  MHQPACTPYKTYphI),  MPEAYNPEKACHUS,  JHUKBUJANUU  MOCIEICTBUI
KOMIIBIOTEPHBIX aTak W (Win) oOMmMeHa wH(opManuen, HeoOXOoauMON CyObeKTaM KPUTHUYECKOU
UHPOPMAILIMOHHOW  MHQPACTPYKTYphl TpU  OOHAPY)KEHUH, TNPEAYNpPEeKIeHUHM ¢ (WJIH)
JUKBUJALMKN TIOCIEACTBUM KOMIIBIOTEPHBIX aTak, a Takke Kpunrorpaduyueckue CpeacTBa
3alUTHl TAKOH WHGOPMALIIH.

4. HauuoHa/IbHBI KOOPAMHALMOHHBIM LEHTP IO KOMIIBIOTEPHBIM HWHIUJICHTaM
OCYUIIECTBIIIET CBOK JEATEIIBHOCTh B COOTBETCTBUU C IIOJOKEHUEM, YTBEPKIAEMbIM
dbenepaabHBIM OpPraHOM HMCIOJHHUTEIBHONW BJIACTH, YIOJTHOMOYEHHBIM B 00JacTH OOECTICUCHHS
(YyHKIIMOHUPOBAHUSI  TOCYJAPCTBEHHOW  CHCTEMBbl  OOHApy)XEHHUs, TPEAyNPEeKICHUS U
JUKBUJAIIMM TIOCTEACTBHI KOMIIBIOTEPHBIX aTak Ha WHGOpPMAIMOHHBIE pecypchl Poccuiickoit
Oenepanum.

5. B rocynapcTBEHHOHW cucTeMe OOHAapyXeHUs, MNPEAYNPEXKICHUS U JHMKBUIALUU
MOCJIEICTBUN KOMITBIOTEPHBIX aTrak Ha HMHGOpPMAlMOHHBIE pecypchl Poccuiickoit depepanuu
OCYIIECTBIISIIOTCA cOOp, HAKOIUIEHHE, CHCTeMaTH3alus M aHaliu3 HWHGOpPManuu, KoTopas
MOCTyNaeT B JAHHYK0 CHCTEMY 4epe3 CpeAcTBa, MpelHa3HauYeHHbIE s OOHApYXKEHUS,
NpeAynpexIeHUs] U JIMKBUAAIUMU TOCIEACTBUM KOMIBIOTEPHBIX aTak, MH(OpMaiuu, KoTopas
OpencTaBisieTcs  CyObeKTaMH  KPUTHMYECKOM  MH(OPMALIMOHHOM  MHQPACTPYKTYphl U
denepanbHBIM OPraHOM HCIOJHUTEIBHON BJIACTH, YIOJIHOMOYEHHBIM B 00JacTH oOecredeHus
0€30MacHOCTH KpUTHUYeCKON uH}opmamoHHoil mHdpacTpykTypsl Poccuiickoit deneparuu, B
COOTBETCTBUHM C MEPEeYHEM HH(OPMAIINU U B MOPSAIKE, OMpeneiasieMbIMu (eepalbHbIM OPraHOM
WCIIOJTHUTEIBHON BJIACTH, YMOJHOMOYEHHBIM B o00jacTtu obOecrneueHus (PYyHKIMOHUPOBAHUS
TOCYIapCTBEHHON CHUCTEMbl OOHApy>XEHHUs, NPEAYNPEXKICHUS U JUKBUAALMU TOCIEICTBUIM
KOMIBIOTEPHBIX aTrak Ha HWHQopMalnMOHHBIE pecypchl Poccuiickoit denepanuu, a Takxke
HHpOpMAIIMH, KOTOpass MOXKET TMPEACTABIATHCA WHBIMH HE SBISIONIMMHUCS CyObeKTaMH
KPUTHYECKOW MHOOPMAIMOHHON MH(PACTPYKTYphl OpraHaMu M OpPraHU3alUsIMH, B TOM YHCIE
VHOCTPAHHBIMHA U MEXIYHAPOIHBIMMU.

6. ®enepanbHblii OpraH MCIOIHUTEIBHON BJIACTH, YIOJIHOMOYEHHBIH B 00JacTH
obecriedyeHUs (PYHKIIMOHUPOBAHUS TOCYIAPCTBEHHONW CHUCTEMBI OOHAPYXKECHUS, MPEIYTPEIKIACHUS

pravo.gov.ru/proxy/ips/?docview &page=1&print=1&nd=102439340&rdk=1&&empire= 4/17



24.10.2023, 11:23 O 6e30MacHOCTN KPUTUYECKOM MHPOPMaLIMOHHON NHPaCcTPYKTYpbl Poccuiickon depepaumn

W JIMKBUJIAIIMN TIOCTEACTBHI KOMITBIOTEPHBIX aTak Ha WHGOpPMAIMOHHBIE pecypchl Poccuiickoit
®denepaliuy, OpraHU3yeT B YCTAHOBIIEHHOM MM MOPsIKe 00MeH MHpopMaIue 0 KOMITBIOTEPHBIX
MHIUJCHTAaX MEXIy CyObeKTaMU KPUTHUYECKON HMH(OPMALlMOHHOM HMH(PACTPYKTYypbl, a TaKkKe
MEXYy CYObEKTaMH KPUTHYECKONH HHGOPMAIMOHHOW HHQPACTPYKTYypbl U YIOJIHOMOYEHHBIMU
OopraHamu WHOCTPaHHbIX rocyaapcTB, MEXAYHAPOAHBIMH, MEXITyHAPOIHBIMU
HENPaBUTEIbCTBEHHBIMU OpraHu3alHusIMU u MHOCTPaHHBIMU OpraHu3alHsIMU,
OCYIIECTBIISIOIIUMHU JICITEIbHOCTh B 001aCTH pearnpoBaHus Ha KOMITBIOTEPHbBIEC WHITUJCHTHI.

7. IlpenocraBiieHHE W3 TOCYIAPCTBEHHON CHUCTEMbl OOHApYKEHUsI, MPEAyNpEeXICHUS U
JUKBUJAIIMU TOCIEACTBUI KOMITBIOTEPHBIX aTak Ha WH(OpManuoHHBbIE pecypchl Poccuiickoil
denepanu CBEACHUM, COCTABISIIOLIUMX TOCYJAPCTBEHHYIO JUOO HHYIO OXPaHSIEMYI 3aKOHOM
TanHy, OCyIIECTBIISIETCSA B COOTBETCTBUU C 3aKoHOAAaTenbCcTBOM Poccurickon denepanuu.

Crarba 6. Ilonnomouus Ilpe3nnenra Poccuiickoiit @egepanyu ¥ OPpraHoB
rocynapcrBeHnoi Bjaactu Poccuiickoit @enepanyu B 00/1acTH
o0ecrneyeHnsi 0€30MACHOCTH KPUTHYECKOI HH(POPMALIMOHHOMI

HHPPACTPYKTYPbI

1. IIpe3unent Poccuiickoit deaepannu onpeaesisier:

1) ocHOBHbBIE HampaBi€HUs TOCYIapCTBEHHOM TMOJIUTUKU B oOmacTu obecredyeHus
0€30MacHOCTH KPUTHUYECKON MH(OPMAITMOHHON MHDPACTPYKTYPHI;

2) denepanbHBIA OpPraH MCHOTHUTEIBHOW BJIACTH, YIOJTHOMOYCHHBIH B 00IacTH
oOecrieyeHus O€30MAaCHOCTU KPUTHUYECKONM HH(pOpManuoHHOW HHpacTpykTypsl Poccuiickoii
Oenepanuu;

3) denepanbHBIi OpraH WCIOJIHUTEIBLHON BJIACTH, YIOJTHOMOYEHHBIH B 001acTH
obecnieueHUs GyHKIIMOHUPOBAHUS TOCYIAPCTBEHHONW CHCTEMBI OOHAPYKEHHS, MPEIYyIPEKICHUS
1 JIMKBUJIAIIUN TIOCTEACTBHI KOMITBIOTEPHBIX aTak Ha WH(OpPMAIMOHHBIE pecypchl Poccuiickoit
Oenepanuu;

4) TOpAMOK CO3MaHUS W 3aJaud  TOCYJAPCTBEHHOW CHCTEMBI OOHApYXECHMUS,
NpEAyNpeXIeHUs] W JIMKBUJAIIMUA TOCICACTBUM KOMITBIOTEPHBIX aTak Ha HWHQOpMaIMOHHbBIE
pecypcel Poccuniickon Oenepanum.

2. IIpaButenbctBO Poccuiickoit denepannu yCTaHABIMBAET:

1) mokaszarenu KpUTEpUEB 3HAYUMOCTH OOBEKTOB KPUTHUYECKOM HWHQPOPMALIMOHHON
UHQPACTPYKTypbl M WX 3HAYEHHUs, a Takke TOPAJOK U CpPOKH OCYIIECTBICHUS HUX
KaTeropupoBaHus;

2) NOpSAOK OCYIIECTBIEHUS] TOCYJapCTBEHHOIO KOHTpPOJIsl B oOmactu oOecredeHus
0€30MacHOCTH 3HAYMMBIX 0OBEKTOB KPUTHUYECKOW MH(POPMAITMOHHONW HHPPACTPYKTYPHI;

3) NOpsIOK TOATOTOBKM W MCIOJIB30BAHUSI PECYPCOB E€IUHOW CETH AIIEKTPOCBS3H
Poccuiickoit  ®enepaumu s obecrieueHuss (QYHKIIMOHUPOBAHUS 3HAYUMBIX  OOBEKTOB
KPUTHYECKOW MH(OpMAIIMOHHON UHPPACTPYKTYPHIL.

3. @enepanbHbld OpraH MCIOJHUTENIBHOM BJIACTH, YIOJIHOMOYEHHBIH B 001acTH
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oOecrieyeHns 0€30MAaCHOCTU KPUTHUYECKON HH(pOpManMOHHOW HHGpacTpykTypsl Poccuiickoii
Oenepanuu:

1) BHOCUT MpeIo’KEHUsI O COBEPUICHCTBOBAHWM HOPMATUBHO-IIPABOBOTO PErYIMPOBAHUS
B oOmactu obOecredeHusi O€30MacHOCTH KPUTHYECKOW WH(OpMAIMOHHONH HWHQPPACTPYKTYpPhI
[Ipesunenty Poccuiickoit denepanum u (vm) B [IpaBuTennctBo Poccuiickoit Deaepanuu;

2) yTBEpXKIAeT TMOPSIOK BEACHUS peecTpa 3HAYUMbIX OOBEKTOB KPUTHUUYECKOM
UH(pOopMaIMOHHON UH(PPACTPYKTYPhI U BEAET AAHHBIN peecTp;

3) yTtBepkaaeT ¢GopMy HaIpaBICHUS CBEACHUHM O pe3yibrarax IMPUCBOCHHUS OOBEKTY
KPUTHYECKOW MHOOPMAIIMOHHON MH(PPACTPYKTYphl OAHOM M3 KAaTErOpHil 3HAYMMOCTH JHOO0 00
OTCYTCTBUHU HEOOXOAMMOCTH IPUCBOCHHS €My OAHOM U3 TaKUX KaTeropuii;

4) ycraHaBiauBaeT TpeOOBaHUs MO OOECIEUYEHUIO OE30MaCHOCTH 3HAYUMBIX OOBEKTOB
KpUTHYECKOW  MHPOPMAIIMOHHOW  HMHQPPACTPYKTyphl  (TpeOoBaHUs 1O  OOECIEYECHUIO
0e30macHOCTH UH(POPMAIIMOHHO-TEJIEKOMMYHUKAIITMOHHBIX CETEH, KOTOPHIM MPUCBOCHA OJHA U3
KaTeropuil 3HAUMMOCTU U KOTOpbIE BKJIOUEHBI B PEECTpP 3HAUUMBIX OOBEKTOB KPUTHUUYECKOM
MHPOPMAIMOHHONW HMH(PACTPYKTYphl, yCTAaHABIMBAIOTCA IO COIIACOBaHUIO C (enepalbHbIM
OpPraHOM MCHOJIHUTENIBHON BJIACTH, OCYLIECTBIISIIOIIUM (DYHKIMU IO BBIPAaOOTKE U peanu3aluu
rOCy/IJapCTBEHHOM MOJUTUKH W HOPMATHBHO-TIPABOBOMY PEryJUPOBAHHUIO B OONACTH CBS3H), a
TakXke TpeOOBaHUSA K CO3MaHUIO CHUCTEM O€30MacCHOCTH TaKMX OOBEKTOB M OOECIEYCHHUIO HX
¢bynkuuonupoBanus (B OaHkoBCko cdepe u B HHBIX cdepax (UHAHCOBOTO pPHIHKA
yCTaHaBJIMBAET yKa3aHHbIe TpeOOBaHUS 1O comtacoBaHuio ¢ LlenTpanbubiM 6ankom Poccuiickoit
denepanun);

5) OoCymIeCTBISET TOCYIapCTBEHHBIH KOHTPOJIb B 00JacTH OOecredeHus 0e30MacHOCTU
3HAYUMBIX OOBEKTOB KPUTHUUYECKON HMHGPOPMAIMOHHOW HMH(PACTPYKTYpHI, a TaKKe YTBEPXKIAET
¢bopMy aKkTa IPOBEPKHU, COCTABISEMOIO M0 UTOTaM MPOBEJCHUS YKa3aHHOTO KOHTPOJISL.

4. ®enepanbHbIi OpraH MCIOJHUTEIBHON BJIACTH, YIIOJHOMOYEHHBIH B o00JacTH
obecriedyeHUs (PYHKIIMOHUPOBAHUS TOCYJAPCTBEHHONW CHUCTEMBI OOHAPYXKECHUS, MPEIYTPEKIACHUS
Y JIMKBUJIAIIMY TIOCCACTBHI KOMITBIOTEPHBIX aTak Ha WHGOpPMAIMOHHBIE pecypchl Poccuiickoit
Oenepanuu:

1) BHOCUT IpeIOKEHHS O COBEPILIEHCTBOBAHUM HOPMAaTUBHO-IIPABOBOTO PETYIUPOBAHUS

B oOmactu obecriedeHus: O€30MaCHOCTH KPUTHYECKONW HH(POPMAaMOHHON HHOPACTPYKTYpHI
[Ipe3nnenty Poccuiickoit denepanun u (viu) B [IpaBurensctBo Poccuiickoit @eaepanuu;

2) co3maeT HAIMOHAIBHBIN KOOPIWHAIIMOHHBIN IIEHTP MO KOMIIBIOTEPHBIM HHIIUACHTAM U
YTBEPKIACT MOJIOKEHUE O HEM;

3) KOOpAWMHUPYET NeATEIbHOCTh CYOBEKTOB  KPUTHYECKOW  HMHOOPMAIIMOHHOM
MHPPACTPYKTYpPHI MO BOMpPOcaM OOHAPYKEHUS, MPEAYNPEKICHUS U JTUKBUAALMUHN TOCIEICTBHUI
KOMITBIOTEPHBIX aTaK U pearupoBaHUs Ha KOMIIbIOTEPHBIC UHIIUACHTHI;

4) opraHu3yerT U HIPOBOJUT OLEHKY O€30MaCHOCTH KPUTHUYECKOW HH(OPMALIMOHHOM
UHDPACTPYKTYpHI;
5) ompenensier nepedeHb MH(OpMAIUU, MPEACTABIAEMON B TOCYAAPCTBEHHYIO CHUCTEMY

oOHapyXCHUS, TMPEIYyNPEKIACHUS W JUKBUJAIMU TIOCICACTBUNA KOMITBIOTEPHBIX aTak Ha
nHopmarmoHHbie pecypcebl Poccuiickoit denepanuu, U MOPSAOK €€ MPeICTaBICHUS;

pravo.gov.ru/proxy/ips/?docview &page=1&print=1&nd=102439340&rdk=1&&empire= 6/17



24.10.2023, 11:23 O 6e30MacHOCTN KPUTUYECKOM MHPOPMaLIMOHHON NHPaCcTPYKTYpbl Poccuiickon depepaumn

6) yTBepXKAaeT mopsaoKk WHGOpMUpOBaHUS (GeaepaabHOTO OpraHa HCIOTHUTEIBHOU
BJIACTH, YMOJHOMOYEHHOro B oOmactu obecrneueHus (PyHKIIMOHUPOBAHUS TOCYAAPCTBEHHOM
CUCTEMBbl OOHAPYKEHU S, TPEAYNPEXKICHUS U JIMKBUAAIIMN TOCIEICTBUN KOMITBIOTEPHBIX arak Ha
uH@opmaimonusle pecypebl  Poccuiickoin  @enepanuu, O KOMIIBIOTEPHBIX HHIMICHTAX,
pearupoBaHHsl Ha HUX, NPUHIATHS MEP MO JUKBUIAIUHM TOCIEACTBUN KOMITBIOTEPHBIX aTak,
MPOBEACHHBIX B  OTHOIICHWW 3HAYMMBIX OOBEKTOB KPUTHYECKOW  HH(OpPMAIIMOHHOM
UHPPacTpyKTypbl (B OaHKOBCKOH cepe M B MHBIX chepax (PUHAHCOBOTO PBHIHKA YTBEPXKIAET
yKa3aHHBIN MOPsIOK Mo comiacoBaHuio ¢ LlenTpanbubiM 6ankom Poccuiickoit @enepanun);

7) yTBEepKAaeT MopsAAoK oOMeHa MH(OpMalMed O KOMIIBIOTEPHBIX MHIIUACHTAX MEXIY
CyObeKTaMH  KpUTHYECKONM  HMH(OpMAIIMOHHONW  MHQPACTPYKTYphl, MEXKAy CyObEeKTaMu
KPUTHYECKOW  MH(OPMAIIMOHHON  MHQPPACTPYKTypbl W  YINOJIHOMOYEHHBIMH  OpraHaMu
MHOCTPAHHBIX TOCYAApCTB, MEXAYHAPOJHBIMU, MEXIyHAPOAHBIMUA HENPABUTEIbCTBEHHBIMU
OpraHu3alMsIMU W HMHOCTPAaHHBIMM OpraHU3alUsSMH, OCYIIECTBISIOUIMMU JIEATEIbHOCTh B
o0JlacTH pearpoBaHUs Ha KOMIIBIOTEPHbIE HWHLMUJEHTHL, a TaKXke MOPSAIOK IOIy4YEeHHUs
CyObeKTaMH KPUTUUYECKOW HHGOPMAIMOHHOW HHOPACTPYKTYphl MH(GOPMALIMU O CPEACTBAX H
crioco0ax MpOBEACHUS KOMITBIOTEPHBIX aTaKk U O METO/IaX UX MPEAyNpexXIeHUsI 1 0OHAPYKEHUS;

8) opraHu3yeT yCTAaHOBKY Ha 3HAYUMBIX OOBEKTaX KPUTHUYECKON HH(POPMAIMOHHOU
MHQPACTPYKTYpPBHl U B CETSIX SJEKTPOCBS3U, HCIOIB3YEMBIX U OPTaHU3aIlMU B3aUMOJICHCTBHUS
00BEKTOB KPUTHUECKOW MH(OOPMAIIMOHHOW WH(PACTPYKTYpHI, CPEACTB, MpPEIHA3HAUYCHHBIX IS
OoOHapy>XeHUs, NPEIyNpeKICHUS ¢ JTUKBUAAINU TOCIEACTBUI KOMIBIOTEPHBIX aTak W
pearupoBaHus Ha KOMIBIOTEPHBIE UHIUICHTHI;

9) ycraHaBiuBaeT TpeOOBaHUS K CpPEICTBAM, MpPEIHAa3HAUYEHHBIM i OOHapy>KEHHUS,
OpEeNynpexXIeHUs W JMKBHUJAALMU MOCIEACTBUN KOMIBIOTEPHBIX aTraKk W pearupoBaHUs Ha
KOMITHIOTEPHBIE WHITUCHTHI,

10) yTBepxnaeT mopsAa0K, TEXHUUECKUE YCIOBUSI YCTAHOBKU M JKCILTyaTallud CPEJICTB,
NpeAHa3HAYeHHBIX Il  OOHApyXeHUs, NPEeAyNpeXIeHUs W JUKBUJIALUUM TOCIEICTBUIM
KOMITBIOTEPHBIX aTaKk M pEarupoBaHUsl HA KOMIIBIOTEPHBIE HWHIIMJACHTHI, 332 MCKIIIOYCHUEM
CPEICTB, MPEAHA3HAYCHHBIX VIS TOMCKA MTPU3HAKOB KOMITBIOTEPHBIX aTaK B CETAX AJIEKTPOCBS3H,
WCIIONB3YEeMbIX JIJISi OpraHU3alluy B3auMOJCHCTBHUS OOBEKTOB KPUTHUUECKOW HH(OPMAIIMOHHOM
UHPPacTpyKTypbl (B OaHKOBCKOH cepe M B MHBIX chepax (PUHAHCOBOTO PBHIHKA YTBEPXKIAET
yKa3aHHbIE TOPSJIOK M TEXHUYECKHE YCIOBHS MO comiacoBaHuio ¢ LleHTpalbHbIM OaHKOM
Poccuiickoit denepanun).

5. ®enepanbHBIi OpraH HCIOJHUTEIBHON BJIACTH, OCYIICCTBISIONIUNA (YHKIUU TI0
BBIpa0OTKE ©  pealu3allMi TOCYJapCTBEHHOW TMOJUTUKM HW  HOPMAaTHBHO-TIPABOBOMY
pPEryIupOBaHUIO B OOJACTU CBSI3U, YTBEPXKIACT MO COMIACOBAHUIO C (hellepaibHbIM OpraHOM
WCIIOJHUTEIBHON BJIACTH, YIHOJHOMOYEHHBIM B oOiacTh obOecriedeHHs (PYyHKIMOHUPOBAHUS
TOCYIApCTBEHHON CHUCTEMBl OOHAapyXEHHUsI, MNPEAYNPEXKICHUS U JUKBUAALMU IOCIEICTBUIM
KOMITBIOTEPHBIX aTak Ha WHGOpPMalMOHHBIE pecypchl Poccuiickoii ®dexepanuu, MTOPSIOK,
TEXHUYECKUE YCJIOBHUSI YCTAHOBKHM W JKCIUIyaTallMd CPEACTB, MPEIHA3HAYEHHBIX JUIsl MOMCKa
MPU3HAKOB KOMITBIOTEPHBIX aTaK B CETSAX AJIEKTPOCBS3H, MCIOJB3YEMbIX JUISI OpPraHU3alUuH
B3aUMOJICCTBUS OOBEKTOB KPUTHUECKON MH(OPMALIMOHHON HHPPACTPYKTYPHI.
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Crarba 7. KareropupoBanue 00beKTOB KPpUTHYECKOH HH(OPMALIMOHHOM
HH(PPACTPYKTYpPHI

1. KareropupoBanue o0ObeKTa KPUTHUYECKOH UHQPOPMAIIMOHHON WUHPPACTPYKTYpPHI
MPEACTABISIET COOOM YCTAaHOBJIEHHME COOTBETCTBUSA OOBEKTAa KPUTHUUYECKON HH(OpMALIMOHHOMN
UHQPACTPYKTYpbl KPUTEPUSIM 3HAUUMOCTH U MOKA3aTeNIIM UX 3HAUCHU, IPUCBOCHUE €My OJHOMI
U3 KaTeropuii 3HaYuMMOCTH, TPOBEPKY CBEICHUH O pe3yJbrarax ee MPUCBOCHHS.

2. KareropupoBaHue OCYILIECTBISETCS UCXOAS U3:

1) comumanbHON 3HAYMMOCTH, BBIPAKAIOUIEHCA B OIEHKE BO3MOXHOIO Yyiepoa,
MPUYMHSAEMOTO XU3HU WJIM 3I0POBBIO JIFOAEH, BO3MOKHOCTH NPEKPALLECHUS WIIM HAPYIIECHUS
(yHKIIMOHUPOBaHUSI OOBEKTOB OOECIEUEHUs >KU3HEACSITEIIbHOCTH HACENIEHMs, TPaHCIIOPTHOM
UHPPACTPYKTYphl, CETEH CBs3U, a TaK)Ke MAaKCHUMallbHOM BpPEMEHU OTCYTCTBHS JOCTyIa K
TOCYJapCTBEHHOM YCIIyTe JJIS MTOJIy4aTeliel TaKOW YCIIyTH;

2) MOJWTUYECKOW 3HAYMMOCTH, BBIPAXKAIOMICHCS B OLEHKE BO3MOXKHOIO MPUYHMHEHUS
yiiep0a untepecam Poccuiickoit denepanu B Bopocax BHYTPEHHENW U BHEIIHEH MOJUTUKH;

3) PKOHOMHYECKON 3HAYMMOCTH, BBIPAXKAIOIICIHCS B OLICHKE BO3MOXKHOTO MPUYUHEHUS
MPSIMOTO ¥ KOCBEHHOTO yIiepba cyObeKkTamMm KpUuTHUUeCKord MH(OpMaAIImOHHON HHAPACTPYKTYPHI U
(nmm) G6romketam Poccuiickont denepanuu;

4) SKOJIOTHYECKOW 3HAYMMOCTH, BBIPAKAIOIICHCS B OIICHKE YPOBHS BO3ICHCTBHUS Ha
OKPYKAIOIIYIO CPEeay;

5) 3HauMMOCTH OOBEKTa KPUTUUYECKOW HWHPOPMAIMOHHOW UHQPPACTPYKTYpHI JUIsS
oOecrieyeHust 0OOPOHBI CTPaHbl, 0€30MACHOCTH TOCYIapPCTBA U MPABOMOPSIKA.

3.  VYcranaBnuBawTCA TPU  KaTerOpud  3HAYMMOCTH  OOBEKTOB  KPUTHUECKOU
MH(POPMAITMOHHON HH(DPACTPYKTYPHI - IIEpBasi, BTOpasi U TPETHSI.

4. CyObeKTbl KPUTHYECKOW HWHPOPMAIMOHHONW HHOPACTPYKTYphl B COOTBETCTBUH C
KpPUTEpPUSIMA 3HAYMMOCTH U TOKa3aTeasIMU UX 3HAUCHHUH, a TAKKe MOPSAKOM OCYIIECTBICHUS
KaTeropupoBaHUs TPUCBAUBAIOT OJIHY U3 KaTErOpuii 3HAYMMOCTH MPUHAJISKAIIUM UM Ha MpaBe
COOCTBEHHOCTH, apeHJbl WM HWHOM 3aKOHHOM OCHOBaHUU OOBEKTaM KPHUTHUYECKOM
WHPOPMAIIMOHHOW  UHQPPACTpyKTypbl. Ecnu  00BbEKT  KpUTHYECKON  MH(OpPMAIIMOHHOM
UHPPACTPYKTYpbl HE COOTBETCTBYET KPUTEPHUSM 3HAYMMOCTH, MOKA3aTEsIM 3TUX KPUTEPUEB U
UX 3HAYEHUSM, €My HE MPUCBAUBACTCS HU OJHA U3 TaKUX KaTeropui.

5. CBenenusi o pe3yinbTarax IMPUCBOEHUS OOBEKTYy KPUTHUYECKOW HH(OpPMALMOHHOM
UHPPACTPYKTYpbl ONHOW M3 KaTeroOpuid 3HAYMMOCTH JHOO 00 OTCYTCTBHUM HEOOXOJUMOCTH
MPUCBOCHUSI €My OJHOW M3 TaKUX KaTeropul CyObeKThl KPUTHYECKOW HH(OPMAITMOHHOMN
UHQPACTPYKTypbl B MHUCbMEHHOM BHJE B JCCATUIHEBHBIM CPOK CO JHS HOPUHATUS HMHU
COOTBETCTBYIOIIETO PEUICHUs HANpaBisioT B (enepaibHbIi OpraH HCIOJIHUTEIBHOM BIACTH,
YIOJHOMOYEHHBIH B 00MacTH obecriedeHusi 0e30MacHOCTH KPUTHYECKOH HH(GOpMAIMOHHON
uHdpactpykrypsl Poccuiickoit denepannu, mo yrBepaeHHON UM hopme.

6. denepanbHBII OpraH WCIOTHUTEIBHOW BJIACTH, YIOJIHOMOYECHHBIH B 00JacTH
oOecrieyeHuss 0€30MAaCHOCTU KPUTHUUYECKOM HHGpOpMaMOHHOW HHMpacTpykTypsl Poccuiickoii
denepaunu, B TPUALATUJAHEBHBIA CPOK CO JIHS TOJIYYEHHS CBEICHUM, YKa3aHHBIX B 4YacTH 3
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HACTOSIIIEH CTaThU, MPOBEPSET COONMIONEHHUE TMOpPSAKA OCYIIECTBICHUS KAaTeTOPUPOBAHUSA U
MPaBWJIBHOCTh MPUCBOCHUSI OOBEKTY KPUTHUUYECKON HMH(OPMALIMOHHON HMHOPACTPYKTYPHI OJHOM
U3 KaTeropuil 3HaYMMOCTH JIMO0 HEMPUCBOEHHUS €My HM OJHOM M3 TaKUX KaTerOpUi.

7. B cnyuae, ecnm CyOBEKTOM KpPUTHUYECKOW HWHQPOPMAIMOHHONW WHQPPACTPYKTYpPhI
COONIONEH TOPSIOK OCYIIECTBICHUS KaTErOPUPOBAHHS W TMpPUHAAJIEKAIIEMy €My Ha IpaBe
COOCTBEHHOCTH, apeHJbl UM HWHOM 3aKOHHOM OCHOBAaHMHM OOBEKTY KPUTHYECKOU
MHPOPMAIMOHHONW MH(PACTPYKTYphl MPaBUIIBHO NMPUCBOEHA OJHA U3 KaTEropuil 3HAYMMOCTH,
(denepasbHbli OpraH MCHOJHUTEIBHONW BJIACTH, YIOJHOMOYEHHBIM B 00JacTH oOecredyeHus
0€30MacHOCTH KpPUTHUYECKOW HWHPOpMarlMoHHOW uHPpacTpyKTypsl Poccuiickoit ®Deneparuu,
BHOCHUT CBEJCHUS O TAaKOM O0BEKTE KPUTHUECKON MH(OpPMAITMOHHON MH(DPACTPYKTYpHI B peecTp
3HAYUMBIX OOBEKTOB KPUTHUYECKON HWHOOPMALMOHHON HHOPACTPYKTYphl, O YeM B
JECSATUTHEBHBIN CpOK YBEIOMIIAETCS CyOBbeKT KPUTUYECKOU MH(pOpMAIIMOHHON
UHPPaACTPYKTYPBHI.

8. B ciyuae, ecnu QenepaabHbIM OPraHOM HCIOJHHUTENBHONW BIACTH, YIOJIHOMOYEHHBIM
B olOmactu obOecredeHusi 0O€30MacHOCTH KPUTHYECKOW HH(OpMAIIMOHHON HWHPPACTPYKTYpPhI
Poccuiickon ®enepannu, BHISBICHBI HAPYILICHUs MOPAJIKA OCYIIECTBICHUS KaTeTOPUPOBAHUSA U
(unu) 0OBEKTy KpUTHUUECKOW MH(OPMALIMOHHOW MH(PACTPYKTYphl, TPUHAJUICKAIIEMY Ha MpaBe
COOCTBEHHOCTH, AapEHJbl MWJIM HWHOM 3aKOHHOM OCHOBAaHHUM CYOBEKTY KPUTHYECKOI
WHPOPMAIMOHHON MHPPACTPYKTYpPhI, HEMPABUJIBHO TPUCBOCHA OJIHA U3 KAaTETOPUH 3HAYMMOCTH
u (wam) HEoOOCHOBAaHHO HE NPHUCBOCHA HU OJHA M3 TaKUX KaTeropuid W (W) CyOBEKTOM
KpUTHYECKOW HMH(GOPMALIMOHHOM HMHEQPACTPYKTYpPhl TMPEACTABICHbI HEMOJHble U  (WJN)
HEJIOCTOBEPHBIE CBEIECHHUS O pe3ylibTaraXx MPUCBOEHUSI TakoMy OOBEKTY KPUTHUYECKOM
UH(QOpMAIIMOHHON MH(PACTPYKTypbl OJHOM M3 KAaTEropuil 3HaYMMOCTH JIMOO 00 OTCYTCTBUHU
HEOOXOAMMOCTH TPUCBOCHHUS €My OJHOM U3 TakuxX Kareropuid, ¢denepaabHbli Opran
WCIIOMHUTEIBHON  BJACTH, YINOJHOMOYEHHBIM B oOmactm obecriedeHuss 0€30MacHOCTH
KpUTHYeCKOW HHOOpMAIIMOHHON uHPpacTpyKkTypbl Poccuiickoit deneparnuu, B 1ECATUTHEBHBIN
CPOK CO JHS MOCTYIUIEHUS MPEACTABICHHBIX CBEICHUU BO3BpAllaeT MX B MUCBMEHHOM BUJIE
CyObEeKTYy  KpPUTHYECKOM  MHPOpMAUMOHHOW  HH(QPACTPYKTYphl C  MOTHBHUPOBAHHBIM
000CHOBaHMEM MPUYUH BO3BpATa.

9. CyObexkT KpUTHYECKOM HWHPOPMAIMOHHOW HHOPACTPYKTYphl TOCHE TOIYyYCHUS
MOTUBHUPOBAHHOTO OOOCHOBAHHUS MIPUYUH BO3BpATa CBEJICHUM, YKa3aHHBIX B YacCTH 5 HACTOAIICH
CTaTbH, HE OOJIee YeM B JECATUIHEBHBIN CPOK yCTpaHSET OTMEUEHHBIE HEJIOCTATKU U MOBTOPHO
HampaBjsieT Takue CBeAeHus B (eaepalibHbli  OpraH  MCIOJHUTEIbHOM  BIACTH,
YIOJIHOMOYEHHBI B oOnactu obecreueHusi Oe30MacHOCTH KPUTHUUECKOW WHQOpMAIMOHHON
uHdpactpyktypsl Poccuiickoit denepanmu.

10. CBegenuss 00 OTCYTCTBHUM HEOOXOIMMOCTH MPUCBOCHUS OOBEKTY KPUTHUECKOU
MHPOpMAIMOHHON HHQPACTPYKTYphl OJHOM M3 KaTeropuil 3HAYMMOCTH IOCIE HUX IMPOBEPKU
HaNpaBJIsAOTCS (peepadIbHbIM OPraHOM HCIIOJIHUTENBbHOM BIACTH, YIOJHOMOYEHHBIM B 001acTH
obecrieyeHnsT O€30MAaCHOCTU KPUTHUYECKONM HHGPOpPMAMOHHONW HHOpacTpyKTyphl Poccuiickoii
Oeneparuu, B TOCYIApCTBEHHYIO CHUCTEMYy OOHApYXXEHUs, MNPEAYNpPEeXKICHUS U JTHUKBUIAIUU
MOCJICJICTBUY KOMIIBIOTEPHBIX aTak Ha WHGOpPMaIMoOHHBIE pecypchl Poccuiickoit denepanuu, o
YyeM B JECATUIHEBHBIM CpOK YyBenOMIIsAeTCA CYOBEKT KpPUTHUECKOW HMH(OPMALIMOHHOM

UH(PACTPYKTYPHI.
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11. B cnydae HempeaCTaBlIE€HHUS CYObEKTOM KPUTHUYECKOM HMH(GOPMALMOHHOM
UHQPACTPYKTYpbl CBEACHUMN, YKa3aHHBIX B YaCTH 5 HACTOAMICH cTaTbu, (penepanbHbId OpraH
WCIIOJMHUTEIBHOM  BJACTH, YNOJHOMOYEHHBIM B oOmactu obecnedeHusi Oe30MacCHOCTH
KpuTu4deckod uHpopmalmoHHo wuHOpacTpykTypsl Poccuiickoit ®enepaiiuu, HampapiseT B
aZipec yKa3aHHOTO CyOBbeKTa TpeOoBaHUE O HEOOXOIUMOCTH COONIOACHUS MOJTOKESHU I HACTOSIICH
CTaThU.

12. Kareropusi 3HaYMMOCTH, K KOTOPOH OTHECEH 3HAUUMbIH OOBEKT KPUTHUECKOU
UH(pOpMaAIIMOHHON UH(PPACTPYKTYPbI, MOXKET ObITh U3MEHEHA B MOPSIJIKE, IPEAYCMOTPEHHOM JIJIs
KaTeropupoBaHMUs, B CIECIYIOMINX CIydasx:

1) MO0 MOTMBHPOBAHHOMY pEIICHHUIO (penepansbHOTO OpraHa HCIOJHUTENHFHON BIIACTH,
YIOJIHOMOYEHHOTO B oOnactu oOecriedeHusi O€30MaCHOCTH KPUTHYECKOM HHQPOpMalMOHHON
uH@pactpykrypsl Poccuiickoit ~®enepauuu, MOPUHATOMY IO pe3ylbTaTaM IPOBEPKH,
IPOBEJCHHOM B paMKaX OCYLIECTBJIEHHS TrOCYyJapCTBEHHOI'O KOHTpPOJIA B 00nacTH oOecredeHus
0€30MacHOCTH 3HAYUMBIX OOBEKTOB KPUTHUECKON MH(OPMAIMOHHOW UHPPACTPYKTYPHI;

2) B choyd4ae M3MEHEHHMS 3HAYMMOTO OOBEKTa KpPUTHUUYECKOW HH(OPMALIMOHHOMN
UHPACTPYKTYpbl, B pe3yJIbTaTe KOTOPOIO TaKOW OOBEKT MepecTan COOTBETCTBOBATh KPUTEPHUSIM
3HAYMMOCTH W TIOKa3aTellsiM HMX 3HAa4eHHi, Ha OCHOBAHMHM KOTOPBIX €My Oblla IpPHCBOCHA
OTIpe/eICHHAs] KaTeropusi 3HAYMMOCTH;

3) B CBsI3M C JUMKBHUAAIIMEH, peopraHu3aieil cyObekTa KpUTUIeCKOor MH(GOPMAIMOHHON
UHPPACTPYKTYypbl U (MJIM) U3MEHEHHEM €ro OpraHu3alMOHHO-IIPaBOBOM (POpMBI, B pe3yinbrare
KOTOPBIX ObUIM WU3MEHEHBI MO0 yTpadeHbl MPU3HAKU CYOBEKTa KPUTHUECKON MH(OPMALIMOHHOM

UH(PACTPYKTYPHI.

Crarba 8. PeecTp 3HAYUMBIX 00bEKTOB KPUTHYECKOI MH(POPMALIMOHHOMI
HHPPACTPYKTYpPHI

1. B wmemax yyera 3HauMMbIX OOBEKTOB  KPUTHYECKOM  HMH(GOPMALIMOHHOU
UHPacTpyKTypbl (penepanbHblii OpraH MCIOIHUTEIbHOM BIIACTHU, YIOJHOMOYEHHBIM B 001acTH
oOecrieueHust 0e30MaCHOCTH KpUTHUECKOM HHGOpManmoHHOW uHHpacTpyKkTypsl Poccuiickoii
deneparuy, BEIEeT PEECTp 3HAYUMBIX  OOBEKTOB  KPUTHUYECKOM  WH(OPMAIIMOHHOM
MHQPACTPYKTYpbl B yCTAHOBJIEHHOM UM MOpsjake. B mgaHHBIM peecTp BHOCATCS CIEAYIONINE
CBEIICHUS:

1) HauMeHOBaHHME  3HAUUMOTO  OOBEKTAa  KPUTHYECKOH  HMHQPOPMALIMOHHON
UHPPACTPYKTYPHI;
2) HauMEHOBaHHE CyObeKTa KPUTUUECKONU HH()OPMALIMOHHON HHPPACTPYKTYPHI;

3) cBelneHHUsI O B3aUMOACUCTBUM 3HAUMMOIO OOBEKTa KPUTHYECKOM HH(OPMALIMOHHOM
UHQPACTPYKTYPBI U CETEH DIEKTPOCBSI3U;

4) cBemeHus O JIMIE, OKCIUTyaTHUPYIOLIEM 3HAUUMBIH  OOBEKT KPUTHUYECKOM
MH(POPMAITMOHHOU UH(DPACTPYKTYPHI;

5) kareropusi 3HAYMMOCTH, KOTOpasi IPUCBOECHA 3HAUUMOMY OOBEKTY KpPUTHYECKOU
MH)OPMAITMOHHON MHOPACTPYKTYPBI;
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6) cBelleHUs O MIPOTPAMMHBIX M MPOrPAMMHO-ANMAPATHBIX CPEACTBAX, UCIOJIb3YEMbIX Ha
3HAYUMOM OOBEKTE KPUTUUECKON MH(POPMALIMOHHOU UHPPACTPYKTYPHI;

7) Mepbl, NOpUMEHseMble [uis obecredeHus: O0e30MacHOCTH 3HAaYUMOTOo OO0BEeKTa
KPUTHYECKOU MH(OpMAITMOHHON HHPPACTPYKTYPHI.

2. CsemeHusi U3 peecTpa 3HAYUMBIX OOBEKTOB KPUTHYECKOW HH(OPMALIMOHHOMN
MHQPACTPYKTypbl HAIIPABJISIOTCS B TOCYAAPCTBEHHYIO CUCTEMY OOHApYKEHUsI, MPEIyTPEKACHUS
U JUKBUJIALIMU TMOCIEACTBUNA KOMITBIOTEPHBIX aTak Ha MH(opMalmoHHbIe pecypchl Poccuiickoil
denepanum.

3. B cmydae yTparhl 3HaUYMMBIM OOBEKTOM KPUTHYECKOM HMHGOPMALIMOHHOU
UHQPACTPYKTypbl ~ KaTEeropuu 3HAYMMOCTH OH HCKJIO4HaeTcs (enepalbHbIM — OpraHOM
WCIIOJIHUTEIBHOM  BJAcTH, YNOJIHOMOYEHHBIM B oOnacTu oOecnedeHusi O€30MacCHOCTH
KpuTHueckord uHpopManmoHHo wuHPpacTpykTypbl Poccuiickoii ®Penepanuu, U3 peecTpa
3HAYUMBIX OOBEKTOB KPUTHUECKON MHPOPMAIIMOHHONW MH(PPACTPYKTYpPHI.

Crarbs 9. IIpaBa n 00s13aHHOCTH CY0bEKTOB KPUTHYECKOH MH(POPMALIMOHHOI
HHPPACTPYKTYPBI

1. CyObeKThl KpUTHUYECKON HHPOPMALIMOHHOW MH(PPACTPYKTYpbl UMEIOT MPaBO:

1) momy4ars OT (enepaibHOrO0 OpraHa HMCIOJHUTEIBHON BIACTH, YHMOJHOMOYEHHOTO B
obOmactu obOecrieueHusi O€30MACHOCTH KPUTHUYECKOH HWH(OpMAITMOHHON UHQPPACTPYKTYpPhI
Poccuiickoit ®enepanuu, uHGOpPMALNIO, HEOOXOMUMYIO s oOecriedeHuss O0e30MacHOCTH
3HAYUMBIX OOBEKTOB KPUTHUYECKOW WH(OpPMAMOHHON WH(PACTPYKTYpPHI, MPUHAIICKAIIUX UM
Ha mpaBe COOCTBEHHOCTH, apeH]bl MJIM MHOM 3aKOHHOM OCHOBaHWHU, B TOM 4Hcie 00 yrposax
Oe3zomacHOCTH 00pabarkiBaeMOi TaKUMHU 00bEKTaMU WH(OPMAIMH U YSI3BUMOCTH TPOTPAMMHOTO
obecrnieueHus, 000OPYIOBaHUS U TEXHOJIOTUM, UCIIOJIB3YEMBIX Ha TAKUX OOBEKTaX;

2) B MOpsAKE, YCTAaHOBJIEHHOM (QelepalbHbIM OpPraHoOM HCIIOJIHUTEIbHON BJacTH,
YIOJIHOMOYEHHBIM B oOiiacTh obOecriedeHHs] (PYHKIMOHUPOBAHUS TOCYIAPCTBEHHOM CHCTEMbI
OoOHapy)XeHHUs, NPEaYNpeXICHUsS ¢ JUKBUIAIUU TIOCIEACTBUN KOMIBIOTEPHBIX arak Ha
uHpopMaImoHHble pecypchl Poccuiickoit denepanuu, monxydarb OT YKa3aHHOTO oOpraHa
MH(POPMAIHIO O CPEACTBAX U CIIOCO0aX MPOBEICHUS KOMITBIOTEPHBIX aTak, a TAaKKe 0 METOAAX UX
MpeaynpexIeHUs] 1 OOHAPYKEHUS,

3) npu Hamuuuu comiacus  (eAepalbHOTO OpraHa HUCIOJHUTENBHOM  BJIACTH,
yIOJHOMOYEHHBIM B oOnactu obecrneueHus (PYHKIIMOHHPOBAHHUS TOCYIAPCTBEHHOW CHCTEMBI
OOHapyXCHUS, TMPEIyNPEKIACHUS W JHUKBUJAIMK TIOCICACTBUN KOMITBIOTEPHBIX aTak Ha
nHbOpMaIIMOHHBIE pecypchl Poccuiickoit deaeparnum, 3a CBOM cueT MpUOOpeTaTh, apeHI0BATh,
yCTaHaBIMBaTh U  OOCIYy)XMBaTh  CpEICTBa, TMpeAHAa3HAYCHHBIC [UII  OOHApYXKEHUS,
NPEIyNPEKICHUS W JUKBUJALMHA TIOCIECACTBUM KOMIBIOTEPHBIX aTaK W pearupoBaHUs Ha
KOMIIBIOTEPHBIC UHIIUICHTHI;

4) paspabarbiBaTh W OCYIIECTBISATH MEPONPHUATHS IO O00ECHeueHHI0 O0e30MacHOCTH
3HAYUMOTO 00BEKTa KPUTUUECKONW MH()OPMALIMOHHON HHPPACTPYKTYPBHI.

2. CyObeKThl KpUTUUYECKOM MH(OPMALIMOHHON MHPPACTPYKTYpbl 00S3aHBbI:
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1) He3zaMeAmUTENbHO HH(POPMUPOBATH O KOMITBIOTEPHBIX HMHIIUJCHTAX (eaepaabHbIi
OpraH  UCIOJHUTEIBHOM  BIACTH,  YIOJIHOMOYEHHBIH B oOmacTu  obecredyeHus
(YyHKIIMOHUPOBAHUSI  TOCYJApCTBEHHOW  CHCTEMbl  OOHApyXeHMs, MNPEeAyNpexIeHUs U
JUKBUJIALIMU TIOCJIEICTBUI KOMIIBIOTEPHBIX aTak Ha MHQpOpMalUOHHbIE pecypchl Poccuiickoi
@enepanun, a takxke LlenTpansHblii 0ank Poccuiickoit denepaunu (B ciaydae, €ciu CyObEeKT
KPUTHYECKOW MH(POPMAITMOHHONW MH(PPACTPYKTYpPHI OCYIIECTBISET AEATEIBHOCTh B OAaHKOBCKOM
chepe u B uHbIX chepax (GUHAHCOBOTO PbIHKA) B YCTAHOBJICEHHOM YKa3aHHBIM (helepabHbIM
OpraHOM HCIIOJHUTEIbHOM BiacTu mnopsake (B OaHKoBCKoW cdepe W B HHBIX cdepax
(bUHAHCOBOIO PHIHKA YKa3aHHBII MOPSJIOK YCTAaHABIMBAETCA 10 COMIACOBaHUIO ¢ LleHTpabHbIM
6ankoM Poccuiickoit denepannn);

2) oka3bIBaTh COCUCTBUE JOJDKHOCTHBIM JUIaM (efepaabHOTO OpraHa WCIOIHUTEIbHON
BJIACTH, YMOJHOMOYEHHOTo B oOmactu obecrneueHus (PyHKIMOHUPOBAHUS TOCYAAPCTBEHHOMN
CUCTEMBbl OOHAPYKEHU S, TPEAYNPEXKICHUS U JINKBUAAIIMN TOCIEICTBUI KOMIIBIOTEPHBIX arak Ha
uH(opmarmonnbsle pecypebl Poccuiickoir @enepanuu, B OOHApYKEHUM, NPEAYNPEKIACHUU U
JUKBUJAUMUM TOCJIEACTBUI KOMIIBIOTEPHBIX aTaK, YCTAaHOBJIEHHU NPUYMH U  YCIOBUM
BO3HUKHOBEHHS KOMIIBIOTEPHBIX WHIIUJICHTOB;

3) B cilyyae yCTaHOBKU Ha O00bEKTaX KpUTHUYECKOM MH(OPMALMOHHON MHPPACTPYKTYpbI
CPEICTB, MpEAHA3HAYCHHBIX IS OOHAPYKEHUS, MPEAYyNPEkKACHUS U JTUKBUIALNH MOCIEICTBUN
KOMITBIOTEPHBIX aTaK W pearupoBaHUs Ha KOMIIBIOTEPHBIC HWHIIUJCHTHI, OOECIeYnBaTh
BBITIOJTHEHUE TIOPSAIKA, TEXHUYSCKUX YCIOBHI YCTAaHOBKM W DIKCILTyaTallMUd TaKUX CPEJCTB, UX
COXPAHHOCTb.

3. CyObekThl KpUTHUECKONM HH(OPMALMOHHON HMHQPPACTPYKTYypbl, KOTOPbIM Ha IpaBe
COOCTBEHHOCTH, apeH]Ibl WM MHOM 3aKOHHOM OCHOBAaHMH MPUHAUIEKAT 3HAYMMBIE OOBEKTHI
KPUTHYECKOW HHOOPMAIIMOHHON HWHQPACTPYKTYpbl, Hapsay C BBIOJIHEHUEM OOS3aHHOCTEH,
MPETYCMOTPEHHBIX YaCThIO 2 HACTOSIICH CTAaTh, TAKXKE OOS3aHBbI:

1) coGmtomate TpeOoBaHUS 1O OOECIEUECHHI0 O€30MaCHOCTH 3HAYMMBIX OOBEKTOB
KpUTUYECKOW HH(OpMALIMOHHON HMHQPACTPYKTYphl, YCTAHOBJIEHHBIE (peAepajbHbIM OpPraHOM
UCIIOJIHUTEIbHOW  BIACTH, YIOJHOMOYEHHbIM B oOmacTd obecrneyeHuss O€30MacHOCTH
KpuTtrieckoil nH(opmarmonHoi nuappactpykrypsl Poccuiickoit @eneparuu;

2) BBIMIOJNHATH NPEANUCAHUS JOMKHOCTHBIX JIKIL (peiepaibHOro opraa UCIOIHUTEIbHON
BJIACTH, YNOJHOMOYEHHOIo B  oOmactu  oOecnedeHHsi  O€30MaCHOCTH  KPUTHUYECKOM
nH(opmarmonHoi wHpacTpykTypsl Poccuiickoit denepannu, 00 ycTpaHEHWH HapyLIEHUH B
gacTh coOmromeHns TpeOoBaHWMK 1O 00ecCHeYeHHI0 O€30MacHOCTH 3HAYMMOTO OOBEKTa
KpPUTHYECKOW MH(OpMAITMOHHON MUHPPACTPYKTYPHI, BbIIAHHBIC STUMH JIUI[AMU B COOTBETCTBHU
CO CBOEH KOMIIETCHIIUEH;

3) pearupoBaTb Ha KOMIBIOTEPHbIE MHIMJEHTHl B MOPSJKE, YTBEPKICHHOM
(denepanbHBIM OpPraHOM HMCIOJHHUTEIBHONW BIACTH, YIOJTHOMOYEHHBIM B 0O0JacTH OOECTICUCHHS
(YyHKIIMOHUPOBAHUSI  TOCYJAPCTBEHHOW  CHCTEMBl  OOHApyKEHHUs, TPEAYNPEeKICHUS U
JUKBUJIALMHN TIOCIEICTBUI KOMITBIOTEPHBIX aTak Ha WMH(pOpMAIMOHHBIE pecypchl Poccuiickoi
@enepanuy, NOPUHUMATh MeEpPbl MO JMKBUAALNMUA MOCIEACTBUN  KOMIIBIOTEPHBIX aTaK,
OPOBEACHHBIX B  OTHOIIEHUM 3HAYUMBIX OOBEKTOB KPUTHYECKOW  HMH(OPMALIMOHHOM

UHPPACTPYKTYPHI;
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4) oOecrieunBarh OECHPEMSITCTBEHHBIM JOCTYN JOKHOCTHBIM JHIAM (enepanbHOro
OpraHa WCIOJHUTEIbHOM BIACTH, YIOJIHOMOYEHHOrO B oOmactu olecriedyeHuss O€30MacHOCTH
Kputnudecko uHpopManmoHHONW HHPpacTpykTypsl Poccuiickoit ®enepauuu, K 3HaYUMbIM
00bEKTaM KPUTHUUYECKOM MHPOPMALUMOHHOW MHPPACTPYKTYphl IPU pEeAU3aLUU STUMH JIULIAMU
MOJTHOMOYMH, TPEAYCMOTPEHHBIX cTaTbell 13 Hacrosmero @enepaibHOrO 3aKOHA.

Crarbs 10. Cucrema 6e30MaCHOCTH 3HAYUMOI0 00beKTa KPUTHYECKOMH
HHpOpMALMOHHON MHPPACTPYKTYPbI

. B wmemix obOecnieueHusi 0€30MacHOCTH  3HAUUMOIO OOBEKTAa  KPUTHUYECKOM
UH(pOopMaIMOHHON UHPPACTPYKTypbl CyOBeKT KPUTHYECKOU UH(pOpMaIIMOHHON
UHPPACTPYKTYPhl B COOTBETCTBHHU C TPEOOBAHUSIMH K CO3[aHHMIO CHCTEM O€30MaCHOCTH TaKHUX
O0OBEKTOB M OOECIMEYeHUI0 WX (YHKIIMOHUPOBAHUS, YTBEPKICHHBIMU (helepaibHbIM OpPraHOM
WCIIOJMHUTEIBHOM  BJAcCTH, YNOJIHOMOYEHHBIM B 00nacTu oOecriedeHuss 0€30MacHOCTH
KpuTtrdecko uHdOopManmoHHON uH@pacTpykTypbl Poccuiickoit ®enepanuu, co3laeT CUCTEMY
0€30MacHOCTH TaKoro o0ObeKTa U 00ecreunBaeT ee PyHKIMOHUPOBAHUE.

2. OCHOBHBIMH 3aJad4aMH CHCTEMBbI O€30MACHOCTH 3HAYMMOTO OOBEKTa KPUTHUYECKOM
MH(POPMAITMOHHON HHOPACTPYKTYPHI SIBISIOTCS:

1) mnpenorBpailleHHe HENPaBOMEPHOIO J0CTyna K HHQpopManuu, o0padarbiBaeMoil
3HAYUMBIM OOBEKTOM KPUTHUYECKONW MHGOPMAIMOHHOW MH(PACTPYKTYpPbI, YHUUTOKCHHS TaKOU
uHpopMauu, ee¢ MoaudUIMpOBaHUs, OJOKMPOBAHUS, KOMUPOBAHUSA, MPEAOCTABICHUS W
pacnpoOCTpaHEHUs, a TaKXe WHBIX HENPABOMEPHBIX JCUCTBUM B OTHOUICHUM TaKOU
nHpopMaInu;

2) HeIoMyIIeHUEe BO3JCHCTBUSA HA TEXHUYECKHE CpeicTBa 00paboTku MH(OpManuu, B
pe3ynbTare KOTOPOTO MOXeT ObITh HapylmieHo W (WMM) mpekpameHo (yHKIHMOHUPOBAHUE
3HAYUMOTO 00BEKTa KPUTUUECKON MH(OPMALIMOHHOW UHPPACTPYKTYPHI;

3) BOCCTaHOBJEHHE  (PYHKIMOHUPOBAHUSA  3HAUUMOIO  OObEKTAa  KPUTHYECKOU
MHPOPMAIMOHHON HHQPACTPYKTYphl, OOECIIEYMBAEMOI0 B TOM YMCIIE€ 32 CYET CO3JaHUs U
XpaHEHUs PE3ePBHBIX KON HEOOXOIMMOM 715l 3TOro HHpopMaIuu;

4) HempepblIBHOE B3aMMOJICHCTBHE C TOCYIAPCTBEHHOM CHUCTEMOM OOHApYXEeHUS,
NpEAYNpPEeXICHUS] U JIMKBUJAIIMU TOCIEACTBUM KOMIIBIOTEPHBIX aTak Ha HHQPOpMaIMOHHbIE
pecypcebl Poccuiickoii @eaepanum.

Crarbs 11. TpeOoBaHus no odecrnevyeHuI0 0€30MACHOCTH 3HAYUMBbIX 00bEKTOB
KPUTHYeCKO MHPOPMALIMOHHO MH(PPACTPYKTYPHI

1. TpeboBanus mo obOecrmeueHHI0 O0€30MaCHOCTH 3HAYMMBIX OOBEKTOB KPUTHYECKOU

MH(pOpMAIMOHHON UHPPACTPYKTYPHI, yCTaHaBJIMBAaE€MbIE dbenepanbHbIM OpraHom
WCIIOJMHUTEIBHON  BJAcTH, YNOJIHOMOYEHHBIM B 00nacTu oOecriedeHuss 0O€30MacHOCTH
KPUTHYECKOU UH(pOPMAIIMOHHON MHPPACTPYKTYPHI Poccuiickon ®enepanuu,

i hepeHUpYIOTCS. B 3aBUCUMOCTH OT KAaTeTOPUM 3HAUMMOCTH OOBEKTOB KPUTHUYECKOU
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MH(POPMAIMOHHON HHOPACTPYKTYPHI U ITUMHU TPEOOBAHUSIMU PELyCMATPUBAIOTCS:

1) nnanupoBaHue, pa3paboTKa, COBEPIICHCTBOBAHME M OCYIIECTBIECHHUE BHEIPECHUS
MEpONpUATUNA O  o0ecrneyeHnI0  Oe30MacHOCTH  3HAYMMBIX  OOBEKTOB ~ KPUTHUYECKOM
WH(POPMAITMOHHON HH(DPACTPYKTYPHI;

2) ONpuHSATHE OPraHU3AlMOHHBIX U TEXHUYECKUX Mep Ajsi obecrieueHusi 0E€30MacHOCTH
3HAYUMBIX OOBEKTOB KPUTUUYECKON MH(POPMALIMOHHONW UH(PPACTPYKTYpHI;

3) ycTaHOBJCHHE TapaMETPOB M XapaKTEPUCTUK MPOTPAMMHBIX U IPOTPaMMHO-
amnmapaTHBIX CPEACTB, NMPUMEHSIEMBIX I OOecredeHUs OE€30MacCHOCTH 3HAYMMBIX OOBEKTOB
KPUTHYECKOW MH(POPMAITMOHHOU HHPPACTPYKTYPHI.

2. TocymapcTBeHHBIE OpraHbl M POCCUNCKHUE IOPUANYECKUE JIMIA, BBIMOJIHSIONINE
(GyHKIMM 1O pa3pabOTKe, MPOBEACHUIO WIIM pealiu3alllu TOCYJapCTBEHHON MOJMUTUKUA U (WJIN)
HOPMaTUBHO-TIPABOBOMY  PETYJIMPOBAHWI0O B YCTAHOBICHHOW cdepe NeATeIbHOCTH, II0
COIIaCOBAHUIO C (heepaibHBIM OPraHOM MCIIOJIHUTEBHON BJIACTH, YIIOJIHOMOYEHHBIM B 00IacTH
oOecrieyeHus 0€30MaCHOCTU KPUTHUYECKOM HH(pOpManMoHHOW HH(GpacTpykTypsl Poccuiickoii
@denepaliud, MOTYT YCTaHABIUBATh JIONOJHHUTENbHBIE TpeOOBaHUS MO  OOECHEUECHUIO
0€30MaCHOCTH 3HAUYUMBIX OOBEKTOB KPUTHYECKOM HHGOPMAIMOHHON HWHPPACTPYKTYPHI,
coJieprKalre OCOOCHHOCTH (DYHKIIMOHMPOBAHMS TaKWX OOBEKTOB B YCTAaHOBJICHHOH cdepe
NESATEIbHOCTH.

Crarba 12. Ouenka 0e30MacCHOCTH KPUTHYECKO MH(POPMALITMOHHOI
HHPPACTPYKTYpPHI

1. Ouenka 0€30ImaCHOCTM  KPUTHYECKOM HH(POPMALUOHHOW  HUHQPPACTPYKTYpbI
ocyuiecTBisiercs  ¢GefepaibHbIM OPraHOM HMCIOJHUTENBHON BJIACTH, YIOJHOMOYEHHBIM B
obmactu obecrieueHuss (YHKIIMOHUPOBAHUS TOCYAAPCTBEHHON CHCTEMBbl OOHapy)KEHHS,
MNPEAYNPEeXICHUS] W JIMKBUIAIIMU TOCIEACTBUM KOMITBIOTEPHBIX aTak Ha HWHQPOPMAIMOHHbBIE
pecypcel Poccuiickon ®epepanuu, B LEIIX HPOTHO3UPOBAHUS BO3HUKHOBEHHS BO3MOXKHBIX
yrpo3 0e30MacHOCTH KPUTUUECKOW MH(GOPMALMOHHOW MH(OPACTPYKTYpPhl U BBIPAaOOTKH MEp IO
NOBBIIIEHUIO YCTOMYMBOCTH €€ (YHKIIMOHUPOBAHUSA INIPU IPOBEJCHUHU B OTHOIICHUU €€
KOMITHIOTEPHBIX aTaK.

2. Ilpu ocylecTBIEHUH OLEHKHA O€30MaCHOCTU KPUTHYECKOW HH(OPMALIMOHHOMN
MHPPACTPYKTypbl IPOBOJUTCS aHAIU3:

1) nmaHHBIX, TOJy4Ya€MbIX NP MCIHOJB30BAHUU CPEICTB, MNPEAHA3HAYEHHBIX IS
OoOHapy>XeHUs, NPEIyNpeKICHUS ¢ JTUKBUAAINU TOCIEACTBUI KOMIBIOTEPHBIX aTak W
pearupoBaHusl Ha KOMITBIOTEPHbIC MHIIUJCHTHI, B TOM 4Yucie UHGOPMALMHN O HAJIHMYUH B CETIX
ANEKTPOCBS3H, HCIOIB3YEMbIX JJII OpraHU3allUM B3aUMOJACUCTBHUS OOBEKTOB KPUTHUUYECKOM
MH(pOpMaIMOHHON UH(PACTPYKTYPhl, TPU3HAKOB KOMITbIOTEPHBIX aTaK;

2) wuHopmamuu, NpencTaBIIeMON CyObEKTaMH KPUTHUYECKOH HHOOPMAIIMOHHOM
UHPPACTPYKTYpbl U (enepasbHbIM OpPraHOM HCIOTHUTEIBHOM BIACTH, YHMOJIHOMOYEHHBIM B
oOmactu obOecriedeHusi O€30MACHOCTH KPUTHUYECKONM HH(OpMAIIMOHHON UHQPPACTPYKTYphI
Poccuiickoit @enepanuu, B COOTBETCTBUM C IIepeYHEM HUHPOpMAUMU U B MOPSIKE,
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onpenensieMbIMi  (heepalbHBIM  OPraHOM  HMCIOJHUTENBHOW BJIACTH, YMOJHOMOYEHHBIM B
oOmactu obecnieueHusi (YHKIIMOHUPOBAHUS TOCYIAPCTBEHHOM CHCTEMbl OOHapy>KEHHS,
NpeAynpexIeHUs] U JIMKBUJAIMU TOCIEACTBUM KOMIIBIOTEPHBIX aTaKk Ha HHQOpMalMOHHbIE
pecypcebl Poccuiickoii @enepanuy, a TakyKe HHBIMU HE SIBISIFOIIUMUCS CyObEKTaMU KPUTHUUYECKON
WHPOPMAITMOHHON MHQPPACTPYKTYpPhl OpraHaMyd U OPTaHU3alUSIMH, B TOM YKCIIe HHOCTPaHHBIMU
1 MEXTyHApPOIHBIMU;

3) cBegeHUW, NPEACTABISIEMbIX B TOCYIapCTBEHHYIO CHUCTEMY OOHapy>KeHHs,
NpeaynpekKIeHUsS W JUKBHUAAIMK TOCIEACTBUNA KOMIBIOTEPHBIX aTak Ha WH(OpMaIMOHHBIC
pecypebl  Poccuiickoit ®enepaniuv MO UTOTaM MPOBEJIEHUSI TOCYAAPCTBEHHOTO KOHTPOJS B
obOmactu obecrieueHusi OE30MACHOCTH 3HAUYUMBIX OOBEKTOB KPUTHUYECKON HMH(POPMALIMOHHON
WHPPACTPYKTYPhl, O HAPYIMICHWHW TpPeOOBaHWM IO OOECIEUEeHHIO OE30MMacHOCTH 3HAYUMBIX
00BEKTOB KPUTUYECKON MH(MOPMAITMOHHON UHPPACTPYKTYPHI, B PE3yIbTaTe KOTOPOTO CO3MAIOTCS
MPENNOCHUTKA BOSHUKHOBEHUSI KOMITBIOTEPHBIX HHITUJCHTOB;

4) unoit mHpopmaruu, moaydaeMoi ¢eaepanbHBIM OPraHOM HCIOJHHUTEIBHOU BJIACTH,
YIOJIIHOMOYEHHBIM B oOacTu obecredeHHs] (PYHKIMOHHUPOBAHUS TOCYIAPCTBEHHOW CHCTEMBI
oOHapy>KeHUus, MPEAYNPEeKICHUs] U JTUKBUAALMU TOCICACTBUNA KOMIIBIOTEPHBIX arTak Ha
nHpopManmoHuble pecypchl Poccuiickoit ®enepanuu, B COOTBETCTBUHM C 3aKOHOJATEIbCTBOM
Poccuiickonn ®enepanuu.

3. s peanuzanuu MoJIOKEHUM, TPEIYCMOTPEHHBIX YacTsAMU 1 U 2 HacTosIed CTaTbhH,
(dbenepanbHblil OpraH HMCHOJHUTEIBHOW BJIACTH, YIMOJIHOMOYEHHBIH B 00JacTH oOecredeHus
(YyHKIIMOHUPOBAHUSI  TOCYJAPCTBEHHOW  CHCTEMbl  OOHApy)XEHHUs, NPEAyNpeKICHUS U
JUKBUJIALIMU TOCJIEICTBUI KOMIIBIOTEPHBIX aTak Ha MHQpOpMaluOHHBbIE pecypchbl Poccuiickoi
@denepaliuy, OpraHU3yeT YCTAHOBKY B CETSIX 3JEKTPOCBSI3U, MCIOJB3YEMBIX U OpraHU3alUU
B3aMMOJICHCTBUSA OOBEKTOB KPUTHUECKOW HHGOPMAMOHHOW WHQPACTPYKTYPHI, CPEJACTB,
MpeAHA3HAYCHHBIX ISl TOUCKA MPU3HAKOB KOMIBIOTEPHBIX aTaK B TAKUX CETAX AJIEKTPOCBSI3H.

4. B nensx pa3pabOTKM Mep IO COBEPIICHCTBOBAHUIO O€30MAaCHOCTH KPUTHUUYECKOM
uHpOpMalIMOHHON  MH(QPAcCTpyKTyphl  (eaepaibHbli  OpraH  HMCIOJIHUTEIBHOM  BIACTH,
YIOJIIHOMOYEHHBI B o0macTu obecreueHus] (PYHKIIMOHUPOBAHUS TOCYIAPCTBEHHOM CHCTEMBI
oOHapy>XeHUs, TPEAyNpEekKICHUs] U JTUKBUAANNU TOCICACTBUN KOMIIBIOTEPHBIX arTak Ha
nHpopManmonusie pecypcel Poccuiickoit ®denepanuu, HampapiseT B (eaepalbHbIA  OpraH
WCIIOJMHUTEIBHON  BJACTH, YINOJHOMOYEHHBIM B oOmactu obecriedeHusi O€30MacHOCTH
KpuTudeckod uHpopmalmoHHo uHOpacTpykTypel Poccuiickoit @enepanniu, pe3yiabTaThl
OCYIIECTBJICHHS OLIEHKU 0€30MacHOCTH KPUTHUECKOH MH(pOpMallnoHHON HHDPACTPYKTYpHI.

Crarba 13. TocynapcTBeHHbI KOHTPOJIb B 00J1aCTH 00ecniedeHus
0€301aCHOCTH 3HAYMMBbIX 00bEeKTOB KPUTHYECKOM
HHpOpPMALMOHHON MHPPACTPYKTYPbI

1. TocymapcTBeHHBI KOHTpOJIb B oOnactu obecriedeHus 0e30MacHOCTH 3HaYMMBbIX
O0OBEKTOB KPUTHUYECKOW WH(DOPMALMOHHON HHGPACTPYKTYphl IPOBOAUTCS B LEJISIX MPOBEPKU
coOmoneHus CyObeKTaMu KPUTUYECKON MH(POPMAITMOHHONW HH(DPACTPYKTYPHI, KOTOPHIM Ha MpaBe
COOCTBEHHOCTH, apeHJbl WIM WHOM 3aKOHHOM OCHOBAHUU MPUHAAJIEKAT 3HAYUMBIE OOBEKTHI
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KPUTHYECKOW WHQPOPMAIMOHHONW HH(PACTPYKTyphl, TPEOOBAHUMN, yCTAHOBJICHHBIX HACTOSIIUM
@denepanpbHbIM 3aKOHOM M NPUHATBIMM B COOTBETCTBUM C HUM HOPMATUBHBIMU IPABOBBIMHU
aKkTaMu. YKa3aHHbIA TOCYJapCTBEHHBIM KOHTPOJb IPOBOAMTCA IIYTEM OCYLIECTBIICHUS
(denepasbHbBIM OpPraHOM HMCIHOJIHUTEIBHONW BJIACTH, YIOJIHOMOYEHHBIM B 00JacTH OOecredyeHUs
0€30MacHOCTH KpUTHUYECKOW HWHpOpManuoHHOW uHPpacTpykTypsl Poccuiickoit ®Denepanuu,
IUIAHOBBIX MJIM BHEIIAHOBBIX IPOBEPOK.

2. OcHOBaHUEM JUIsl OCYIIECTBIICHHUSI TJIAHOBOW MPOBEPKU SIBJISICTCS UCTEUCHUE TPEX JIET
CO JHS:

1) BHeceHus cBeieHHI 00 00bEKTEe KPUTHUYECKON HH(OPMAIIMOHHON HH(PACTPYKTYPHI B
peecTp 3HAYUMBIX 0OBEKTOB KPUTUUYECKON MHPOPMAITMOHHONW HH(DPACTPYKTYPHI;

2) OKOHYAHHUSI OCYILIECTBJICHHUS IMOCIEAHEH IUIAHOBOW MPOBEPKU B OTHOLIECHUU
3HAYMMOT0 00BEKTa KPUTHUECKON MH(DOPMAITMOHHON MHMPACTPYKTYPHI.

3. OcHOBaHHEM ISl OCYILLECTBIECHHS BHEINIAHOBOM MPOBEPKHU SIBIIACTCS:

1) wucredeHue cpoka BBINOJHEHUS CYOBEKTOM KPUTHYECKOM HH(GOPMALMOHHON
UHQPACTPYKTYpbl  BBIJIAHHOTO  (peAepajbHbIM  OpraHOM  HUCIIOJIHUTEIbHOM  BIIACTH,
YIOJHOMOYEHHBIM B oOnacTu obecrieueHuss Oe30MacHOCTH KPUTHYECKOW HH(POpMAIMOHHON
uHpacTpykTypsl Poccuiickoit ®Deneparuu, mnpeanucanuss 00 YCTPAaHEHHU BBISIBICHHOTO
HapylIeHUsI TPeOOBaHUM IO OOECIICUeHHIO OE30MacCHOCTH 3HAYMMBIX OOBEKTOB KPHTHUYECKOU
MH(POPMATMOHHON UH(DPACTPYKTYPHI;

2) BO3HUKHOBEHHE KOMIIBIOTEPHOTO MHLIMJICHTA, MOBJIEKIIET0 HEraTUBHbBIEC NIOCIEICTBUS,
Ha 3HAYMMOM OOBEKTE KPUTHUUECKOW MH(OPMAITMOHHON HHPPACTPYKTYPHI;

3) mpuka3 (pacmopspkeHHE) PYKOBOAMTENS (eaepallbHOTO oOpraHa WCIOTHUTEIbHOU
BJIACTH,  YIOJHOMOYEHHOT0 B  00jacTu  oOecriedeHuss  O€30MACHOCTH  KPUTHUYECKOM
uHpopMallMOHHOW HHpacTpyKTypsl Poccuiickoit denepaiiiv, U3IaHHBI B COOTBETCTBUM C
nopyueHuem lIpesmmenta Poccuiickon @enepaunn wunu  [IpaButensctBa Poccuiickon
Oeneparuu 100 Ha OCHOBaHMU TPeOOBaHMS MPOKYypopa OO0 OCYIIECTBICHUU BHEIIAHOBOU
MPOBEPKU B paMKax MPOBEICHUS HAI30pa 32 UCTIOJHEHHEM 3aKOHOB MO MOCTYMUBIINM B OPTaHbI
MPOKYpaTypbl MaTepuajgaM U 0OpalieHUsIM.

4. Tlo wroram TmJaHOBOW WM BHEIJAHOBOW NPOBEpKH (enepasbHbIM OpPraHoOM
UCIIOJIHUTEIbHOW  BIACTH, YIOJHOMOYEHHbIM B oOmacTd obecrneyeHuss O€30MacHOCTH
KpUTHYECKOW MHpOopMannoHHOW MHPpacTpykTypbl Poccuiickorn denepariuu, COCTaBIACTCS aKT
IPOBEPKH IO YTBEPKIECHHON yKa3aHHBIM OpraHoM (opme.

5. Ha ocHoBaHMM aKTa NpPOBEPKUM B CJIydyae BBISBICHUS HapyLIEHUs TpeOOBaHUU
Hactosimero denepalbHOTO 3aKOHA M MPUHSATBIX B COOTBETCTBUM C HHUM HOPMAaTHBHBIX
MPaBOBBIX AKTOB IO O0OeCHeueHuI0 0e30MacHOCTH 3HAYUMBIX OOBEKTOB KPUTHUUYECKOM
MHPOPMAIMOHHOW  UH(PACTPYKTYypbl  (enepanbHbIi  OpraH  HUCHOJHUTENBHOM  BJACTH,
VIIOJTHOMOYEHHBIH B 00MacTu oOecreueHus: 0e30MacHOCTH KPUTHYECKONW HWH(POPMAIIMOHHON
uHppacTpykTypbl Poccuiickoit denepaiiniv, BbIIAET CYObEKTY KPUTHUYECKOW MH(OpMAIMOHHON
UH(PPACTPYKTYphI NpeanrucaHue o0 yCTpAaHEHUHN BBISIBIEHHOIO HAPYIIEHUS C YKa3aHUEM CPOKOB
€ro yCTpaHEHHUSI.
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Crarbs 14. OTBeTCTBEHHOCTH 32 HAPYLIEHUE TPeOOBAHMIT HACTOSIILIETO
DeepaIbHOTO 32KOHA M IPUHATHIX B COOTBETCTBUM ¢ HUM HMHBIX
HOPMATHBHBIX IIPABOBbIX AKTOB

Hapymienne TpeGoBanmii Hactosimero @DemepalbHOTO 3aKOHAa W TNPUHSITHIX B
COOTBETCTBUM C HUM MHBIX HOPMAaTUBHBIX MTPABOBBIX aKTOB BJIEUET 32 COOON OTBETCTBEHHOCTH B
COOTBETCTBHUM C 3aKOHOJATEIbCTBOM Poccuiickoit @enepannu.

Crarbsa 15. BCTyrl.]IeHI/Ie B CWJIY HACTOALIECTO (I)ezlepa.m,Horo 3aK0Ha

Hacrosmuii @enepanbHblii 3aKOH BCTynaet B cuiy ¢ 1 suBaps 2018 rona.

[Ipesunent Poccuiickon Oenepannu B.Ilytnn

Mocksa, Kpemiib
26 urons 2017 rona
Ne 187-@3
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